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Video Overview and Demos

Overviews and demos for the Tempered Airwall Solution.

Overviews Demos
A five-minute overview of the Airwall Solution. Set up your Conductor
https://www.youtube.com/embed/tSNZFps1Lal https://www.youtube.com/embed/sLxbHtAlcNO
A longer overview and demos of how to set up Add Airwall Gateways to your Conductor

zero trust with the Tempered Airwall Solution. https://www.youtube.com/embed/5CZFc-jcdd4

https://www.youtube.com/embed/D490jcswOTM

Integrating Nozomi with the Airwall Solution.

https://www.youtube.com/embed/lelzi6WwpLo

Connect to Airwall™

Connect your cellphone, mobile device, laptop, or server to an Airwall secure network to get access to the protected
things you need to do your work. All it takes is installing the Airwall Agent or Server for your device, and then
linking it to the Conductor that controls who can see those protected things on that Airwall secure network.

Before you can connect, on the device you will use to connect, you need to:

+ Install an Airwall Agent or Server on your device (laptop, tablet, or cellphone)

» Create a profile for the network you want to connect to. If you're using Airwall Invitations or Activation codes,
this profile is created for you.

If you are not configuring the profile with Airwall Invitations or Activation codes, you also need to have the
Conductor administrator provision and manage your Airwall Agent or Server before you can connect.

P Note: If you only have one profile, when you start the Airwall Agent or Server, it automatically connects
with that profile.

Set up an Airwall Agent or Server

If you have received an email or activation code, see Link my Airwall Agent or Server to an Airwall secure network
on page 14. If you need to install and configure manually, follow these instructions.

To connect to an Airwall secure network, you need to install the Airwall Agent or Server software on the laptop,
mobile device, or server that you want to connect with, and then set up a link with the secure network. Check the
Operating system requirements for Airwall Agents and Servers on page 7, and find installation instructions for
the device you want to connect with under Install an Airwall Agent or Server on page 6.

Install an Airwall Agent or Server

To connect to anything that is protected by an Airwall secure network on your mobile phone or laptop, you need to
install an Airwall Agent or Server.

If you have received an email or activation code, see Link my Airwall Agent or Server to an Airwall secure network
on page 14. If you need to install and configure manually, follow these instructions to connect to an Airwall


https://www.youtube.com/embed/tSNZFps1LaI
https://www.youtube.com/embed/sLxbHtAlcN0
https://www.youtube.com/embed/D49ojcswOTM
https://www.youtube.com/embed/5CZFc-jcdd4
https://www.youtube.com/embed/Ielzi6WwpLo
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secure network. Check the Operating system requirements for Airwall Agents and Servers on page 7 to make
sure your laptop or mobile device can run the software.

Install an Airwall Agent or Server

On the device you are using to connect, install the Airwall Agent or Server software. Here are the places you can find
the software for your device:

» Open the link in your Airwall invitation.
* Go to the store for your device and search for Airwall.
» Download and run the installation file for your device from Latest firmware and software on page 514.

If you need additional help installing the software for your platform, see the specific instructions for your device.

Once you have installed the software, you need to set it up so it can connect to the Airwall secure network. The
administrator for the secure network may have sent you an Airwall Invitation or Activation code, or you may want to
set up your Airwall Agent or Server manually, and request to connect to the secure network.

* I have an Airwall Invitation on page 14

* T have an Activation Code on page 15

* T have a "Finish Setting up my account" email on page 15
* [ want to request to connect on page 17

You can uninstall an Airwall Agent or Server using your device's normal uninstall process.

Operating system requirements for Airwall Agents and Servers
Operating system requirements for the Airwall Solution and Airwall Teams.

System Requirements

Please review the system requirements before installing to make sure your device can run the Airwall Agent or
Server.

Microsoft Windows The Windows Airwall Agent works on Microsoft
Windows 7, 8.1, or 10, and runs on both Home and
Professional versions.

Airwall only: The Windows-based Airwall Server works
on Microsoft Windows Server 2008R2, 2012R2, or 2016,

or later.

Apple macOS Works on 10.14 Mojave, or 10.15 Catalina, and later.

Apple i0OS Works on i0S 13 and later. Compatible with the iPhone
and iPad.

Android Works on 6.0 (Marshmallow) and later.

Linux Works on Ubuntu 18.04, 20.04, and 22.04 (v3.1 and
later), CentOS 8, and (Airwall only) Fedora 33.

Raspbian (Raspberry Pi) Raspbian 9 (Stretch) or 10 (Buster)

RPi4/Ubuntu ARM64 (Raspberry Pi) Raspbian 10 (Buster)

Apple (OSX and macOS): Install and configure an Airwall Agent

If you have received an email or activation code, see Link my Airwall Agent or Server to an Airwall secure network
on page 14. If you need to install and configure manually, follow these instructions. You must be an administrator
of the computer to install and configure the Airwall Agent.

Note: Download the macOS/OSX installation files from the Software Downloads and Release Notes on page
514 Software Downloads section of Airwall help.
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Important: In v2.2 and earlier, you may be required to install a TAP device driver. In earlier versions, the
o TAP driver's certificate may display a developer other than Tempered. If this occurs, you can safely click
Allow and continue with your installation.

Once the installation is complete, the application starts automatically.

To install and configure manually:

1. To install the Airwall Agent locate the files you downloaded, double-click on them to run the installer, and follow
the prompts.

2. Left-click the Tempered icon in the macOS menu bar.

3. Select Configure.

4. On the Airwall Configuration page, do the following:

a) Select the plus (+) to add a new profile.
b) Under Conductor, enter the IP address or host name of your Conductor.

¢) Under Port, use the default port setting of 8096, unless your Airwall secure network administrator has told you
to use a different port.

d) If you have an Activation code, under Invitation, enter the code. If you do not have a code, copy down or
screenshot your Device ID and send to your administrator to activate your account.

Note: Device ID, Overlay Device IP and Overlay Netmask are read-only and configurable from the
Conductor.

e) Select Save.

\J

If you have used an Airwall Invitation or Activation code, once the Airwall Agent is recognized by the Conductor,
you should be able to start connecting to protected resources. If you are connecting manually, send your Device ID to
your administrator so they can activate your account.

Note: You may need to stop and restart the Airwall Agent to allow it to connect to the Conductor. Left-click
the Tempered icon in the menu bar and select Stop Airwall to disconnect or Start Airwall to connect.

\J

For information on using your macOS Airwall Agent, see Connect with an Apple (OSX and macOS) Airwall Agent
on page 19.

Apple iOS: Install and configure an Airwall Agent

If you have received an email or activation code, see Link my Airwall Agent or Server to an Airwall secure network
on page 14. If you need to install and configure manually, follow these instructions. You can get the Airwall

Agent for i0S from Apple's App Store.

Note: If you received an invite, follow the instructions in the email to install and configure your Airwall
Agent. The instructions below are for manual installation and configuration.

.
\J

Install the Airwall Agent on your device from the Apple Store: https://itunes.apple.com/US/app/id1233852249.
Open the Apple i0S Airwall Agent.

From the menu, tap Profiles. Tap + to add a new profile.

Give the profile a name, and fill in the Conductor URL (and port, if provided to you).

If you have an Airwall Invite Code, enter it at the bottom.

Tap ADD.

A o

If you have used an Airwall Invitation or Activation code, once the Airwall Agent is recognized by the Conductor,
you should be able to start connecting to protected resources. If you are connecting manually, send your Device ID to
your administrator so they can activate your account.

For information on using your Apple iOS Airwall Agent, see Connect with an i0S Airwall Agent on page 21.
Android: Install and configure an Airwall Agent

If you have received an email or activation code, see Link my Airwall Agent or Server to an Airwall secure network
on page 14. If you need to install and configure manually, follow these instructions. You can get the Airwall


https://itunes.apple.com/US/app/id1233852249
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Agent for Android from the Google Play Store. Once installed, you configure a profile on the Airwall Agent to link to
the Airwall secure network.

Note: If you receive an invite, follow the instructions in the email to install and configure your Airwall
Agent. These instructions are for manual installation and configuration.

\J

1. Install the Airwall Agent on your device from the Google Play store: https://play.google.com/store/apps/details?
id=com.temperednetworks.hipclient

2. Open the Android Airwall Agent.
3. Add a new profile:

* v3.0 and later — Scroll down to Select Profile, tap MANAGE, and then tap +.
* v2.2.12 and earlier — From the menu, tap Profiles, and then tap +.
4. Give the profile a name, and fill in the Conductor URL (and port, if provided to you).
5. Ifyou have an Airwall Invite Code, enter it.
6. Tap ADD.
If you have used an Airwall Invitation or Activation code, once the Airwall Agent is recognized by the Conductor,

you should be able to start connecting to protected resources. If you are connecting manually, send your Device ID to
your administrator so they can activate your account.

For information on using your Android Airwall Agent, see Connect with an Android Airwall Agent on page 22.

Linux: Install and configure an Airwall Server

If you have received an email or activation code, see Link my Airwall Agent or Server to an Airwall secure network
on page 14. If you need to install and configure manually, follow these instructions. You can get the Airwall

Server for your Ubuntu, Centos, or Fedora Linux server from the administrator for your Airwall secure network, or
from Latest firmware and software on page 514. Once installed, you configure a profile on the Airwall Agent to
link to the Airwall secure network.

0 Note:

* For pre-3.0 versions, replace airsh with airctl. See airctl Reference (pre-v3.0) on page 10.
» For pre-2.2.3 versions, see pre-2.2.3 help.

1. Install the Linux Airwall Server package for your version of Linux. If your secure network administrator has not
provided you with a download, you can download the package you need from Latest firmware and software on
page 514.

*  For CentOS 7 or 8 or Fedora 3.3: sudo rpm -i <CentOS or Fedora install package>
*  For Ubuntu 16.04, 18.04, or 20.04: sudo dpkg -i <Ubuntu 16 or 18 package>

2. Create a profile: sudo airsh profile create name=<profile name>
conductor=<conductor url> [act=activation code].

You can optionally enter an Airwall Invitation activation code.
3. Make a profile the active one: sudo airsh profile activate <profile name or number>
4. Start the service: sudo airsh service start.

Note: If the service is already running, enter sudo airsh service restart to stop and start the
service.

\J

If you have used an Airwall Invitation or Activation code, once the Airwall Server is recognized by the Conductor,
you should be able to start connecting to protected resources on the Airwall secure network. If you are connecting
manually, send your Device ID to your administrator so they can activate your account.

For information on getting your Device ID, or using your Linux Airwall Server, see Connect with a Linux Airwall
Server on page 26. For more Airshell commands, see Linux Airwall Server Airshell commands on page 372.

Uninstall the Linux Airwall Server
Follow the instructions for your operating system to uninstall the Linux Airwall Server:


https://play.google.com/store/apps/details?id=com.temperednetworks.hipclient
https://play.google.com/store/apps/details?id=com.temperednetworks.hipclient
https://webhelp.tempered.io/webhelp/webhelp222/content/topics/hipapp_linux_install.html

e Ubuntu:

sudo apt-get purge airwall

* CentOS/Fedora:
sudo yum remove airwall
To remove all files (including profiles):
sudo rm -r /opt/tnw

airctl Reference (pre-v3.0)
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If you are using a Linux Airwall Server that is earlier than v3.0, here are the airctl commands available. You can

see commands by typing airctl reference.

You use the airctl command line to see details on Linux or Raspberry Pi Airwall Agent or Server. On your Linux
or Raspberry Pi device, open a terminal window, and type airctl or sudo aircrl, followed by the desired

command.

profile details <profile name>
details=<profile-details>

profile modify <profile

name> [new_name=<string>]
[conductor=<addr:port>]
[network=<interface | auto>]
[invitation=<invitation>]
[log_level=<info | warn | error |
debug | trace>] [sys=<sys-impl>]
[activate] details=<profile-details>

profile activate <profile name>
[sys=<sys-impl>] profile name=<string>

profile create <new profile

name> [allow_rename=<boolean>]
conductor=<addr:port>
[network=<interface | auto>]
[invitation=<invitation>] [sys=<sys-
impl>] [activate] details=<profile-
details> profile name=<string>

profile delete <profile name> <no
additional result data>

profile rename <profile
name> new_name=<string>
profile name=<string>

service start [sys=<sys-impl>] <no
additional result data>

service stop [sys=<sys-impl>] <no
additional result data>

service restart [sys=<sys-impl>]
[full] <no additional result data>

Show all or some of the details of an Airwall Agent or
Server profile. Instead of entering a profile name, you
can get details on the currently-active profile by entering
airctl profile details --active

Modify a profile. For example, to change the log level
to debug for a profile named myprofile, you would
enter: airctl profile modify myprofile
log level=debug.

Set the specified profile to the active one.

Create a profile. You can specify the Conductor URL and
port, interface to use, Invitation code, and name. Add
activate to set the new profile as the active profile.

Rename a profile.

Start the Linux Airwall Server.

Stop the Linux Airwall Server.

Restart the Linux Airwall Server.
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service status running=<bool> Show status of your Linux Airwall Server.
conductor=<bool> tunnel=<bool>

list interfaces List network interfaces.
_interfaces=<_interfaces>

list profiles _profiles=<profile- List profiles.
list> current_dir=<string>
current_name=<string>

root_dir=<string>

list versions hipapp version=<string> Show the version of your Linux Airwall Server.
hipctl version=<string>

list log <profile name> List log messages.
[max_ lines=<integer>] [log level=<info

| warn | error | debug | trace>]

_log=<_log> profile name=<string>

support reset <profile name> support Reset a profile.
reset=<string>

support bundle output=<string> Create a support bundle.

Microsoft Windows or Windows Server: Install and configure an Airwall Agent or Server

If you have received an email or activation code, see Link my Airwall Agent or Server to an Airwall secure network
on page 14. If you need to install and configure manually, follow these instructions. You can get the Airwall

Agent or Server for Windows from the administrator of your Airwall secure network, or download the latest
installation files from Latest firmware and software on page 514. Once installed, you configure a profile on the
Airwall Agent or Server to link to the Airwall secure network.

Note: You can start and stop the Airwall Agent or Server service as needed. Keep in mind when an Airwall
Agent or Server service is stopped, you cannot connect to anything on the protected network.

.
\J

To install and configure the Windows Airwall Agent or Server:

1. Log into your Windows computer as an administrator.

2. Download and install the Windows Airwall Agent or Server from Latest firmware and software on page 514.

Note: If you are asked to install the TAP-Windows Provider as part of the installation procedure, click
Install when prompted.

\J

Once the installation is complete, the Airwall Agent or Server starts automatically.
Right-click the Tempered icon in the Windows System Tray
Select Configure

AU

In the Configure window, do the following:

a) Enter the IP address or host name of your Conductor. The default port setting is §096. If you have an activation
code, enter it here.

Note: The Device ID, Overlay Device IP, and Overlay Netmask fields are read-only and
configurable from the Conductor.
b) Click OK.

0
\J

If you have used an Airwall Invitation or Activation code, once the Airwall Agent or Server is recognized by the
Conductor, you should be able to start connecting to protected resources. If you are connecting manually, send your
Device ID to your administrator so they can activate your account.

For information on using your Windows Airwall Agent or Server, see Connect with a Windows Airwall Agent or
Server on page 27.
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Note: You may need to stop and restart the Airwall Agent or Server to allow it to connect to the Conductor.
Right-click the Tempered icon in the Windows System Tray and select Stop to suspend the service or Start to
resume.

\J

Raspbian and RPi4/Ubuntu ARM64 — Install the Airwall Server
To connect to Airwall Teams, install the Raspberry Pi Raspbian or RPi4/Ubuntu ARM64 Airwall Server on your

device.

Before you begin, check the Operating system requirements for Airwall Agents and Servers on page 7 for your
Raspberry Pi device.

1. On your Raspberry Pi, open the email you received and select Click here to confirm this mail.

2. Fill in the Create Account form: Enter your name and create an Airwall Teams account password.

3. Read and agree to the terms: Check I have read and agree to all terms in the end user licensing agreement,
and click Submit.

Create your free Airwall Teams account

simple, fast, private networks

M | already created an Airwall Teams account for a friend's network:

first name*

last name*

company*

title

intended use

Select one

phone number*

email*

password*

confirm password*

W have

create your account

4. Under Step 1, click the link to download the installation file for your Raspberry Pi version. Click More
Downloads if your installation type isn't shown.

5. Install the Airwall Server package for your version of Raspberry Pi. You can copy and paste the commands from
the install page:
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Activate RPi_armg4 x

Step 1: Install an Airwall agent or server
Downlead an Airwall agent to RPi_arm&4 and install it. Then return here to activate it.

* Android Airwall agent ‘ Mac Airwall agent

‘ i0S Airwall agent Windows Airwall agent

£ Ubuntu18.04 /2004 Airwall & centos 8 Airwall server
server

g RPid/Ubuntu ARMBA Airwall
g Raspbian Airwall server sarver

= Leszg Downlpads...

Ta install the Linux Airwall server, enter the following commands in your Linux terminal:
this requires roct privileges)

wget =--output-document=/tmp/hipserver.deb https://teams.tempered.iofdownloa
dfclientsfairwall-2.2.10.Ubuntul.armé4.deb

sudo ACCEPT_EULA=y dpkg -i /tmp/hipserver.deb

Step 2: Activate

If you have your Airwall server installed, use your terminal to activate it with the command
below.

sudo airctl profile create "Airwall Teams® conductor=tn-online-00.tempered. netw
ork:8096 invitation=a1326cedefeb activate

pieraspberrypi: wget --output-document=/tmp/hipserver.deb https://teams.tempered.io/download/clients/airwall-2.2.10.Ubuntul8.armé4.deb
--2021-02-08 15:35:23-- https://teams.tempered.io/download/clients/airwall-2.2.10.Ubuntul8.armé64.deb
Resolving teams.tempered.io (teams.tempered.io)... 52.89.96.81, 52.10.166.129
Connecting to teams.tempered.io (teams.tempered.io)|52.89.96.811:443... connected.
HTTP request sent, awaiting response... 302 Moved Temporarily
Location: http: /s3.amazonaws . com/temperedclients/airwall-2.2.10.Ubuntul8.arm64.deb [following]
23-- https://s3.amazonaws.com/temperedclients/airwall-2.2.10.Ubuntul8.arm64.deb
Resolving s3.amazonaws.com (s3.amazonaws.com)... 52.216.141.246
Connecting to s3.amazonaws.com (s3.amazonaws.com)|52.216.141.246]:443... connected.
HTTP request sent, awaiting response... 200 OK
Length: 3527528 (3.4M) [binary/octet-stream]
Saving to: ‘/tmp/hipserver.deb’

/tmp/hipserver.deb 100%| ] 3.36M  769KB/s in 5.0s

2021-02-08 15:35:29 (685 KB/s) - ‘/tmp/hipserver.deb’ saved [3527528/3527528]

You can also manually install by entering:
Raspbian:

wget —--output-document=/tmp/airwall.deb https://teams.tempered.io/
download/clients/airwall 2.2.10.Raspbian9.armhf.deb

RPi4 Ubuntu ARM64:

wget —--output-document=/tmp/airwall.deb https://teams.tempered.io/
download/clients/airwall-2.2.10.Ubuntul8.arm64.deb

Accept the EULA using sudo ACCEPT. Again, you can copy from the install page:

piraspberrypi: sudo ACCEPT_EULA=y dpkg -i /tmp/hipserver.deb
(Reading database ... 90460 files and directories currently installed.)
Preparing to unpack /tmp/hipserver.deb ...

Unpacking airwall (2.2.10) over (2.2.10)

Setting up airwall (2.2.10) ...

updating profile /opt/tnw/profiles/profilel
updating profile /opt/tnw/profiles/profile-123123
updating profile /opt/tnw/profiles/.factory
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You can also manually enter the command:

sudo ACCEPT EULA=y dpkg -i /tmp/airwall.deb

7. Create a profile and activate your connection by copying and pasting the activation command from the install
page.

piraspberrypi:~ § sudo airctl profile create "Airwall Teams" conductor=tn-online-0@.tempered.network:8096 invitation=50610f8bb321 activate
profile_dir: profile-123124

profile_name: Airwall Teams

network: auto

devicelD:

overlay_device_ip:

0f8bb321
conductor: tn-online-00.tempered.network:8096
log_level: info
profile_name: Airwall Teams

You can also manually activate by entering:

sudo airctl profile create <profile name> conductor=<conductor>
invitation=<invite code> activate

8. Start the service my entering:
airctl service start

g Note: If the Airwall service is already running, it may not activate a new profile without first stopping
and starting the service.

9. Return to the Airwall Teams website and click Activate. Copy the command under Step 2: Activate. You will use
this command to activate the Airwall Server.

10. Paste the command into a terminal window, and press Enter to activate your Airwall Server.

11. Wait for the Airwall Server to activate. When complete, you will get a message that your Airwall Server has been
activated.

Click Look around to close the activation window. Find your device in the device list on the left to verify you are
connected. You can also check in a terminal by typing the following:

sudo airctl service status

In the output, look for the line conductor=true, which means you are connected to your Airwall Teams network.

Link my Airwall Agent or Server to an Airwall secure network

Once you have installed the Airwall Agent or Server software, you can link it to one or more Airwall secure networks.

Tip: For the best experience for you and the administrator for the secure network you are linking to, ask your
Airwall administrator to send you an Airwall Invitation or Activation Code.

Choose the relevant section below based on how you are invited to an Airwall secure network.
I have an Airwall Invitation
Connect your Airwall Agent or Server to an Airwall secure network with an Airwall Invitation.

1. Install an Airwall Agent or Server on page 6.

After you have installed the software, open the Airwall invitation on the same device, and click Activate.
Open the Airwall Agent, and tap Get Started.

From the menu, tap Profiles.

Nk w

Select the profile created when you activated your invitation, and slide the toggle to On. It may take a few minutes
for your device to complete activation, and then it will show you are connected to the Conductor.

You can now turn on the Airwall Agent or Server profile when you need to access protected assets. See Connect to an
Airwall secure network on page 19.
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| have an Activation Code
Connect your Airwall Agent or Server to an Airwall secure network with an Activation code.

How to connect to an Airwall secure network when you have received an Activation code.

1. Install an Airwall Agent or Server on page ©.
2. To activate an Airwall Agent, see Set up my Airwall Agent Manually on page 18.
To activate an Airwall Server, see Set up my Airwall Server Manually on page 18.

| have a "Finish Setting up my account" email
Connect your Airwall Agent or Server to an Airwall secure network from the "Finish setting up my account" email.

How to connect to an Airwall secure network when you received an email saying "Finish setting up your account."

1. Install an Airwall Agent or Server on page 6.

2. From the computer, cellphone, or tablet that you want to connect to this Airwall secure network, open the “Finish
setting up your account” link in the email.

3. Enter and confirm a password, then click Change my password. If the token is not filled in, either click the link
in the email that has the token, or copy the token from the email and paste in the top box.

Change your password

Zby--zYcF4J_zCXsYiCT

Copy/paste this from the password reset email received

Change my password

4. If you are not on the Connect an Airwall Agent page, click your profile icon in the upper right and select
Connect an Airwall Agent.

Woosi Remote

& Preferences
¥ Connect an Airwall agent

@ Dark mode
B View EULA

@ Sign out

5. On the Connect an Airwall Agent page, under Activation code granted box, click Connect.
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Connect an Airwall agent

‘Show expired and disabled activation codes

6. Follow the Connect an Airwall Agent steps to install the Airwall Agent or Server for your computer or mobile
device.
If your computer or mobile device is not shown, open More downloads to find the correct version to install.

7. When the Airwall Agent or Server is installed, come back to the Connect an Airwall Agent page, and click
Activate. You may need to give permission for the Airwall Agent or Server to make changes to your program.

Activation creates a profile in your Airwall Agent or Server that you can use to access resources on the Airwall
secure network. You can have multiple profiles if you need to connect to different secure networks. See Create or
Edit Airwall Agent or Server Profiles on page 29.

Note: If you do not have an Activation code, you can select Request a Connection to send the Airwall secure
network administrator a request to add you to the network.

8. When it’s finished, you’ll see an confirmation that your profile has been activated.

E Activated profile for: cond.example.com

OK
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Connect an Airwall agent X

Step 1: Log into Conductor

Ensure you are logged into Conductor on the device you want to connect. If you are not,
please log out and log in again on the device you wish to connect to Conductor.

Step 2: Install an Airwall agent (7]

Download an Airwall agent installation package to your computer or mobile device and
install it. Then return here to activate it.

& Mac Airwall
Need help installing
+ More downloads

Step 3: Activate O

If you have your Airwall agent installed, you're ready to continue.

¥ Connected!

Close

9. Select Close to close this page. The Connect an Airwall Agent page now shows your active Airwall Agents and
Servers, and their status:

My Airwall agents

Airwall agent Model Status Overlay IP
» j.banks's Airwall-Mac Airwall-Mac # 192.168.1.51 NAT
(BC838EE8B090) v2.2.3

& BHI@40130#BC838EE8B070

10. Click the arrow to the left of your Airwall Agent or Server to see what resources (Remote devices) you have
access to:

My Airwall agents
Airwall agent Model Status Overlay IP

~ w.wildwood's Airwall-Mac Airwall-Mac #k 192.168.1.51 NAT
& BHI@40130#99983D7421C3 v2.2.3

Remote devices  Overlay IP
@ nweu conductor 172.16.26.30
@ test-gw 172.16.0.250

You can now use the Airwall Agent or Server to connect to these resources on the Airwall secure network. For
how to start and stop your secure connection or change profiles, see Connect to an Airwall secure network on
page 19.

| want to request to connect
Request to connect your Airwall Agent or Server to an Airwall secure network.
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You can manually set up your Airwall Agent or Server by creating a profile and entering the Conductor address
for the Airwall secure network. You can get the Conductor address from the administrator for the secure network.
When you are finished setting up your profile, the first time you attempt to connect, the Airwall secure network
administrator gets a request from you to allow you to connect and then configures the resources you have access to.
Set up my Airwall Agent Manually

Open the Airwall Agent, and tap Get Started.

From the menu, tap Profiles.

Tap the plus (+) sign.

Enter a name for your profile.

Enter the Conductor address (URL or IP address).

Tap Add.

On the main page of your Airwall Agent, select the new profile, and slide the toggle to open the connection.

PSRRI

If you have an Activation Code, enter it in the Activation Code or Invitation box.

If you do not have an Activation Code, send your Conductor administrator your device ID (shown on the profile
page) and request they provision your device. Leave the Airwall Agent profile on while your administrator finds
and provisions your device.

If you have connected with an Activation code, you will be able to connect right away. If you have requested your
device be provisioned, you will have access once the Conductor administrator provisions your device.

When your Airwall Agent shows you are connected to the Conductor, and you can reach assets in the Airwall secure
network on your device. See Connect to an Airwall secure network on page 19.

You can now turn on the Airwall Agent profile when you need to access protected assets.

Set up my Airwall Server Manually

Set up a Windows Airwall Server manually

Open the Airwall Server, and from the menu, click Configure.

At the bottom of the left side, click the plus (+).

Enter your password to allow changes on your device.

Enter a name for the new profile.

Enter the Conductor URL or IP address provided by your Conductor administrator, and click OK.
On the main page of your Airwall Server, select the new profile.

Click the gear icon at the bottom of the profile list, and select Make Active.

PSR WD

Send your Conductor administrator your device ID (shown on the profile page) and request they provision your
device. Leave the Airwall Server profile on while your administrator finds and provisions your device.

Set up a Linux Airwall Server manually

1. To create a new profile and activate with an Activation code, enter:

sudo airctl profile create <profile name> conductor=<conductor url>
invitation=<activation code>

For example:

sudo airctl profile create MyProfile conductor=cond.example.com
invitation=45k234k678k901k

2. To modify an existing profile and activate with an Activation code, enter:

sudo airctl profile modify <profile name> conductor=<conductor url>
invitation=<activation code>
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For example:

sudo airctl profile modify MyProfile conductor=cond.example.com
invitation=45k234k678k901k

Once the Conductor administrator provisions your device, your Airwall Server shows you are connected to the
Conductor, and you can reach assets in the Airwall secure network with your device.

You can now turn on the Airwall Server profile when you need to access protected assets. For more information, see
Connect to an Airwall secure network on page 19.

Connect to an Airwall secure network

Once you have installed and linked your Airwall Agent or Server, you can then start and stop it at any time to connect
and disconnect from the Airwall secure network.

. Note:

*  You can use your Airwall Agent or Server to connect to other Airwall secure networks. Just set up a new
profile for each one you need to connect to. For information on how, see Create or Edit Airwall Agent or
Server Profiles on page 29

+ The Airwall Agent or Server does not disable the wired or wireless interfaces of your device. For example,
if you are running an Airwall Agent, you can at the same time be connected to the Internet wirelessly and
the corporate network via a wired connection.

Connect with an Apple (OSX and macOS) Airwall Agent

How to connect to an Airwall secure network with an OSX/macOS Airwall Agent.

Connect to the Airwall secure network

In the macOS top bar, select the Tempered shield v , and select Start Airwall.

Manage Profiles

To manage your profiles, start the macOS Airwall Agent, click the Tempered shield v , and then select Configure to

open the Configure page.

* To create a new profile, From the menu, select Configure, and click the plus (+) +

» To switch profiles, If the profile you want has a solid green dot to the left, it is already the Active profile. If it
does not, select the profile you want to use, select the gear or triple dot icon (depending on your version) below
the profile list, and select Make Active. The Agent disconnects and then connects with the new profile. This can
take a few minutes.



® My AirNet Network
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>

Airwall Configuration

Conductor: Port:
cond.example.com 8096
Invitation:

Device ID: 52B6D1F2930A

Overlay Device IP:

Overlay Netmask: 255.255.255.0

SAVE

shield without opening the Configure page.

&

About

Stop Aardeall

Landing Page

Restart Airewall

Canfigurs...

W Conductort
Conductor

» To edit an existing profile, Select a profile to edit, edit the details on the right, then select SAVE.

* To delete a profile, Select it and below the list, click -.

Find your device ID
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Note: In v3.2.3 and later you can switch between Conductors from the drop down menu in the Tempered

If you are still not connected, you may need to provide your device ID to the administrator for your Airwall secure

network.

1. Open the macOS Airwall Agent.

2.

3. Select the profile you are using to connect to the Airwall secure network.

4. Send your Airwall secure network administrator your Device ID.

@ My AirNet Network

+]— e

In the macOS top bar, click the Tempered shield v , and then select Configure.

Airwall Configuration

Conductor: Port:

cund.examp\e.curd 8096

Invitation: ¢27q3b8dr300

[Dew'ce ID: 9D0910DE974B ]

Overlay Device IP: 10.25.216.2

Overlay Netmask: 255.255.255.0

SAVE
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Check your Connection

There are two ways to check your connection:

In the macOS top bar, look for the status dot next to the Tempered shield V.

* No dot or green dot: Connected to the active profile.
» Dark grey dot: Service stopped.
* Red dot: No connection.

» Purple dot: In Disconnected mode (connected to resources but not the Conductor.) See Sync an Airwall Agent
or Server in Disconnected Mode on page 29

» Select the shield icon and select Configure to see which profile is active on the Airwall Configuration page
(shown by the green dot):

Disconnect from the Airwall secure network

In the macOS top bar, select the Tempered shield v , and select Stop Airwall.

Connect with an iOS Airwall Agent
How to connect to an Airwall secure network with a iOS Airwall Agent.

Connect to the Airwall secure network

Open the i0S Airwall Agent, and under Profile, tap the slider to slide to the right to connect.

Manage Profiles

* To create a new profile, From the menu, tap Profiles. Tap + to add a new profile.

» To switch profiles, tap the Profile tab, tap the profile you want to switch to. If you are asked if you want to
disconnect and switch to the profile selected, tap Yes.

Note: If the profile you want is displayed, it is the Active profile.

* To edit an existing profile, From the menu, tap Profiles, tap Edit, and select a profile to edit.
» To delete a profile, touch the profile name, slide right to left and tap Delete.
Find your device ID

If you are still not connected, you may need to provide your device ID to the administrator for your Airwall secure
network.

1. In the iOS Airwall Agent, switch to and connect the profile you want to use.

2. Tap the Info tab at the bottom of the page. Take note of the Device ID and send it to your Airwall secure network
administrator.

Check your Connection
Open your iOS Airwall Agent. Check that:

» Under Profile, the correct profile is open, and that the slider is to the right and green.
* Under Status, both Connected to Conductor and Connected to Devices are solid green.

This example shows that you are connected to the Conductor and Devices.
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< TestFlight w!! T 2:57 PM

Airwall
PROFILE
Test O
STATUS
Connected To Conductor
Connected to Devices
TRAFFIC
1.0 KB 1.0 KB
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0.4 KB 0.4 KB
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W TX W RX Airwall Traffic

A Grey dot means no connection or not connected.

Disconnect from the Airwall secure network

Open the i0S Airwall Agent, and under Profile, tap the slider to slide to the left to disconnect.

Connect with an Android Airwall Agent
How to connect to an Airwall secure network with an Android Airwall Agent.

Connect to the Airwall secure network

* v3.0 and later — Tap CONNECT.

* v2.2.12 and earlier — Open the Android Airwall Agent, and under Profile, tap the slider to slide to the right to
connect.

Manage Profiles
* v3.0 and later —

* To create a new profile — Scroll down to Select Profile, tap MANAGE, and then tap +.

» To switch profiles — Under Select Profile, tap the down arrow next to the active profile name, and select the
profile you want to switch to.

Note: If the profile you want is already displayed, it’s already the Active profile.
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Conductor URL: https://myairwallnetwork.com:8096

Received: 423 KB Sent: 0.34 KB

DISCONNECT

@ Status v
Connected to Conductor ‘

Connected to Devices

&2 Select Profile v

Active: _ v
My AirNet Network

NAGE
My Airwall Network

f i ®

Home Network About

» To edit an existing profile — Scroll down to Select Profile, tap MANAGE, tap the three dots next to the
profile you want to edit, and tap Edit. Or, tap and hold a profile to edit. Tap Save when done.

* To delete a profile— Scroll down to Select Profile, tap MANAGE, tap the three dots next to the profile you
want to edit, and then tap Delete.
*  v2.2.12 and earlier —

* To create a new profile — From the menu, tap Profiles. Tap + to add a new profile. Enter the information
needed and tap Add.

» To switch profiles — Under Profile, tap the active profile name, and select the profile you want to switch to.

Note: If the profile you want is already displayed, it’s the Active profile.
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PROFILE

RemoteAccess

S
MyProfile

ictor

Connected to Devices
NETWORK TRAFFIC

Il @) <

* To edit an existing profile — From the menu, tap Profiles. Tap and hold a profile to edit. Tap Save when done.
* To delete a profile— From the menu, tap Profiles. Tap and hold a profile to edit. At the bottom, tap Delete.
Find your device ID

If you’re still not connected, you may need to provide your device ID to the administrator for your Airwall secure
network.

1. In the Android Airwall Agent, switch to and connect with the profile you want to use.
2. Find your device ID:

* v3.0 and later — At the bottom, tap Network. Copy and give your Airwall secure network administrator the
UID.

* v2.2.12 and earlier — Tap the top left menu, and then tap Info. Find the Device ID to provide to your Airwall
secure network administrator at the top of this page.

Check your Connection
Open your Android Airwall Agent. Check that:
e On v3.0 and later, check:

* Under Select Profile, the correct profile is active.
» Under Status, check that Connected to Devices shows connected (green).

Note: If your Airwall secure network administrator has your device set to Disconnected mode, your
Connected to Conductor status shows as disconnected most of the time, but you will still have access
to devices. See Sync an Airwall Agent or Server in Disconnected Mode on page 29.

\J
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» Tap Networks. The network details overlay view shows your connection to devices, and the underlay shows

connection to Airwall Gateways that manage secure connections to the devices.

e On v2.2.12 and earlier, check:

* Under Profile, the correct profile is active.
» The slider next to the profile is to the right and green
* Under Status, both Connected to Conductor and Connected to Devices are blue checks.

This example shows that you're connected to the Conductor, but not yet connected to Devices.

PROFILE

RemoteAccess

STATUS

v

Connected to Conductor

Connected to Devices

NETWORK TRAFFIC

0.0KB

0.0KB

0.0KB

0.0KB

0.0KB

0.0KB

0.0KB

In v2.2.12 and earlier, here are some other statuses you may see:

B TX ™ RX

0.0KB

0.0KB

0.0KB

0.0KB

0.0KB

0.0KB

0.0KB
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Red check: You can reach the Conductor, but your administrator has not yet accepted your request to connect.
* Grey dot: No connection, or not connected.

Red exclamation point: You need to log in. Tap the exclamation point, or under User Authentication, tap the Log
in icon to log in.

Airwall

PROFILE

Test v o
STATUS
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Log In to Access Network [E—
NETWORK TRAFFIC
0.0KB 0.0KB
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0.0KB 0.0KB
0.0KB 0.0KB
0.0KB 0.0KB
0.0KB 0.0KB
0.0KB 0.0KB
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Disconnect from the Airwall secure network

* v3.0 and later — Open the Android Airwall Agent, and tap DISCONNECT.

* v2.2.12 and earlier — Open the Android Airwall Agent, and under Profile, tap the slider to slide to the left to
disconnect.

Connect with a Linux Airwall Server

You manage your Linux Airwall Server profiles and connections on the command line using Airshell (airsh). You

can currently substitute airctl for airsh in most of these commands, but airctl will be phased out in a future
release.

In addition to the commands below, you can enter sudo airsh help tree to see available commands. Not all

Airshell commands are supported on a Linux Airwall Server. See Linux Airwall Server Airshell commands on page
372.

Connect and Disconnect from the Airwall secure network

» To connect to the active profile, enter:

sudo airsh service start

» To disconnect, enter:

sudo airsh service stop

» Ifthe service is already started, restart by entering:

sudo airsh service restart
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Manage Profiles

* To create a new profile, run: sudo airsh profile create name=<new profile name>
conductor=<conductor url> [act=<activation code>]

* To switch profiles, run: sudo airsh profile activate <profile name or number>

* To edit an existing profile, run: sudo airsh profile modify <profile name or number>
[name=<new name>] [conductor=<conductor url>] [act=<activation code>]
[log level=<info | warn | error | debug | trace>]

* To delete a profile, run: sudo airsh profile delete <profile name or number>
Find your device ID
If you are still not connected, you may need to provide your device ID to the administrator for your Airwall secure

network. To get your device ID, enter:

sudo airsh profile list verbose <profile name>

Check your Connection

To check your connection, enter:

sudo airsh status

Check your WiFi connection

To check your WiFi connection (when a WiFi NIC is available), enter:

sudo airsh status wifi

Follow the log to troubleshoot your Linux Airwall Server

To watch the log file, enter:

sudo airsh log follow

Connect with a Windows Airwall Agent or Server
How to connect to an Airwall secure network with a Windows Airwall Agent or Server.

Connect to the Airwall secure network

Open the Airwall Agent or Server. If it does not connect automatically, on the Windows taskbar, right-click the
Tempered icon, and select Start.

Manage Profiles

To create a new profile, from the Control Panel, click the gear @, and click + to add a new profile.
+ To edit an existing profile, from the Control Panel, click the gear, and select a profile to edit it.
* To switch profiles:

1. From the Control Panel, click the gear. (You can also right-click the Airwall Agent icon, and select
Configure.)

2. On the Configure page, if the profile you want has the double arrows 22 to the left, it’s already the Active
profile. If it doesn’t, select the profile you want to use.

3 Click the gears icon below the profile list, and choose Make profile active.

4. Select OK. The Agent disconnects and then connects with the new profile. This can take a few minutes.
* To delete a profile, sclect it and click -.
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Default My AirNet Network

My AirNet Network | Conductor: cond.example.com
Port: 8096
Invitation:
Underlay: [ allow application to choose ] v
Logging Level: info v
Device ID: D61F41F530F3

Overlay Device IP: [ no static ip |

Overlay Netmask: 255.255.255.0

Open Profile’s Files In Explorer..

Find your device ID

If you are still not connected, you may need to provide your device ID to the administrator for your Airwall secure
network. You can find and copy it from the top of the Airwall Agent/Server Control panel. Click the icon on the
right to copy the device ID:

Airwall Agent 64-bit Control Panel X/

7
[60DD0AGA480C | E]

CE=ING
@ User authentication is disabled

@ HIP lockdown is off

In split-tunnel mode

Airwall Agent 64-bit, version:2.2.8.873,
Tempered Networks, Inc. 2012-2020

Check your Connection

1. Open the Airwall Agent or Server.
2. At the top, you will see either Stopped or Running.

a) Ifitis Stopped, the profile is still loading and connecting.
b) If it is Running, the profile is running, but not necessarily connected.

When it says Running, just to the right, select the overlay icon .

4. Under Conductor and Authentication, check to see your connection status next to Conductor. If you are
connected, it has a green dot and says Connected.

5. You can also see the resources this profile gives you access to under Network Policies and Peer Devices:

a) To see the devices you have access to, open the Overlays tab.
b) To see the Airwalls you have access to, open the Underlay tab.

6. To refresh the list, select Ping opened network.

Disconnect from the Airwall secure network

T Airwall Agent 64-bit Tray
Configure

Stop

E O %

Help
Exit

23

Right-click the Airwall Agent icon, and select Stop
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Create or Edit Airwall Agent or Server Profiles

How you configure your Airwall Agent or Server profile varies by which version you have installed.

Go to Connect to an Airwall secure network on page 19 and select your platform to get information on creating
and editing profiles, as well as connecting and disconnecting to an Airwall secure network using your Airwall Agent
or Server.

Sync an Airwall Agent or Server in Disconnected Mode

If your Airwall secure network administrator has set your Airwall Agent or Server to Disconnected Mode, it will
synchronize with the Conductor at regular intervals, and should not affect your connection to the resources you need
to access on the Airwall secure network. If you are having issues, you can manually sync with the Conductor.

Sync Now for iOS, Android, macOS, and Windows Airwall Agents and Servers

* For mobile Airwall Agents — Open your mobile agent, and on the Home page, under Disconnected Mode, select
Sync Now.

Disconnected Mode v

Last Sync Tue, 24-Aug-2021 03:48
PM

SYNC NOW

fr i (6)

Home Network About

Figure 1: iOS and Android Airwall Agent Sync Now

* For desktop agents — Open the Airwall Agent or Server menu by clicking the icon, hover over Disconnected
Mode and select Synchronize Now.
g0 X = =
About

Start Airwall
Stop Airwall

Last Sync: Aug 25, 2021 at 1:50:22 PM (Sync Interval: 60 minutes) | Disconnected Mode
Restart Airwall
Configure...

Synchronize Now

Figure 2: macOS Sync Now

P Note: If you do not have the Disconnected Mode pane on your home page, your Airwall Agent or Server
is not in Disconnected mode. For assistance troubleshooting your connection, see I am having trouble
connecting on page 31 or contact your Airwall secure network administrator.

Sync Now for Linux Airwall Servers

If you need to manually sync your Airwall Server with the Conductor, open Airshell and enter the conductor
sync command:

1. Make sure the Linux Airwall Server is started:

sudo systemctl start airwall

2. Get into Airshell:

sudo airsh
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3. Check your connection status:
airsh>> status conductor

you will see Disconnected mode is on and the interval it is set to automatically reconnect:

Connection status: Disconnected
Disconnected mode: on
Reconnect interval (minutes): 60

Airwall Device ID: (C9234588172

Py Note: If Disconnected mode shows as of £, your Airwall Server is not in Disconnected mode. For
assistance troubleshooting your connection, see I am having trouble connecting on page 31 or contact
your Airwall secure network administrator.

4. Manually sync with the Conductor:
airsh>> conductor sync

Your Linux Airwall Server reconnects to the Conductor and updates any configuration or trust policy changes since
the last sync, then disconnects again.

See also: Linux Airwall Server Airshell commands on page 372

Change My Conductor Preferences

Change your Conductor password, theme and other options from your Preferences page.

1. Log in to the Conductor with your existing password.

Select the profile icon E
Note: You can toggle Dark mode on or off.
/

3. Select Preferences to open your Preferences page.
4. Scroll down to change these settings (depending on your role and permissions):
* API access — Select New token to get a new access token.

* Show progress on dashboard — Toggle to show or hide the Dashboard Setup progress bar

* Default overlay networks to advanced view — Toggle to switch between simplified and advanced view on the
Overlay networks page.

5. Depending on your role and permissions, you can also change your contact details or Alert email trigger level.
Select Edit Settings, make your changes, then select Update Settings.

Change my Conductor password
You may need to change the password you use to log in to the Conductor.

1. Log in to the Conductor with your existing password.

* Select the profile icon E, and then select Preferences.
3. Under Preferences, click Edit Settings.

4. Scroll down to Change your password, and enter your current password. Then enter and confirm your new
password, or click Generate to generate a password and copy it to the clipboard.

5. Select Update Settings.

Be sure to save your new password in a secure place.
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| am having trouble connecting

Here's help for issues connecting to an Airwall secure network.

My agent or server is in disconnected mode Normally, Disconnected mode will not affect your ability
to access resources on the Airwall secure network. If
you are having issues, you can manually sync with the
Conductor. See Sync an Airwall Agent or Server in
Disconnected Mode on page 29.

Cannot connect to a website even though I am If you cannot connect to a website you should be able to
authenticated. connect to, try:

* Making sure the web URL starts with https://.

*  Check that you have access to the Internet. If you do
not, your administrator may need to configure a DNS
server on their end for you to access the Internet.

+ If you have more than one profile, make sure the one
that gives you access to that resource is active.

My Windows Airwall Agent will not connect when

This issue can be caused by a Windows default that
multiple interfaces are active

does not allow multiple simultaneous active network
interfaces, and prefers ethernet over cellular or WiFi.

To bypass the default and have Windows
keep multiple interfaces open, you edit the
fMinimizeConnections registry value:

1. Hold the Windows Key down and press the R key.

2. In the Run dialog, type regedit and click OK.

3. Navigate to the following path in Registry Editor:
HKEY LOCAL MACHINE\SOFTWARE\Policies
\Microsoft\Windows\WemSvc\

4. See if the GroupPolicy subkey exists.

» Ifitexists, check that the
fMinimizeConnections valueis 0.

+ If it does not exist, create it: Highlight
WemSve, right click on WemSve, and select
New, then select Key. Name the new key
GroupPolicy. Right-click GroupPolicy
and select New, select DWORD (32-bit),
and then select Create value. Name the value
fMinimizeConnections and click OK.
Check that the value is 0 (for false).

5. Reboot and test to see if the connection works over
all network interfaces.

Linux Airwall Server or macOS Airwall Agent interface selection

The Linux Airwall Server and macOS Airwall Agent implement an interface auto-selection method. When you
first install the Airwall Agent or Server, Linux or macOS determines the default gateway of the host and uses the
associated network interface.

Note: Auto-selection is per profile.
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Troubleshooting

If your macOS Airwall Agent is reporting as online, but does not seem to be working, check that the correct network
interface is selected in the profile. See Set your preferred network in the macOS Airwall Agent (HIPclient-OSX) on
page 80.

From Tkee: Linux agent conforms to the Gateway link manager operational rules. airsh currently does not have the
ability to select the preferred uplink. Conductor is the method for selecting interfaces by port group weights. Short on
details, the Gateway documentation might serve as a basis. Ticket to fill this in CD-412.

Manage Airwall™

Monitor, Maintain, Provision, Control Access

The Conductor Dashboard

The Conductor Dashboard gives you a quick view into the health and state of your Airwall secure network, showing
you activity and alerting across the entire network.

With the Dashboard, you can, depending on your permissions:

» See the state of the overlay networks that make up your Airwall secure network.
» See activity without needing management rights.

* Manage Airwall Edge Services and troubleshoot connection issues.

* Monitor the health of your network.

» See at a glance changes within the system.

View network status
See the models and versions of Airwall Edge Services, and the overall system throughput for up to the last 24 hours.

The System stats are tiles that show at a glance how many Airwall Gateways and Airwall Agents and Servers are
online, how many can be updated, and other useful information.

Click a stat tile to show more details in the Navigation pane below. For example, click Airwall agents online to see a
list of the Airwall Agents and Servers that are online below.

Dashboard  Overlays Devices Airwalls  People 9.15 yF®» & &

W Woosi % Llamaz .

Airwall models B Overall system throughput B 8 hours s Conductor health
Other 6% Data drive usage
Airwall-Win Agent 64-bit 1% _
Airwall-250gd 2% —ZgV Airwall-Mac 27
AW /.0 Temp drive usage
Airwall-\ /
Airwall-100g 3% /&
Airwall-150 2 . Memory usage
Ainwall-Win client 3% /[l
Airwall-75w 4 “
irwall 530 |
Airwall-Win server 5% I Airwall-300v 12% Load averages (1/5/15m)
Arwall0S 7% "
Arwal-Linux server 0% 2 IR i o Ancroid 11

System stats Notifications

Total Airwalls

Authenticated
Airwall sessions

Airwall Group Member
has gone offline
HSG-skene

View Acknowledge

336

Airwall Group Member
has come online
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Pin pages and Recently Viewed lists for quick access

Right under the menu bar, you will now find a pin bar, where you can pin up to 20 pages you visit frequently to
quickly get back them. You can click the arrow on the right to see and pin Recently viewed items. On most pages,

you can also click the pin icon to add the page to your pin bar. Click it again to remove the pin.

Note: To pin a device, open the device page, and then go to recently-viewed items to pin.

Dashboard ices  Airwalls  People 9_'5 y®» & &

£1010345 & C % 0-hell vices |W@._critical-net -

Navigation — System

The System navigation screen shows Messages from admins and firmware updates from Tempered, as well as recent
events, such as provisioning requests and firmware updates. You can also see or create messages for other Conductor
or network admins.

» To create a message, select the pencil icon. For more details, see Create or Manage Dashboard Messages on page
38.

* Under Recent events, select View on items to jump right to the page, or select Manage to manage and name
without leaving the dashboard.

Navigation Messages 4
ﬁ Fun fact: Kibbles started on 2.0.0 in 2017 and has been upgraded 180 times and counting!
Posted by Marshall at 06/17/2020 12:25:05 pm
System
Welcome to the Conductor! Enjoy your stay.
e Posted by System at 03/31/2020 12:23:01 pm
Airwalls
Recent events
[ 1 ] ] New provisioning request New firmware available New provisioning request New Airwall online
Overlays 564D499189D3 Stay up-to-date! 02C09B835697 B7E3B099CF1C
Airwall-300v View ip-172-31-20-93 / Airwall-Linux Airwall-300v
View View View Manage
. New provisioning request New Airwall online New Airwall online New Airwall online
Devices E3923C378E8A 31E1F097A36A 26A83ADAES32 AB4C956F44FB
WinDev1809Eval / Airwall-win | | Airwall-300v Airwall-300v Airwall-Linux server
View View Manage View Manage View Manage
New Airwall online
B3C40B0688CE
Airwall-Linux server
View Manage

Navigation — Airwalls
Here is what you can do on the Airwalls navigation page:

» Select an Airwall Edge Service name to open it.
* Click one of the Airwall System stats tiles to see the details.

System stats

Airwalls that can Total devices Authenticated Recent logins
be updated Airwall sessions

Total Airwalls

336

» Filter which Airwall Edge Services you see:

» In the Show all Airwalls box, select an Airwall status (such as offline or unmanaged) to view.
* Type in the Filter box to filter on name or model, or other aspects of the Airwall Edge Services, like Tags.



Navigation

System

©

Airwalls

ases
Overlays

e

Devices

https://kil

Items 1-25 of 336

Airwall™ edge services Show all Airwalls + | Filter
>  Sortby Name ¥ Page1of14 v
Airwall ~ Model Status
» O-relay-AWS Airwall-300v # 52.32.158.3
QIBHI@40’I3O#ECZQD3655A06 v2.2.8

» O-relay-Orlie & LI Airwall-400 #k 216.168.34.211
@ BHI@40130#400020200002 v2.2.8

» 009624AEFD5F WindowsHIPserver O 192.168.12.129 &
= BHI@40130#009624AEFD5F v2.2.3

» 011D91958719 Airwall-Win server O 172.16.25.51 &
= BHI@40130#011D91958719 v2.2.0

» 013E40F2DC5B Airwall-Android O 10.10.3.49 &
a BHI@40130#013E40F2DC5B v2.1.2

» 0432447A6A97 (unmanaged) Airwall-300v O 10025 (2]
© BHI@40130#0432447A6A97 v2.2.2

» 053D8ECAAF3B Airwall-Android O 10.101.102.29 &
a BHI@40130#053D8ECAAF3B v2.15

» OD2EB919CBB1 Airwall-Android O 10.10.24.89
a BHI@40130#0D2EB919CBB1 v2.15

- socacacpaAgRQ Airwall-Mac O 192:168.1.8

Navigation — Overlays

Here is what you can do on the Overlays navigation page:

» Select New to create a new Overlay. For more details, see Create an overlay network on page 418.

» Type in the Filter box to filter by Name.
» Select the drop-down menu to edit, tag, or disable the Overlay.
* Select an Overlay name to open it.

Navigation

System

o

Airwalls

L
[ X ] ]

Overlays

(=)

Devices

Overlays
>  Sort by Name ¥

Name ~
0-cameras
0-hello-core-services
1-Build-access
9-hello-kegerator
cloud-to-phy-spoke
containerville
cybernet
cybernet-bypass
Damians Overlay
Damians Second overlay
DHCP Relay
Dustin Home Bypass

Dustin Remote Access

http

Navigation — Devices

+ New...  Filter

Page1of2 ¥ Items 1-25 of 27

Here's what you can do on the Devices navigation page:

» Select a device to go to that device.

* Click the Total Devices System stats tile to open the Devices navigation page.

System stats

Total Airwalls

336

+ Filter which Devices you see:

Airwalls that can Total devices Authenticated Recent logins
be updated Airwall sessions

5
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» Select the Sort by box to sort the devices.

» Type in the Filter box to filter by Device name or Overlay IP, among other things.

Navigation

System

o

Airwalls

ases
Overlays

(=)

Devices

https://kil

Devices

>  Sortby Name ¥

Device name «
S O internet
Q@ @ internet

= 009624AEFD5F

011D91958719
013E40F2DC5B
053D8ECAAF3B
0D2EB919CBB1
10.10.3.45
10.10.3.83
10.144.124.0/24

10.144.124.103

D2 DDD K KK

10.144.12414

N
ednetworks.c p/#

Navigation — Provisioning

Page10f17 ~

Overlay IP
0.0.0.0/0
/0
© NAT
© NAT
© NAT
© NAT
© NAT
(10.10.3.45
© 1010.3.83
(© 10.144.124.0/24
(© 10144.124.103

© 1014412414

10.9.8.7

Filter

Items 1-25 of 408

| Manage Airwall™ | 35

The Provisioning page gives you a quick way to see what Airwall Edge Services need to be managed and quickly

handle these provisioning requests. You can:

» Select one or more Airwall Edge Services and grant or deny the provisioning requests. Check next to the Airwall

Edge Services, then from the Actions menu, select Grant request or Deny request.

 Filter which Airwall Edge Services you see:

» Sort the Airwall Edge Services by any column by clicking on the column .

» Type in the Filter box to filter by Model or Identifier, or other things.

Navigation

System

ses
Overlays

Devices

o

Airwalls

El

Provisioning

Provisioning requests

J  Model

(=]

[m]
O

[m]

Airwall-Linux

Airwall-300v

Airwall-Linux

Airwall-Linux

Airwall-Linux

Airwall-Linux

Airwall-Linux

Airwall-300v
Airwall-300v
Airwall-300v

Identifier
localhost
8B50CA70ECEA
EC2D109BD40A

docker-desktop
0ADDCA452996

docker-desktop
35D5E21C6D6E

docker-desktop
5E86958170D8

Router
2332C84ADSEB

Router
6D21DB7A24F4

EC28B6BF3431
4FD40267DA63
EC2125C1CB04

Conductor Icon Reference
A reference for the icons you will see used in the Conductor.

View completed requests...

Time v

05/22/202112:18:04 PM

05/06/202112:25:35 PM
04/30/2021 2:56:21 PM

04/30/202112:58:00 PM

04/30/202112:30:38 PM

04/28/20215:02:18 PM

04/28/2021 3:16:19 PM

03/18/2021 4:16:22 PM
03/10/2021 9:57:20 AM
03/08/2021 6:14:35 PM

Status

Provisioning requested

Provisioning requested

Provisioning requested

Provisioning requested

Provisioning requested

Provisioning requested

Provisioning requested

Provisioning requested
Provisioning requested

Provisioning requested

Filter

Type

Common

Icon

7
L=

Meaning

Refresh
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- Edit
Delete
X Click to Pin to top bar,
’ Pinned to top bar. Click to
unpin.
Dashboard
oy Bypass destination
@ System
e Airwalls
[ Overlays
(YT
E Devices
People
8 People group
& Authenticated user
v Has an unused activation

code. If grayed out,
activation code has expired.

People statuses

®©
Last 24 hrs
Last week
Longer than a week
Never
Agents & Servers
- Android Airwall Agent
@ macOS or i0OS Airwall
Agent
g Windows Airwall Agent
- Airwall server
Overlays
Disable network
&R

communications disabled
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Enable network
communications

)

Enable transparent mode
Enable protected mode

Device statuses (on Overlay

@6 P

page)
Airwalls

< Airwall

& Cloud Airwall - the overlaid
icon indicates which type.
In this case, AWS (Amazon
Web Services).

& Airwall or Device group

* Ethernet Airwall

|||| Cellular Airwall

= Wifi Airwall

(2} Unmanaged
Not authenticated
Offline

o Revoked

Icons superimposed on other
(:) a n . == x @ (_) icons to indicate which

type of server, virtual, or

cloud Airwall: Rackspace,

VMware, Openstack,

AWS, Azure, HyperV, Xen,

Google, Alibaba Cloud
a Mac Lockdown
Devices and Device
Groups
= Device
& Discovered device (not yet
accepted)

& Device or Airwall group
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3 Smart device group

Recompute disabled on this
Smart Device Group, and
there are devices that would
be in this group. Click the
action menu to recompute
the devices added using the
rules.

Alerts and monitoring Disabled on alert line

Disabled on menu

Alerts

(2]
o
ﬂ Event Monitors
B
2

» Tags
Conductor Settings
User Profile

Settings

3 Download

3¢ Install

(1) Licensing Provisioning
Request

Create or Manage Dashboard Messages

Create messages that appear on the Conductor Dashboard to notify other administrators about upcoming firmware
updates or other events that other administrators need to know about.

On the Conductor Dashboard, scroll down to the Navigation section, and open the System pane.
Select the pencil icon in the upper right of the pane to create or manage messages.

In Messages, to create a new message, select the + and write your message.

S

Select the color drop-down on the left to select the color of the message bar. Your organization can decide how to
classify messages. Here is a starting point:

* Blue: Informational messages

* Green: Resolved or managed events

* Yellow: Warnings about non-blocking system issues
* Red: Blocking system issues, downtime, or outages



Messages x

System messages +

All Airwalls will be updated to version 2.2.8 on July 30.

Zonductor!
| v

Save Cancel
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5. Use the side arrows or trash can to reorder or remove existing messages. as needed. If you do not rearrange them,

messages are displayed with the latest messages at the top.

Messages X

System messages +

All Airwalls will be updated to version 2.2.8 on July 30.

5 €

EY

Welcome to the Conductor!

2 €

Save | Cancel

6. Select Save.

Change My Conductor Preferences

Change your Conductor password, theme and other options from your Preferences page.

1. Log in to the Conductor with your existing password.

2. Select the profile icon E
Note: You can toggle Dark mode on or off.
/

3. Select Preferences to open your Preferences page.

4. Scroll down to change these settings (depending on your role and permissions):

* API access — Select New token to get a new access token.
* Show progress on dashboard — Toggle to show or hide the Dashboard Setup progress bar
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* Default overlay networks to advanced view — Toggle to switch between simplified and advanced view on the
Overlay networks page.

5. Depending on your role and permissions, you can also change your contact details or Alert email trigger level.

Select Edit Settings, make your changes, then select Update Settings.

Change my Conductor password
You may need to change the password you use to log in to the Conductor.

1. Log in to the Conductor with your existing password.

" Select the profile icon E, and then select Preferences.
3. Under Preferences, click Edit Settings.

4. Scroll down to Change your password, and enter your current password. Then enter and confirm your new

password, or click Generate to generate a password and copy it to the clipboard.

5. Select Update Settings.

Be sure to save your new password in a secure place.

Show or Hide Conductor Setup progress

You can show or hide the Conductor Setup progress bar on the Dashboard in your user preferences.

1. Log in to the Conductor with your existing password.

2. Select the profile icon E, and then select Preferences.

3. Scroll down to Show progress on dashboard, and toggle it on or off.

For more information on the Conductor tutorials, see Get Started using Conductor Help and Tutorials on page 140.

Customize the Conductor

You can customize the Conductor login screen and emails sent from the Conductor for your business.

Here's what you can customize:

* Conductor login screen — Add your company logo, and change the background colors and favicon.

* Conductor emails — Add your company logo and change the text color. You can also customize the subject line

and add a note from the administrator when sending Airwall Invitations.

Keep reading for more details and examples.
Customize the Conductor Login page

1. Go to Settings > Customization settings.

Customization settings

Custom email logo None
Custom Ul logo None
Custom favicon None

Custom colors

Upload...
Upload...
Upload...

Update...

2. Under Custom UI logo, sclect Upload, select Choose File, and choose the logo you'd like to appear on the login
page, then select Upload.

3. Under Custom favicon, select Upload, select Choose File, and choose the favicon you'd like to appear on your

web browser tab, and then select Upload.
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4. Under Custom colors, sclect Update, and under User Interface, select the colors you'd like to use on the
Conductor login page, and then select Save.

Custom colors

User Interface

Primary color @

Secondary color @

Primary text color @

Secondary text color @

Email

Primary text color @

Secondary text color @

5. Refresh your browser window to see the favicon change. Log out to see your login page changes.

Now the Conductor login page will use your customizations.

Example

Reset

Reset

Reset

Reset

Reset

Reset

Save

Cancel

Here is an example of what the Conductor login page looks like with a custom logo, favicon, and colors, showing

how your selections will map to the page:
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E Conductor Custom favicon +

° ™
, Airwall

Custom Ul logo

Secondary text color
Signed out successfully. Secondary color

MY LOGO

Password

Forgot your password?

Customize Conductor emails
Customize the emails sent by the Conductor to reflect your company's branding.
Before you Begin
Before you can customize the emails, you need to:
» Set up your email settings in the Conductor. To do this, see Configure Email Settings on page 238.
» Make sure the size of the logo and icon files you want to use are 10MB or less.
Customize emails
1. Go to Settings > Customization settings.

Customization settings

Custom email logo None Upload...
Custom Ul logo None Upload...
Custom favicon None Upload...
Custom colors Update...

Note: If you cannot see all of these options, make sure you've set up your email settings in the Conductor.
See Configure Email Settings on page 238.

2. Next to Custom email logo, select Upload, seclect Choose File, and choose the logo you'd like to appear in emails
from the Conductor, and then select Upload.
o Tip: Allowed image types are .png, .jpg, .jpeg, and recommended sizes are, in pixels: 200x60, 400x120,
800x240, 1600x480.

3. Next to Custom colors, select Update, and under Email, select the primary and secondary text colors you'd like
to use in emails from the Conductor, and then select Save.
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Custom colors x

User Interface

Primary color @

| Reset
Secondary color @
[ | Reset
Primary text color @
| | Reset
Secondary text color @
| Reset
Email
Primary text color @
| Reset
Secondary text color @
| Reset

Save Cancel

4. When you create Airwall Invitations, you can also customize the subject of the email and add a note from the
administrator to the top of the email. For more information, see Connect People’s Devices with Airwall Invitations
on page 64.

Now all emails you send from the Conductor will use your customizations.
Example

Here is an example of what emails from the Conductor look like with a custom logo and custom text colors, showing
how your selections will map to the emails:
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Custom email logo

MY LOGO

You have been invited to join an Airwall secure network! Primary text color

MyLogo's secure network Note from the administrator
Welcome to MyLogo's secure network, powered by Tempered!

To connect to the Airwall network:
Step 1 - Open this email on the device you want to connect with.

Step 2 - Install the Airwall software for your device at the following link:

Windows 64 Airwall agent
Windows Server 64 Airwall server
Linux Airwall server

macOS, OSX Airwall agent

HaYa il S PRasN | | ESRE ¥

Secondary text color

Remove Conductor customizations

1. Go to Settings > Customization settings.
Customization settings

Custom email

Installed Update...
logo
Custom Ul logo Installed Update...
Custom favicon Installed Update...

Custom colors Update...

2. To reset logos and favicons — Next to Custom email logo,Custom Ul logo, and Custom favicon, select Update,
and then select Remove.

3. To reset colors — Next to Custom colors, select Update, and then select Reset for any color you'd like to remove.

4. Refresh the browser window to see your changes.

Search in the Conductor

The Conductor supports searching by full text search or by expressions using the Conductor Query Language.
Searching by expression is available in the search boxes on the Overlays, Devices, Airwalls, People, and Dashboard
pages. Search results show in real time as you add search terms or expressions.

Supported versions Search by expression is supported in v3.1.0 and later
Conductors

L
To search by expression: Select the gear icon Qﬂ, and click in the Filter box to see available query options
and logical operators. This search method uses the Conductor Query Language. For more details, see Search by
Expression with the Conductor Query Language on page 45.
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g
To do a full text search: Select the pencil icon # and enter your search terms in the Filter box.

Tip: Both methods of searching work with the drop-down Show all ... filters. So if you select Offline under
Show all Airwalls, your expression or full-text search only searches for Offline Airwall Edge Services.

Search by Expression with the Conductor Query Language

Supported versions Search by expression is supported in v3.1.0 and later
Conductors

Select the gear icon o

2. Click in the Filter box to see available query options and logical operators for the page you're on.

This help includes query options and states that you can search on under Completions, and logical operators under
Logic. As you type, it filters on your entry to assist you in finding the syntax you’re looking for.

model ~ '110" and version ~'3.1.0' s m X
Completions ~
> name
> uid
I > hit
> version
> model
> tags
> description
> location
+ more entries
Logic ~ (2]
> and
> or
> in tagsin ['a, 'b']
>~ name ~ 'dev’
> = name == 'dev 1'
> 1= version !='1.2.3'
> ! I(name ~ 'dev')

Note: If the expression is not supported, the gear icon turns red to assist you in correcting the syntax.

3. Add query options and logic operators to your query by selecting them from the drop down help, or type them into
the Filter box. The query filters your results in real time as you enter expressions.

g Note: Enclose literal values in your queries in either double or single quotes. The usual Javascript escape
rules apply. For example, use “\””” to match an inner double quote.

For descriptions of the query options for the page you’re on, see:
* Overlays Query Options on page 48

* Devices Query options on page 49

* Airwalls Query Options on page 50

* People Query Options on page 52
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4. Save a query — You can also save queries and select them under Saved queries to search again. To save your
query, enter a query and then scroll down in the drop down menu to Saved queries, and select Save.

model ~ "110" and version ~ "3" | / m X
Z version

> model
> tags

> description

> location

+ more entries
Logic = (2]
> and
> or
> in tagsin ['a’, 'b']
> ~ name ~ 'dev'
> == name == 'dev 1'
> 1= version !="1.2.3'
> ! I(name ~ 'dev')
Saved queries B save

M model ~ "110" and version ~ "3" and isOffline or disabl...

M model ~ "110" and version ~ "3"

Example

This query searches for Airwall Gateways that are cloud Airwall Gateways named “hello there”, or for any Airwall
Gateways that are running version 3.1.0.

(isCloud and name == 'hello there') or version == '3.1.0"'



Logical Operators
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The supported logical operators you can use in an expression using the Conductor Query Language.

Logical Operator

Description

Examples

and

or

in

~ or

o\

Finds everything that matches all
expressions.

Finds everything that matches any
expression.

Finds everything that has any of the
values in the list.

Partial match of the value.

Exact match of the value.

Not equal

Is not

Group expressions inside the
parentheses.

model == ‘110g’ and
version == ‘'3.1.0’

Finds all 110g Airwall Gateways on
v3.1.0

model == ‘110g’ or
version == '3.1.0’

Finds all 110g Airwall Gateways and
all Airwall Edge Services on v3.1.0

tags in [‘a’, ‘c’]
Finds everything tagged a or c.
Compare this with tags ==
[‘a’, ‘c’],whichreturns items
tagged with both and only these two
tags.

'a' in tags

Finds everything tagged a, even if
these items also have additional tags.

version in ["3.1.0",
"3.0.2", "3.0.0"]

Finds everything on version 3.1.0,
3.0.2, or 3.0.0.

name ~ ‘bldgéd’

Finds all Airwall Edge Services with
“bldg4” in the name.

name == ‘bldgéd’

Finds only Airwall Edge Services
named exactly ‘bldg4’.

name != ‘bldg4d’

Finds Airwall Edge Services that
aren’t named ‘bldg4’.

lisCloud

Matches everything that’s not a cloud
Airwall Gateway.

(model == ‘110g’ and
version ~ '3.1.0’) or
(model == ‘300v’ and

trAVv T AN —— A2 N N’
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Overlays Query Options
Query options for the Overlays page if you select to Search by Expression with the Conductor Query Language on
page 45. Options include fields to search in and states that an overlay can be in.

Query option Description Example

airwallCount How many Airwall Edge Services are

in the overlay AirwallCount > 10

Finds overlays with more than 10
Airwall Edge Services in them

airwallNames Names of the Airwall Edge Services

in the overlay AirwallNames ~ ‘bldg4’

Finds overlays that have Airwall
Edge Services with ‘bldg4’ in their

name.
name Name of the overlay
description Description of the overlay
deviceCount How many devices are in the overlay
dnsServers List of DNS servers in the overlay
dnsServers ~
'192.168.1.17
Finds all overlays that have
192.168.1.1 set as a DNS server
relayNames Names of relays in the overlay either
used directly or through an Airwall
group.
tags Tags (limited to tags that you have

permission to see).

vlanTags The VLAN tags that are allowed in
traffic in the overlay

vlanAllowTagged If tagged VLAN traffic is allowed in
the overlay

vlandAllowUntagged If untagged VLAN traffic is allowed
in the overlay

Query state Description Example

isDisabled Overlay is disabled
isDisabled

Searches for overlays that are not
enabled.

isEnabled Overlay is enabled
isEnabled

Searches for overlays that are
enabled.
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Query state

Description Example

hasManagedRelay

Overlay has a managed relay
configured

Devices Query options

Query options for the Devices page if you select to Search by Expression with the Conductor Query Language on

page 45. Options include fields to search in and states that devices can be in.

Query option Searches in this field Example
airwallName Name of the Airwall Gateway
managing this device
description Description
deviceGroupNames Device groups this device is in
deviceType ; .
Device type. Can be one of: deviceType — “Legal
‘Local device’ device’
‘Airwall agent device’
‘Bypass destination’
hostname Hostname
internallP Overlay device IP
ip Overlay device IP (NAT). If not
NAT’d, this is the same as internallP.
mac Mac address
name Name
ouiName OUI name See also Search for or Sort
Devices by MAC Address OUI
(Manufacturer) Name on page
115.
tags Tags (limited to tags that you have
permission to see).
uid UID of the device
Query state Description Example
cankEdit You have permission to edit this
device
hasRecentActivity Device was active during the latest
interval set on the Airwall. You can
set this interval on the Reporting tab
of the Airwall. Defaults to 5 minutes.
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Query state

Description Example

isAgentDevice

isBypassDestination

Device is an Airwall Agent or Server
device

Device is a bypass destination. Can . . .
!isBypassDestination

be negated with !
Matches devices that are not bypass
destinations
isDisabled Device is disabled
isDiscovered Device has been discovered
isEnabled Device is enabled
isLocalDevice Device is a local device
isMacLockdown Device has Mac Lockdown set
isNetworkDevice Device is a network device
lastActivityAgoStatus Searches on activity status. Can be
one of:
'none’
'disabled’
'stale'
'recent'

Airwalls Query Options

Query options for the Airwalls page if you select to Search by Expression with the Conductor Query Language on
page 45. Options include fields to search in and states that an Airwall Edge Service can be in.

Query option Searches in this field Example

description Description

deviceCount The number of devices the Airwall
Edge Service has.

hit Generated HIP HIT for the Airwall
Edge Service

location Location

model Airwall Edge Service model

name Name

networkCount The number of overlay networks that
the Airwall Edge Service is in.

notes Notes

tags Tags (limited to tags that you have
permission to see).

uid UID of the Airwall Edge Service

underlayIP The primary published underlay IP

address for an Airwall.
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Query option Searches in this field Example
underlayIPs The full list of published underlay IP

addresses for the Airwall.
version Firmware version
Query state Description Example
canEdit Airwall Edge Service is one you have

hasDiscoveredDevices

hasError

hasFirmwareUpdate

hasHotfix

hasRemoteSession

isAgent

isBypassGateway

isCloud

isDisabled

isDisconnected

isGateway

isHaPrimary

isHaSecondary

isManaged
isOffline

isOnline

permissions to edit.

Airwall Edge Service has discovered
devices through passive device
discovery

Airwall Edge Service is reporting one

Or MOre errors hasError

Finds all Airwalls reporting an error.

Note: Any Airwalls with an
error also have a notification
bell with the number of
errors on it.

>

Airwall Edge Service has a firmware
update available on the Conductor

Airwall Edge Service has a hotfix
update available on the Conductor

Airwall Edge Service currently has
an active remote session

Airwall Edge Service is an Airwall
Agent or Server

Airwall Gateway is set to act as a
bypass gateway

Airwall Edge Service is a cloud
Airwall Gateway

Airwall Edge Service is disabled

Airwall Edge Service is in
disconnected mode

Airwall Edge Service is an Airwall
Gateway

Airwall Edge Service is a high-
availability primary (active)

Airwall Edge Service is a high-
availability secondary (standby)

Airwall Edge Service is managed
Airwall Edge Service is Offline

Airwall Edge Service is Online
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isUnsupportedVersion Airwall Edge Service is on a version
not supported by your current

Conductor

Query state Description Example
isRelay Airwall Edge Service is set up as an

Airwall Relay
isRevoked Airwall Edge Service is revoked
isUnmanaged Airwall Edge Service is unmanaged

People Query Options

Query options for the People page if you select to Search by Expression with the Conductor Query Language on page

45. Options include fields to search in and states that a person can be in.

Query option Searches in this field Example
authProviderName ; icati
Pf:rson is a.uthentlcatmg through the P reviderTame—"gpenle
given provider. Can be one of:
‘local accounts’ Finds people who are authenticating
. through a third-party provider.
‘openid connect’
‘ldap’
description Search people's description.
email Search people's email
email ~ ‘Q@tempered.io’
Searches for people with a
tempered.io email address.
ip Search by IP address

~_connect’
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Query option

Searches in this field

Example

name

permissionNames

phone

roleName

Search by name

Search the list of permissions that a

person has in the Conductor. Can be
any number of:

permissions — Person has Finds all people with permissions to
permissions to edit permissions.  €dit the system configuration.

system config - Person

has permissions to edit system
configuration.

cloud — Person has permissions
to instantiate cloud Airwalls.
firmware conductor -
Person has permissions to update
Conductor firmware.

edit unassociated airwalls
— Person has permissions to
provision and manage Airwalls
that are not in an overlay.
revoke airwalls —Person
has permissions to revoke and
delete or re-activate Airwalls.
provision airwalls

— Person has permissions to
provision and manage Airwalls
advanced view — Person has
permissions to see the Advanced
view in the Conductor.
bypass_destinations -
Person has permissions to view
and edit bypass destinations.
airwall groups relay-
Person has permissions to view
and edit Airwall groups and relay
rules.

send invites -—Person

has permissions to send Airwall
Invitations.

Either phone field

Person’s role in the Conductor. Can

be one of:

‘System Administrator’

‘Network Administrator’

‘Read-Only System
Administrator’

‘Remote Access User’

permissionNames ~

roleName ~ ‘Admin’

Searches for people who are any type
of Conductor admin.

'system config'




| Manage Airwall™ | 54

Query option Searches in this field Example

tags Tags (limited to tags that you have
permission to see).

username Username in the Conductor
Query state Description Example
hasApiAccess Person has access to the Conductor
API
isActive Person is active
isInactive Person is not active
isNetworkAdmin Person is a network administrator in

the Conductor

isReadonlyAdmin Person is a read-only administrator in
the Conductor

isSystemAdmin Person is a system administrator in
!isAdmin
the Conductor
Finds people who are not system
administrators.
isRemote Person is a remote user in the
Conductor

Manage People

Manage Conductor admins and people connecting to your Airwall secure network with laptops and mobile devices.

Manage Conductor Admins

Create accounts and people groups in the Conductor to manage the administrators who access your Airwall Conductor
and your overlay networks and devices.

Add a Person
Add a person and give them a role that determines what they can access on the Conductor and/or your Airwall secure
network.

Note: If you are onboarding people using LDAP or a third-party authentication provider, people are imported
’ as they log in. See Configure LDAP authentication on Conductor and Airwall Edge Services on page 257
and Configure LDAP to manage user roles on page 265, or Integrate Third-party Authentication with
OpenlD Connect on page 247.
1. Log in to the Conductor with a system administrator account and go to People.
2. On the People tab, select New Person.

3. Under Status, select whether to create this account as Active or Inactive. You can use this option to set up
people's accounts prior to onboarding, or to deactivate a person's account as needed.

4. Under User directory, usually you leave it at Local User List, providing authentication through the Conductor.
See note above if you are using LDAP or a third-party authentication provider.

5. Enter the person's information: Username and Email are required.

6. Under Role, select the Conductor role for the person.
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For more information on:

* Conductor roles — See Understand People Roles and Permissions on page 58.

* Custom permissions for System and Network Administrators — See Customize Permissions for System and
Network Administrators on page 56

7. (Optional) If you give the person an administrator role, select their initial Alert email trigger level.

Note: Administrator roles can log in and change their alert level.

8. For password, you have two options:

» User sets their own password — Select Send new user an email with a link to set their password to let the
user set their own password.

* Or, Set a password for the user — Select Set a password for the user to log in. You can either enter a
password, or select Generate to generate a password and copy it to your clipboard.

Note: If you choose to set the password, you need to provide the username and password you created to
the person.

9. Click Create person.

Note: New accounts are active by default. A person can log in with the account after a few minutes. To
create a user as inactive, or change their status to Inactive, under Status, select Inactive.

.
\J

Once you've created the person's account, you can add them to People groups or Overlay networks.

Dashboard  Overlays Devices Airwalls People Search 2F @ O

@ Pin items for guick access 4
People - Local Administrator

Local Administrator Account Edit Info

. settings .
User directory @ No tags in use

Local Accounts

Full name

Local Administrator Peop|e groups Edit...

Username Not a member of any people groups

admin

Role
System Administrator

Status Overlay networks  Eit..
Active Not a member of any overlay networks

APl access
Disabled

Email
global-admin@temperednetworks.com

Phone

Alert email trigger level
None

Related tasks

Set up a People Group on page 89
Set up a people group to make it easier to manage the people accessing your secure network.

Edit people who can access an overlay network on page 419
Overlay networks can only be modified by users who are editors of that network. After creating an overlay network,
you may want to add additional editors, viewers, or users to your overlay network or edit their roles.

Change a Person's Account
Edit a person's account to change how they access the Conductor. You can edit settings such as whether the account is
active or inactive, change passwords, change roles, and more.

1. Log in to the Conductor with a system administrator account and click People.
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2. Select a person to open their page. You can sort or filter the list of people to find the person you're looking for.
3. Select Edit Settings.
4. Make the changes to the account.

For more information on:

* Conductor roles — See Understand People Roles and Permissions on page 58.
» Custom permissions — See Customize Permissions for System and Network Administrators on page 56
5. Select Update Settings.

Customize Permissions for System and Network Administrators
You can fine-tune the permissions for System and Network administrators in your Airwall secure network.

System and Network administrators have a set of permissions by default in the Conductor. You can customize
what these permissions are by default, and you can customize the permissions for individual system and network
administrators.

Supported Roles System Administrators with Can edit user permissions
enabled.

Customize Default Role Permissions

You can set the default permissions that are given to people who are newly assigned the system and network
administrator roles in the Conductor.

g Note: Default user permissions apply only to people currently being added to a role (both new users and
users who are changing roles). It does not change the permissions of people already assigned that role. The
defaults can be modified as a user is created if the person making the change has "Can edit user permissions"
permission.

1. Go to Settings > Authentication.
2. Under Default user permissions, sclect Edit Settings.

3. Check the permissions you want new people to have by default when they are assigned these roles.

Default user permissions x

Default user permissions apply to new users created via an auth provider or by a system administrator
without the ability to modify user permissions.

System admin

Can edit user permissions

Can edit system configuration

B can instantiate cloud Airwalls
Can update Conductor firmware

Network admin

Can view full user interface

Can view and edit unassigned Airwalls

Can revoke and delete or re-activate Airwalls
Can provision and manage Airwalls

Can view and edit bypass destinations

Can view and edit Airwall groups and relay rules

Can send Airwall invitations

Update = Cancel

4. Seclect Update to save.
Customize Permissions for individual System and Network Administrators

If you are a system administrator with Can edit user permissions active, you can customize the permissions for
system and network administrators.

1. Go to People, select a person to open their page, and then select Edit Settings.
2. Under User permissions, check or clear the permissions you want this person to have.



System Administrator customizable permissions
Details
Status

Active LEISHY

Full name

Joe Banks

Username

Network Administrator customizable permissions
User permissions

Can view full user interface @

Can view and edit unassigned Airwalls

(2]

Can revoke and delete or re-activate
Airwalls

(J can provision and manage Airwalls
(J can view and edit bypass destinations

Can view and edit Airwall groups and
relay rules

(O can send Airwall invitations
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User permissions

Can edit user permissions
Can edit system configuration @
Can update Conductor firmware

Can instantiate cloud Airwalls

For more information about these permissions, see Customizable Permissions Descriptions on page 57.

3. Select Update Settings.

Customizable Permissions Descriptions

These are the permissions that can be customized for people assigned the System or Network Administrator roles.

Permission

Description

For System Administrators:

Can edit user permissions

Can edit system configuration

Can create and configure cloud features

Can update Conductor firmware

For Network Administrators:

Can edit Conductor default permissions and permissions
for individual users, including assigning user roles and
customizing their permissions. Can also create new
overlay networks and assign them to a network admin to
manage trust.

Administrator can edit Conductor Settings, including
High Availability (HA), email server, remote logging,
authentication, or any other settings in Settings >
General.

Can create and configure cloud Airwall Gateways, and
create an HA-paired Conductor in the cloud.

This option is available if you have checked Can edit
system configuration. Can update the Conductor
software and Airwall Edge Service firmware from
Settings > Firmware updates
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Permission Description

Can view full user interface When clear, the user sees a simplified, easier-to-use view
in the Conductor. For a description of the simplified
view, see Set a Streamlined View for a Network
Administrator on page 58.

Can view and edit unassigned Airwalls Can view or edit any Airwall Edge Services that are not
assigned to any overlay networks, including adding the
devices in these Airwall Edge Services to any overlay
networks they have permission to.

Can revoke and delete or re-activate Airwalls Requires that Can view and edit unassigned Airwall
is checked. Can revoke, delete, and re-activate Airwall
Edge Services in their overlay networks, and can view
and reactivate any revoked Airwall Edge Services .

Can provision and manage Airwalls Requires that Can view and edit unassigned Airwall is
checked. Can view and provision provisioning requests,
and can manage unmanaged Airwall Edge Services.

Can view and edit bypass destinations Can view and edit any bypass destinations.

Can view and edit Airwall groups and relay rules Can view and edit Airwall groups and relay rules for
Airwall Edge Services in their overlay networks.

Can send Airwall Invitations Can send Airwall Invitations to invite users to connect
to the Airwall secure network and gain access to the
devices in their overlay networks.

Set a Streamlined View for a Network Administrator
When you set the permissions for a Network administrator, you can clear the Can view full user interface
permission, which provides the Network administrator with a streamlined view that can simplify their workflow.

Network administrators using the streamlined view can manage their overlays, and the devices, Device groups, and
Airwall Edge Services in them.

1. Go to People, and open the People page for the Network administrator.
2. Select Edit Settings.

3. Clear the Can view full user interface box.

4. Update Settings

The Network administrator now sees a streamlined view.

Note: You can also set the streamlined view as the default for all newly-assigned Network administrators.
See Customize Permissions for System and Network Administrators on page 56.

To see what Network administrators with a limited view can see, see Manage Overlay Networks in Streamlined View
on page 115.

Understand People Roles and Permissions

When you add a person to the Conductor, the person's role, and whether the person is a manager or member of an
overlay, controls whether they have access to create, edit, or view overlay networks and their Airwall Edge Services
and devices.

The Conductor supports the following people roles, with the following default permissions. You can also fine-
tune permissions for System and Network Administrators. See Customize Permissions for System and Network
Administrators on page 56:

» System Administrator - Designed for administrators who may need to perform all Conductor functions. By
default, a system administrator can edit all Airwall Edge Services in the system and is a de facto editor of all
Airwall Edge Services and overlay networks. Depending on granular user permissions, a system administrator can
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modify other users' permissions, edit system-level configuration (such as SMTP, Conductor HA pairing, remote
syslog), create cloud Airwall Gateways, and upgrade the Conductor firmware.
» Network Administrator - Designed for administrators who need to manage and potentially modify existing overlay
networks, Airwall Gateways and devices. Depending on granular user permissions, a network administrator can
view and edit unassigned (not part of an overlay network) Airwall Edge Services, revoke and delete Airwall Edge
Services, and provision and manage Airwall Edge Services. A network administrator cannot create new users or
overlay networks or edit system configuration.
* Read-only System Administrator - Designed for administrators who need to monitor overlay networks, Airwall
Gateways, and device information, but who do not have a need to modify configurations. A read-only system
administrator can view all Airwall Edge Services in the system and is a de facto viewer of all overlay networks.
A read-only system administrator can also run reports and perform diagnostic functions on the Conductor and
Airwall Edge Services.
» Remote Access User - This role is for people who need access to an Airwall secure network through an Airwall
Agent or Server. This user can only modify their account email and password. Remote access users can also view
the remote access portal where they can see any activation codes assigned to them, a list of remote devices they
have access to, and a list of the Airwall Edge Services assigned to them.

This table shows the default permissions. To customize these permissions, see Customize Permissions for System and
Network Administrators on page 56

Task System Network Read-only System Remote Access User
Administrator Administrator Administrator
Manage users Create Modify own email Vlew all users. . Modify own email
. and password Modify own email
Modify and password
and password
Delete
Manage Conductor | Configure (with Not available View Not available
settings permissions)
Manage overlay Create View View Not available
networks Modify Modify
Delete
Manage A'irwall Add Add (with View Not available
Edge Services Modify permissions)
Delete Modify
Delete
Manage devices Add Add View Not available
Modify Modify
Delete Delete
Manage firmware Download Update Not available Not available
updates Update
Publish

See Also:

» To customize permissions, see Customize Permissions for System and Network Administrators on page 56
* For pre-3.0 roles, see Understand People Roles (v2.2.13 and earlier) on page 60
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Understand People Roles (v2.2.13 and earlier)

When you add a person to the Conductor, the person's role, and whether the person is a manager or member of an
overlay, controls whether they have access to create, view, or edit overlay networks and their Airwall Edge Services
and devices.

The Conductor supports the following people roles:

» System Administrator - Designed for administrators who need to perform all Conductor functions. A system
administrator can edit all Airwall Edge Services in the system and is a de facto editor of all overlay networks.
Depending on granular user permissions, a system administrator can modify other users' permissions, edit system-
level configuration (such as SMTP, Conductor HA pairing, remote syslog), create cloud Airwall Gateways, and
upgrade the Conductor firmware.

» Network Administrator - Designed for administrators who need to manage and potentially modify existing overlay
networks, Airwall Gateways and devices. Depending on granular user permissions, a network administrator can
view and edit unassigned (not part of an overlay network) Airwall Edge Services, revoke and delete Airwall Edge
Services, and provision and manage Airwall Edge Services. A network administrator cannot create new users or
overlay networks or edit system configuration.

* Read-only System Administrator - Designed for administrators who need to monitor overlay networks, Airwall
Gateways, and device information, but who do not have a need to modify configurations. A read-only system
administrator can view all Airwall Edge Services in the system and is a de facto viewer of all overlay networks.

A read-only system administrator can also run reports and perform diagnostic functions on the Conductor and
Airwall Edge Services.

» Remote Access User - This role is for people who need access to an Airwall secure network through an Airwall
Agent or Server. This user can only modify their account email and password. Remote access users can also view
the remote access portal where they can see any activation codes assigned to them, a list of remote devices they
have access to, and a list of the Airwall Agents and Servers assigned to them.

Task System Network Read-only System Remote Access User
Administrator Administrator Administrator

Manage users Create Not available View Modify own email
Modify and password
Delete

Manage Conductor | Configure Not available View Not available

settings

Manage overlay Create View View List of Overlays they

networks Modify Modify are in only
Delete

g/gana%e A}rwall Add Add View Not available

8¢ services Modify Modify

Delete Delete

Manage devices Add Add View Not available
Modify Modify
Delete Delete

Manage firmware Update Not available Not available
Download

updates Update
Publish
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Import people using a CSV file

Add many local users to the Conductor at one time by importing them in bulk. You export a .csv file as a template or
with current users, edit it, and then import it back into the Conductor..

1. In the Conductor, go to the People page.
2. Under People, open Other actions.

People People groups

+ New person... Other actions ~

[0 Name =

O Bob Jones
Is a remote

O Admin X Import people list...
hd & Export people list...

O Local Administra & Export people template
Local Administra__ . _____

3. Select Export people list, or Export people template and then confirm the export. You can use either to import
people. The people list allows you to see and modify some options for people already in the Conductor.

4. Edit the .csv file that you downloaded to add people. See Import People .csv File Details on page 61 for
an explanation of the columns. The minimum required columns are username, role, name, email, and
active. Leave the password blank to send the person an email with a link to set their password. If you do
include passwords, make sure they meet the password criteria. For information on setting password criteria, see
Configure Authentication Options on page 242.

Note: For existing people in the .csv file, you can also modify roles, permissions, and most other options. You
cannot change passwords or remove people using the .csv.

Back on the People page, open Other actions again.

Select Import people list, select Choose File, and then select the file you edited and select Upload.

If validation fails, correct the file and try again.

® AN

Once the import passes validation, review the list of people being added, and select Next and then Commit to add
them.

If you need to make any changes once the file is imported, you can edit the .csv and then re-import. Importing a file
modifies the account for existing people (exceptions are you cannot change or remove passwords or remove people
using import). After a person is added to the Conductor, you must manage passwords individually from each person’s

page.
Import People .csv File Details

The import people .csv has the following columns:

Column Description Example

username Required. Enter a unique username.  joebanks

Cannot update for existing users.

role Required. Person's role in the remote_user
Conductor. Must be one of:

* system admin
* viewer

* network admin
e remote user
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Column

Description

Example

name

Required. Full name, with first name
first.

Joe Banks

description

Optional. Description for the person.

Admin for Building 1

email

Required. A valid email for the
person.

jbanks@tempered.io

phonel and phone2 (both optional)

Optional. Phone number for the
person.

+12065551212

active

Required. Add the person as an active
user. Boolean TRUE or FALSE. In
most cases, you want to have this as
TRUE.

TRUE

password

Optional. If you want to set a
password for the user, you can enter
it here. If you have SMTP set up on
your Conductor, you can leave it
empty, the Conductor sends an email
to the new user asking them to log in
and set their password.

Cannot update for existing users.

very secure P@assword

api_user

Optional. Add the person with
rights to use the API. Boolean
TRUE or FALSE. Only available for
system_admin, network admin, and
viewer roles.

TRUE

email alert level

Optional. Enter the Conductor alerts
this person should get in email. Must
be one of:

* none
* info

* warning
s error

none

tags

Optional. Apply existing or new

tags to people, in the format
[“tagl”,“tag2”’]. To make no changes,
leave blank. To remove all tags, enter
an empty array [ ]. See Template
Note.

["fte", Vlengrﬂ]

person_groups

Optional. Apply existing or a new
set of people groups to people, in

the format [“person group name 17,
“person group name 2”]. To make no
changes, leave blank. To remove the
person from all people groups, enter
an empty array [ |. See Template
Note.

["building 2", "2nd floor"]
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Template Note: The first row on the people template.csv that you download has empty arrays for the tags and
person_groups columns. These empty arrays will remove the tags and person_groups if you enter an existing person
on that line.

When you import your .csv file, the Conductor validates the file and warns you of any detected issues. Edit the .csv to
fix any issues and re-import. Once it validates, you can select Commit and the Conductor adds and updates the people
on your list.

Remove people in bulk
You can delete users in bulk from the People page.

In the Conductor, go to the People page.

Select the people you want to delete.

Under People, open Other actions.

Select Delete checked.

Confirm the list of people to delete, and select Delete.

Nk

Restrict network access for Windows Airwall Agents and Servers users (Lockdown
mode)

You can configure Windows Airwall Agents and Servers to run in Lockdown mode, which restricts access to network
resources not explicitly allowed by Conductor trust policy.

Notes:

» This setting will be replaced when Windows Airwall Agents and Servers are updated and can use bypass settings.
* Lockdown mode is a global setting that applies to all Windows Airwall Agents and Servers on the Conductor.
To set up lockdown mode

1. Go to Settings > Global Airwall agent settings.
Select Edit Settings.

On the Advanced page, scroll to Lockdown mode.

Eal o

Check Enable lockdown mode on compatible Airwall agents.

Lockdown mode

¥ Enable lockdown mode on compatible Airwall agents
(J Allow users to disable lockdown mode on Airwall agents

Lockdown mode egress gateway
None &

IPs exempt from lockdown mode +
IP address @ Ports @ Protocol Direction

5. Select Save.
If you want to allow some level of access outside of the secure network, you have a few options:

* Allow users to override Lockdown mode on their device — Check Allow users to disable lockdown mode on
Airwall agents. Users can then disable lockdown mode from their device. Select Save.
* Provide Internet access — Under Lockdown mode egress gateway, select an Airwall Gateway that has been

configured as a bypass (egress) gateway. Select Save. Any traffic that is not allowed by trust policy is then sent to
the bypass gateway and can reach the Internet.

Pm Note:
/

» To set up a bypass gateway, you must configure an Airwall Gateway with an overlay port group that
can route out to the Internet. In most cases, you must also set SNAT on that port group. For more
details, see Configuring an Airwall Gateway as a bypass egress gateway on page 396.
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* Exempt specific resources from lockdown mode - This option gives you the ability to allow access to certain
resources without trust policy:

1. Next to IPs exempt from lockdown mode, select the + (plus).
2. For each exemption, specify an IP address, a protocol and direction, and, optionally, a port.
3. Select Save.

Once set, local traffic matching the IP and protocol is allowed.

Connect People's Devices to your Airwall secure network

How to connect cell phones, laptops, and servers to the resources people need access to behind your Airwall secure
network.

People connect their devices to your secure network using Airwall software installed on their devices, called Airwall
Agents and Servers. There are Airwall Agent or Server software applications for the most common device types.

The easiest way to get your users started is to Set up a People Group on page 89 and send people an Airwall
Invitation or Activation code. You can also Connect People as Remote Access Users on page 74. Using these
methods automates much of the process for both the people connection and for you, the Conductor administrator.

Here's how it works:

1. For people who need to connect their devices to your Airwall secure network, you send them Airwall Invitations
or Activation Codes. You can send a single invitation or send in bulk, and can choose whether to invite by email or
by downloading activation codes to distribute yourself.

2. For the people you've invited:

* Via email Airwall Invitations, they open the invitation email and click the link.
* Via activation codes, they open the link to go to the Connect an Airwall Agent activation page.

3. They download and install an Airwall Agent or Server onto their device.

4. Once the Airwall Agent or Server is installed, they click the link in the email or Connect an Airwall Agent page
to activate their account.

5. Once a person activates their account, the Conductor automatically takes care of all the steps to provision, license,
manage, and name the new Airwall Agents and Servers.

You can send Airwall Invitations or Activation codes in bulk to entire organizations, and manage the connections
and what they have access to in the Conductor.

Help for your users to install the software and connect is here: Connect to Airwall on page 6.

If you choose not to use Airwall Invitations or Activation codes, the people connecting need to download and install
the software, and then enter the Conductor address manually. You then need to review the provisioning requests,
confirm device IDs with each person, and grant access to each person’s Airwall Agent or Server.

If you need to install the software from the Conductor, see Install Airwall Agents and Servers on people's laptops and
devices on page 343.

Connect People’s Devices with Airwall Invitations
Airwall Invitations greatly simplify the steps required to add people’s mobile phones, tablets, and computers to your
Airwall secure network.

Note: Another way to automate the process is using Activation Codes or adding people as Remote Access
Users and adding them to a people group. See Connect People's Devices with Activation Codes on page
75, or Connect People as Remote Access Users on page 74 and Set up a People Group on page

89.

\J

The Walkthrough — Send Expiring Guest Access Invitations on page 69 provides an example or how to set up
Airwall Invitations that you can modify to meet your organization needs.
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Send Airwall Invitations

You send Airwall Invitations to invite people to connect to your Airwall secure network. It can be as simple as
sending the invitations to a list of email addresses. With a bit of preparation, though, you can also automatically set up
device access and trust as people connect their devices.

Before you begin

If you are sending Airwall Invitations in email,

* Gather the list of emails you want to send the invitations to.
* Make sure your Conductor email has been set up. See Configure Email Settings on page 238.
+ If you want to require authenticated sessions, Set up User Authentication on page 91.

Send Airwall Invitations

The possibilities include setting up which Overlay networks people belong to, what groups they’re a part of, which
Airwall Edge Services and devices they can access, and when a person’s access to your Airwall secure network
expires.

Before you begin

* Gather email lists for the types of people you need to grant access to

* (Optional) Group emails by people who need the same access permissions.

* (Optional) Create Airwall groups for the people you want to add. For example, you may want Employees and
Contractors Airwall groups.

* (Optional) Create tags for the types of people and access.

* (Optional) Create Smart Device Groups to automatically add people to Device groups as they activate their
Airwall Agents and Servers.

By doing a bit more planning and preparation in the optional steps above, you will save time in making sure people
are able to access the resources they need. For a walkthrough showing how to set up invitations that automatically
provide guests with access to your secure network for 4 hrs, see Walkthrough — Send Expiring Guest Access
Invitations on page 69

1. Go to Airwalls > Airwall Invitations.

2. Ifyou have already sent invitations, you can open the drop down next to an invitation and select Use as template
to send a similar invitation to more people. To create a new invitation, select New Airwall Invitations.

3. Inv3.0.0 and later, select how you want to invite people. Select each option to see a description.



| Manage Airwall™ | 66

Airwall Invitations X

Airwall invitations allows users to easily configure and deploy Airwalls

O)Give activation codes to existing users
O Send activation codes via email
) Download activation codes and distribute them manually

) Download a single activation code that can be used many times

Existing users will be given an activation code that is accessible from the remote access portal. The
remote access portal contains instructions for downloading an Airwall agent or server and connecting to
Conductor with a single click. Users will be sent an email with instructions for connecting to the remote
access portal.

Users

No entries s

>> Next Cancel

4. After you select how to invite users, you will need to enter the options for that type. For example, select users
if inviting current users, or enter the email addresses for the people you want to connect to your Airwall secure
network.

Select Next.

6. Enter the options that are requested for your invitation type. Setting these options automates more of the process
for the people trying to connect, as well as the administrator giving them access:

a) Profile name — This is the name of the profile to create on the people’s Airwall Agents and Servers.

b) Conductor hostname or IP — Sets the Conductor they connect to.

c) Generated Airwall name — Sets the name the Airwall Agent or Server has when the user activates it. The
default value sets it to the email address followed by their Airwall Agent or Server type. See the help when
you select this box to see other options for autogenerating names.

d) Activation codes should expire — Check or clear this box, and if checked, set the Activation code expiration
date — Sets the date the Airwall Invitation expires.



Airwall Invitations

Configure settings for how to download, install and activate Airwalls

Profile name

optional

Conductor hostname or IP

cond.example.com

# Allow Airshell to set name

Generated Airwall name

${email_name}'s ${airwall_type}

# Activation codes should expire

Activation code expiration date

07/20/2022

\J

Dynamically name Airwalls when they connect to
the Conductor by enclosing them in
${field_name}.

Available fields:

email - Email address

email_name - Email address without domain
full_name - User's full name

hostname - Hostname

airwall_type - Installed Airwall type

ip - Airwall agent's overlay device IP

serial - Airwall agent's serial number

If "Allow Airshell to set name" is selected, a user

can set an Airwall gateway's name via Airshell
prior to provisioning.

<< Back >> Next Cancel

| Manage Airwall™ | 67

Note: pre-2.2.8 Conductors also have: Install Package Location — Enter a place accessible to your

invitees where you’ve downloaded the Airwall Agent or Server software, or point to the latest version in

Airwall help: https://webhelp.tempered.io/webhelp/content/topics/downloads_latest.html

7. Select Next.

8. Enter Airwall Agent or Server-specific settings to automate people’s access as their devices connect:

Airwall Invitations

Airwall agent specific settings

[JJRequire authenticated Airwall session

Overlay device IP network (CIDR)
e.g. 192.168.16.0/20

Overlay device IP netmask

255.255.255.255
Overlay networks

Add an entry

Device groups

Add an entry

X

<< Back >> Next Cancel



https://webhelp.tempered.io/webhelp/content/topics/downloads_latest.html
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* Require authenticated Airwall session — Check this option to require people accessing your Airwall secure
network to authenticate.

* Overlay device IP network (CIDR) — (Optional) The network from which to assign IP addresses to devices
as they connect.

Pg Note: If you use the same IP network in subsequent Invitations, the Conductor intelligently continues
incrementing IP addresses. For instance, if you send out one Invitation starting at 192.168.1.15 with 10
emails and then another with the same IP with 10 emails, they all just get a free IP from the network as
they come online.

* Overlay device IP netmask — Enter the netmask for the overlay device IP.
* Overlay networks — (Optional) The overlay networks to add people's devices to.
* Device groups — Select the Device groups to add devices to.

9. Enter any additional settings to automate people’s access as their devices connect:

Airwall Invitations X

Additional settings

Use bypass gateway

Specify bypass gateway = v

Bypass gateway

Corp_bypass_gateway :
Airwall groups
v
Add an entry X
People groups
Add an entry :
Tags ©
v

Add an entry

<< Back >> Next Cancel

» Use bypass gateway — If you want these users to use a specific bypass Airwall Gateway, select Specify bypass
gateway, and then select the gateway you want them to use. You can also use the default bypass gateway set
up in the Conductor, or not allow the use of a bypass gateway. For information on setting up bypass Airwall
Gateways, see Backhaul Bypass on page 395 and Configuring an Airwall Gateway as a bypass egress
gateway on page 396.

* Bypass gateway — Select the bypass Airwall Gateway you want users getting this Airwall Invitation to use.

* Airwall groups — Select Airwall groups to add Airwall Agents and Servers to. For example, you might assign
these Airwall Agents and Servers to the Employee, Admin, or Vendor group.

* People groups— Select People groups to add users to.

» Tags — Create or assign tags to people’s devices. For example, if you’re using tags to create Smart Device
Groups that add people’s devices to the right overlays, enter these tags now. See Manage devices dynamically
with Smart Device Groups on page 105.

10.If you are generating Activation codes, select Generate and skip the rest of these steps.

11. If you are inviting existing users or sending emails, select Next.
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12. Double-check the email addresses and make any needed changes to the invitation email. To help the people
receiving Activation codes to connect, point them to one of these help topics: I have an Airwall Invitation on page
14 or I have an Activation Code on page 15.

13. Select Finish to send the invitations.
Resend an Invitation
If you’ve sent an invitation and the person hasn’t received it, or their invitation has expired before they activated it,

you can resend it by using the original invitation as a template to create a new invitation. See Reuse an Invitation on
page 69 to send a new invitation with a new expiration date.

Disable an Invitation
If you’ve sent an invitation and no longer want the person to be able to activate it, you can disable it.

1. In your Conductor, go to the Airwalls page.

2. Open the Airwall Invitations tab and find the invitation you want to disable.

3. Open the dropdown on the far right of the invitation row and select Disable Invitation.
Reuse an Invitation

If you have already created an invitation with the options needed for a new invitation, you can easily reuse it. Some of
the information for the invitation will be already filled in.

In your Conductor, go to the Airwalls page.
Open the Airwall Invitations tab and find the invitation you want to disable.
Open the dropdown to the far right of the invitation row and select Use as Template.

.

Click through and fill in the information needed and click Finish to send.

Walkthrough — Send Expiring Guest Access Invitations
In this walkthrough, you set up and send Airwall Invitations that provide guests with 4 hours of access to your
Airwall secure network, after which it automatically disables all communications.

One way you can use Airwall Invitations to group and configure people’s devices as they accept the Airwall
Invitations and connect to your Airwall secure network is to expire people’s access to your secure network at a time
you set.

Setting access that expires is useful when you have people, such as vendors or guests, that you want to give access to,
but you want to enforce a time limit automatically.

You can modify this walkthrough to create your own rules for automatically configuring Airwall Agents and Servers
using Airwall Invitations.

Walkthrough Overview

To create Airwall Invitations that expire, you need to:

1. Create two Tags — One to grant access and one to remove access. For example, if you’re creating guest access,
you might create tags of Guest Accessdhr and Guest Disabled.

2. Create two Smart Device Groups —

a) Grant Access Group — Create a rule that adds devices to the group if they have the grant access tag you
created. For example, you might create a Smart Device Group called Guest Access and create a rule that
adds devices tagged with Guest Accesséhr.

b) Remove Access Group — Create a rule that adds devices to the group if they have the remove access tag
you created. For example, you might create a Smart Device Group called Disabled Guests with a rule to
add devices tagged with Guest Disabled.

3. Add the Grant Access group to the appropriate Overlays — Add the Grant Access group to the Overlays that
give the people’s devices access to the resources they need.

Note: Do NOT assign the Remove Access Device Group to any Overlay Network. This Device Group
is added as a negative to any other Smart Device Groups to prevent accidentally giving a guest access to
resources they shouldn’t have. Essentially, this Device Group is for guests whose access has expired.

\J
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4. Hold or Revoke the Remove Access device group — For people that have been moved to the Remove
Access group, you can choose to:
a) Hold — Allow the guests to stay until they require access again.

b) Revoke —You can revoke the Airwall Agent or Server licenses for the people in the group, which returns the
agent and server licenses back into the license pool.

API Tip — You can revoke agents and servers in the API: Query for Airwall Agents with the “remove access" tag
and revoke them if they no longer hold the grant access tag.
5. Add the “remove access" and grant access tags to the Airwall Invitations for the people you want to expire access

API Tip — You can also set the tags and send Airwall Invitations in the API. The most recent API documentation
is available in your Conductor. See Airwall API on page 508.

Step 1: Create Guest Access tags
The first step to do is create tags for visitors to your Airwall secure network. You need to create two tags, one for
guests with 4 hr access, and one for guests whose access has expired.

To create a tag for guests with 4 hr access:

1. -
In your Conductor, open Tags in the upper right corner.

2. Select Create tag and name the tag GuestAccess4hr.

Note: Make sure the tags you create are not being used elsewhere in the Conductor, as manually-added
tags are also removed if they are the same as these conditional tags.

\J

Under Who can use this tag?, set it to Any Admin users.
Under Tag color scheme, choose a color. This example uses orange.
Set Tag priority to 1. This tag takes priority over the Guest Expired tag.

SN koW

Set Expire tag usage after this duration to 4h. If you want to customize the time period, supported units are: y,
M, w, d, h, m, s (default) with no spaces. For example: 4h30m50s.

7. Click Create.
To create tag for guests whose access has expired:

1. On the Tags page, select Create tag, and name the tag GuestExpired.
2. Under Who can use this tag?, set it to Any Admin users.

3. Under Tag background color and Tag text color, choose colors, and check the example for the result. This
example uses red.

4. Set Tag priority to 2. This tag takes secondary priority to the GuestAccess4hr tag.
5. Leave Expire tag usage after this duration set to 0s (this indicates the tag is permanent).
6. Click Create.

Your tags page now has these two tags. Notice that the Expire tag usage after this duration setting is shown under

Usage TTL:
Tags «
+ Create tag... = Actions v
O Name Ownership Tag priority Usage TTL Auto-remove
] Any system admin users 1 4h No
O m Any system admin users 2 Os No

Step 2: Create Guest Access Smart device groups
Set up two Smart device groups that add people's devices as they connect.

Smart Device Groups are groups that are dynamically created and updated based on the rules you set up for the group.
Along with tags, they allow you to automatically add devices people are connecting to groups based on what their
Airwall Agent or Server has been tagged with.
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You need to set up two groups that match your tags: one for guests with 4 hr access, and one for guests whose access
has expired.

To create a Smart Device Group for guest 4 hr access:

1. In your Conductor, go to the Devices page.

N

Open the Device groups tab and select Create group.

w

On the Device groups page, name the group Guest Access.

=

On the Guest Access group page, under Advanced properties, check Use rules to add devices. This adds the
Rules tab to the page.

ol

Uncheck Ignore auto-discovered devices until accepted.
6. Open the Rules tab, click Edit rules, and then click Add rule.

7. In the Rule Type column, open the dropdown menu and select Tag Match. (Click the arrows to open the
dropdown menu.)

8. In the Arguments column, select Airwall, and then right below the Arguments menu, click the edit icon s

9. v

Choose the GuestAccess4hr tag, then click the check icon
10. Click Create.

to set the tag.

To create a Smart Device Group for guests whose access has expired:

=

In your Conductor, go to the Devices page.

Open the Device groups tab and select Create group.

On the Device groups page, name the group Guest Expired.

Under Advanced properties, check Use rules to add devices. This adds the Rules tab to the page.
Uncheck Ignore auto-discovered devices until accepted.

Open the Rules tab, click Edit rules, and then click Add rule.

In the Rule Type column, and select Tag Match. (Click the arrows to open the dropdown menu.)

In the Arguments column, select Airwall, and then right below the Arguments menu, click the edit icon s

e LA, R WD

Choose the GuestExpired tag, then click the check icon ¥ to set the tag.
10. Click Create.

You now have two Smart Device Groups (indicated by the [ icon) for Guest Access:

Devices «
Devices Device groups
<+ Create group... | Device group actions... v
] Device name Overlay IP MAC address Airwall Tags Indicators
O » & Guest Access 80 =
0O » & Guest Expired a0 =

< > SortbyName~ Items 1-2 of 2

Step 3: Create an overlay for Guest Access
Creating a new overlay used for guest access gives you the most control over the resources guests have access to.

1. In your Conductor, go to the Overlays page.
2. Select New overlay network.
3. Under Select Network Topology, select Manual and click Next.

For more information on other Network Topologies, see TBD.
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4. On the Create New Network page, name the overlay Guest Access, and click Finish.
5. Onthe new Guest Access overlay page, by Add devices, click the plus sign (+).

6. Check the Guest Access group, and then also add the devices or device groups that you want guests to have
access to and click Add devices.

7. Set trust between the Guest Access group and the devices you want them to have access to:

a) In the Trust column, select the Guest Access radio button.
b) Select the radio buttons for the devices guests can access.

For more information on setting device trust, see Add and remove device trust on page 427.

In this example, the Guest Access group has access to the Demo Network but cannot access the Internet access
group.

Guest Access
Devices Visualization Timeline Airwalls Disabled
Remove from network +
Trust Device name Overlay IP MAC address Airwall
® @ » & Demo Network 80

(0] » & Guest Access

O » & Internet access 20

You now have all of the pieces in place and are ready to send an invitation.

Step 4: Set up and send Airwall Invitations to guests
You can now create and send an invitation that automatically grants guest access to Airwall Agents and Servers
connecting through that invitation.

In your Conductor, go to the Airwalls page.

Open the Airwall Invitations tab and click Create Airwall Invitations.

On the Send Airwall Invitations page, enter at least one email address for a guest, and click the Add icon ¥ .
Click Next.

Add a name for the profile to create on the Guest’s Airwall Agent or Server.

A S o e

Under Install package location, enter a link for the Airwall Agent to install. You can link to the installation
package for the type and version of Airwall Agents you want them to use, or link to the latest Airwall Software
Downloads page here //webhelp.tempered.io/webhelp/content/topics/downloads_latest.html.

7. Check the Conductor URL. It should already be added by default.

8. Under Activation code expiration date, leave the default settings and click Next.

Note: This is the expiration date for the invite only.
9 Under Tags, click the Edit icon 4 , and select the Guest Access4hr tag.
10. Click the Add an entry box to open the tag list again and choose Guest Expired. With both Guest
Access4hr and Guest Expired tags in the list, click on the add icon ¥
11. Click Next.
12. Review, add, or edit the email addresses or the invitation.
13. To send the invitations, click Finish.
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As people accept your invitations, they are automatically given access for 4 hrs, and then removed from all access.
For more details on how it works, see How Expiring Access Works on page 73.

What to do next

With access being granted and revoked automatically, all that you need to do to give new guests access is send them
an invitation using the invitation you just created as a template. What you can do now:

* Manage your Guest Expired devices — You will probably need to eventually manage your guest expired devices
to free up licenses or give them additional access.

* Reuse Guest Airwall Invitations - You can also reuse the invitation you sent to quickly invite new guests. For
more information, see Reuse Airwall Invitations.

* Renew Guest Access — You can renew guest access for an additional 4 hours by just retagging the person’s
device. For more information, see Renew Access for Guest Expired devices.

Manage Guest Expired devices
For your guests in the Guest Expired Device Group, you can:

* Leave them alone — Keep them in the GuestExpired group indefinitely (this holds the license for them).

* Revoke access — Airwall Agent or Server and return the license to your pool of available licenses. For more
information, see Revoke Access for Guest Expired devices.

* Renew access — Tag them with the GuestAccess4hr tag again to give them 4 hours of access again. For more
information, see Renew Access for Guest Expired devices.

Renew Access for Guest Expired devices

1. In your Conductor, go to the Airwalls page.

2. On the Airwalls tab, click the Tags column header to sort by Tags, and find the devices that are tagged with
GuestExpired, but not GuestAccess4dhr.

3. Check the box to select the Airwall you want to renew access for.
4. At the top of the page, select Airwall actions, and then Edit Tags.

5. Under Add Tags to selected items, click the box with Add an entry, select the GuestAccess4hr tag, and then
click the check to add the tag.

6. Click Update. The access countdown begins again, giving the guest 4 more hours of access.
Revoke Access for Guest Expired devices

1. In your Conductor, go to the Airwalls page.

2. On the Airwalls tab, click the Tags column header to sort by Tags, and find the devices that are tagged with
GuestExpired, but not GuestAccess4hr.

3. Check the box to select the Airwalls you want to revoke access for.

4. At the top of the page, select Airwall actions, and then Revoke.

To re-instate a revoked Airwall, check the Display revoked Airwalls box, check to select the revoked Airwall, select
Airwall actions, and then Re-activate.
How Expiring Access Works

When people install Airwall Agents and Servers and accept Airwall invitations (clicking Activate in the email):

» Each person’s Airwall Agent or Server is automatically added to both the Guest Access and the Guest
Expired groups.

* Because the Guest Access tag takes priority, they are automatically added to the Guest Access Smart
Device Group, and white listed to the devices or groups in your Guest Overlay for communication.

* The countdown for their 4 hr access starts.

When the 4 hrs is up, the Guest Access tag is automatically removed from the client, and the Guest Expired
tag then takes priority and moves the Airwall Agent or Server to the Guest Expired smart device group,
removing them from access to any overlay.
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Connect People as Remote Access Users

You can create a remote access user to give a person access to your Airwall secure network using an Airwall Agent or
Server. You can integrate with an LDAP user database, or add OpenID Connect authentication providers as shown in
Integrate Third-party Authentication with OpenID Connect on page 247.

Set up remote access users to:

* Onboard users using membership in people groups (this gives them an activation code that they can click from the
Connect an Airwall agent page)

» Authenticate a remote session on an Airwall Agent or Server

» Give users permission to view their connected Airwall Agent or Server status and see what remote devices they
have access to (also via Connect an Airwall agent page)

* Enable and disable individual Airwall Agents and Servers authentication. For more information, see Walkthrough:
Onboarding Users with User Authentication.

1. In Conductor, go to People, and select New person.
2. Fill in their details, and under Role, select Remote Access User.
3. At the bottom, choose whether to send the user a link to set their password, or create a password for them.

Status
+ Create person | Cancel

LGOI Inactive

User directory

Local User List s

Full name

Joe Banks

Username
joebanksww
Role

Remote Access User s

Description

Email

wwildwood@tempered.io|

Phone 1 Phone 2

© Send new user an email with a link to set their password
O Set a password for the user to login

New password Confirm password

The password must be at least 8 characters

Select Create person.

5. If you’re onboarding users — Add them to a user onboarding people group that provides them with an activation
code. Then, once the user is logged in, they can download an Airwall Agent or Server, and activate their remote
access. See Set up a People Group on page 89.

6. You can also add a person to an overlay from their People page.
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People - RemoteUser

User directory Edit Info
Local Accounts settings ® No tags in use
Full name APIUUID @ d09ad494-df04-4970-
RemoteUser b242-f0107ca2ceef
Username
remoteuser
Role People groups Edit...
Remote Access User
Status People group Activation code
Active remote_access  None
APl access
Disabled
Email
remoteuser@example.com Overlay networks Edit...
Phone
Overlay network Role
Untitled network Member

+ Ifyou’ve sent the user a link to set their password, they’ll get an email with a link to set a password.

» If you created a password for them, you’ll need to send them their password.

» To allow a remote access user to access your Airwall secure network with an Airwall Agent or Server, you’ll have
to send them an activation code, or an Airwall Invitation. See Connect People’s Devices with Airwall Invitations
on page 64 or Connect People's Devices with Activation Codes on page 75.

Connect People's Devices with Activation Codes
Connecting people's devices with Activation Codes is similar to using Airwall Invitations. The only difference is you
distribute the Activation Code or Codes yourself rather than automatically sending emails.

You send Activation codes to invite people to connect to your Airwall secure network. It can be as simple as
generating and distributing the Activation codes. With a bit of preparation, though, you can also automatically set up
device access and trust as people connect their devices.

The possibilities include setting up which Overlay networks people belong to, what groups they’re a part of, which
Airwall Edge Services and devices they can access, and when a person’s access to your Airwall secure network
expires.

Before you begin

* Group people by the types of access permissions they need.

* (Optional) Create Airwall groups for the people you want to add. For example, you may want Employees and
Contractors Airwall groups.

* (Optional) Create tags for the types of people and access.
* (Optional) Create Smart Device Groups to automatically add people to Device groups as they activate their
Airwall Agents and Servers. See Manage devices dynamically with Smart Device Groups on page 105.

By doing a bit more planning and preparation in the optional steps above, you will save time in making sure people
are able to access the resources they need.
1. Go to Airwalls, and open the Airwall Invitations tab.

2. Ifyou have already created Activation Codes or Airwall Invitations with the details you need, you can open
the drop down next to an invitation and select Use as Template to send a similar invitation to more people. To
create new Activation Codes, select New Airwall Invitations, and select either Download activation codes and
distribute them manually or Download a single activation code that can be used many times.

3. Enter the number of activation codes to generate, or how many times the single activation code can be used.

4. Select Next.

5. Enter the following options as needed. Setting these options automates more of the process for the people trying to
connect:
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* Generated Airwall name — Sets the name the Airwall Agent or Server has in the Conductor when the user
activates it. The default value sets it to the Airwall Agent or Server type. See the help when you select this box
to see other options for autogenerating names.

* Activation codes should expire — Check to have the activation codes expire

* Activation code expiration date — If you've checked the box above, sets the date the Airwall Invitation
expires.

6. Select Next.

7. Enter additional settings to automate people’s access as their devices connect:

* Overlay device IP network (CIDR) — (Optional) The network from which to assign IP addresses to devices
as the connect.

Note: If you use the same IP network in subsequent Invitations, IP addresses will keep incrementing.
For instance, if you send out one Invitation starting at 192.168.1.15 with 10 emails and then another
with the same IP with 10 emails they all just get a free IP from the network as they come online.

* Overlay networks — (Optional) The Overlay networks to add devices to.

0
>

* Device groups — Select the Device groups to add devices to.
» Airwall groups — Select Airwall groups to add devices to. For example, you might assign this group to the
Employee, Admin, or Vendor group. Make sure this group has access to an Airwall Relay, if needed.
» Tags — Create or assign tags to people’s devices. For example, if you’re using tags to create Smart Device
Groups that add people’s devices to the right overlays, enter these tags now.
8. Select Generate.

9. Download or copy the Activation codes and distribute to the people you want to connect. To help your users
receiving Activation codes to connect, point them to this help topic: I have an Activation Code on page 15.

To ensure people have access to the resources they need, add trust between their Airwall Agents and Servers and the
resources they need to access on the overlays. And, if needed, add their devices to the Airwall Relay they'll use to
access your Airwall secure network.

1. Add and remove device trust on page 427 on the Overlay between the device group for the people's Airwall
Agents and the resources they need access to.

2. If needed, add the device group to any Relay rules they'll need to use to access resources. See Set Up an Airwall
Relay on page 353.

Check Status of People Onboarding
You can check the status of people onboarding using Activation Codes or Airwall Invitations in the Conductor.

You can also run reports that show the overall status of your onboarding. See Run Network Activity Reports on page
116.
Check Activation Code Status

There are two ways to see the status of activation codes assigned to people from a People group:

On a person's detail page, look under People groups to see if they have unused activation codes from their People
group membership.

On the People page, the far right column shows the following status icons. You can hover over the icons for
additional details:

Icon Meaning
Y Authenticated user
-|S

v Unused activation code

Expired activation code

® Person logged in in the last 24 hours
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Icon Meaning

Person logged in last week

Person logged in more than a week ago

Person has never logged in

Check Airwall Invitations Status
You can check the status of Airwall Invitations you've sent on the Airwalls page, Airwall Invitations tab.

» Select the arrow to the right of the Created by column to expand the status of Airwall Invitations and Activation
codes created by that administrator and see the email addresses invited to join your Airwall secure network.

* The Status column shows how many Airwall Invitations are used and unused, and when expanded, shows
provisioned and unused activations by email address.

* When the invitation is expanded, the Airwall column shows the Airwall Agents and Servers activated for each
activated email address.

Created by Created at Email Activation code Status Airwall Expires at
v Admin 08/12/2020 3:03 pm 1/ 2 unused 08/26/2020 12:00 am
83 j_banks@example.com eb61c27d4a0d j_banks's Airwall-Mac

£ j_banks@gmail.com 8cOficfa69es  (IIEZD
» The Expires at column shows how many Airwall Invitations are set to expire.

You can also select a Filter by tab at the top to filter by Unused, Managed, or Expired Airwall Invitations, or select
Refresh to refresh the list..

Check Remote Sessions
You can check the status of Airwall Agent remote sessions in these ways:

* On the Conductor page for a specific Airwall Agent, look under Remote Access:

Airwall agent - Windows-Airwall-Otto

Airwall agent  Local devices  Reporting Diagnostics Edit settings
Status CITTTT) G Airwall agent authentication Actions ~
Member of Overlay Airwall groups Airwall relay

Remote Access
networks & RemoteUsersAi rules
&% First Overlay rwallGroup Global Relay Rule )
End remote access session
Online status #% 1001107  (Source IP: 73.19.4132)
. Samwise Gamgee logged into Windows-Airwall-

Published IPs 10.0.1.107 Otto
Tags m (Login: 06/26/2020 3:57 pm, Expires: 06/27/2020

3:57 pm, From: "0TTO")

Name Windows-Airwall-Otto

» The People page for a person shows details they are logged in.
* On the right side of the Airwall Edge Services list view, hover over the circle icon to see who's authenticated or
Not authenticated. (Note that this icon only appears for Airwall Edge Services with authentication required.)

i =

Not authenticated

Here are some other icons that indicate status:

Icon Meaning

v Unused activation code

Expired activation code
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Icon Meaning

Person logged in last week

Person logged in more than a week ago

Person has never logged in

Install Airwall Agents and Servers
Select your device for detailed installation instructions.

Once you've installed an Airwall Agent or Server, see Connect to an Airwall secure network on page 19.

Microsoft Windows or Windows Server: Install and configure an Airwall Agent or Server

If you have received an email or activation code, see Link my Airwall Agent or Server to an Airwall secure network
on page 14. If you need to install and configure manually, follow these instructions. You can get the Airwall

Agent or Server for Windows from the administrator of your Airwall secure network, or download the latest
installation files from Latest firmware and software on page 514. Once installed, you configure a profile on the
Airwall Agent or Server to link to the Airwall secure network.

Note: You can start and stop the Airwall Agent or Server service as needed. Keep in mind when an Airwall
Agent or Server service is stopped, you cannot connect to anything on the protected network.

\J

To install and configure the Windows Airwall Agent or Server:

1. Log into your Windows computer as an administrator.

2. Download and install the Windows Airwall Agent or Server from Latest firmware and software on page 514.

Note: If you are asked to install the TAP-Windows Provider as part of the installation procedure, click
Install when prompted.

Once the installation is complete, the Airwall Agent or Server starts automatically.

Right-click the Tempered icon in the Windows System Tray

Select Configure

A

In the Configure window, do the following:
a) Enter the IP address or host name of your Conductor. The default port setting is 8096. If you have an activation
code, enter it here.

Note: The Device ID, Overlay Device IP, and Overlay Netmask fields are read-only and
configurable from the Conductor.

b) Click OK.

>

If you have used an Airwall Invitation or Activation code, once the Airwall Agent or Server is recognized by the
Conductor, you should be able to start connecting to protected resources. If you are connecting manually, send your
Device ID to your administrator so they can activate your account.

For information on using your Windows Airwall Agent or Server, see Connect with a Windows Airwall Agent or
Server on page 27.

Note: You may need to stop and restart the Airwall Agent or Server to allow it to connect to the Conductor.
Right-click the Tempered icon in the Windows System Tray and select Stop to suspend the service or Start to
resume.

.
>

Unattended Windows installation of an Airwall Agent or Server
In v2.0 and above, you can install the Windows Airwall Agent or Server in unattended mode as an Administrator.

To do an unattended install of the Windows Airwall Agent or Server you use an .msi file. This method runs the
regular installer in silent mode, allowing you to do a silent install through domain (GPO, SCCM).



| Manage Airwall™ | 79

Here's the recommended command to use to do the unattended install:

msiexec /i <msi file> /1*v msi out.log InvitationCode="<invite code>"
Conductor="<conductor URL>"

For example:

msiexec /i AirwallAgent64-bit UnattendedInstaller 2.2.11.333.msi /
1*v msi out.log InvitationCode="575a52703294" Conductor="https://
my.conductor.com:8096"

Note: If you are not using DNS, you can replace the Conductor entry with its IP address. For example:

msiexec /i AirwallAgent64-bit UnattendedInstaller 2.2.11.333.msi /
1*v msi out.log InvitationCode="575a52703294"
Conductor="https://192.168.56.2:8096"

Apple (OSX and macOS): Install and configure an Airwall Agent

If you have received an email or activation code, see Link my Airwall Agent or Server to an Airwall secure network
on page 14. If you need to install and configure manually, follow these instructions. You must be an administrator
of the computer to install and configure the Airwall Agent.

Note: Download the macOS/OSX installation files from the Software Downloads and Release Notes on page
4 514 Software Downloads section of Airwall help.

(] Important: In v2.2 and earlier, you may be required to install a TAP device driver. In earlier versions, the
o TAP driver's certificate may display a developer other than Tempered. If this occurs, you can safely click
Allow and continue with your installation.

Once the installation is complete, the application starts automatically.

To install and configure manually:

1. To install the Airwall Agent locate the files you downloaded, double-click on them to run the installer, and follow
the prompts.

2. Left-click the Tempered icon in the macOS menu bar.

3. Select Configure.

4. On the Airwall Configuration page, do the following:
a) Select the plus (+) to add a new profile.

b) Under Conductor, enter the IP address or host name of your Conductor.

c) Under Port, use the default port setting of 8096, unless your Airwall secure network administrator has told you
to use a different port.

d) If you have an Activation code, under Invitation, enter the code. If you do not have a code, copy down or
screenshot your Device ID and send to your administrator to activate your account.

Note: Device ID, Overlay Device IP and Overlay Netmask are read-only and configurable from the
Conductor.

e) Select Save.

\J

If you have used an Airwall Invitation or Activation code, once the Airwall Agent is recognized by the Conductor,
you should be able to start connecting to protected resources. If you are connecting manually, send your Device ID to
your administrator so they can activate your account.

Note: You may need to stop and restart the Airwall Agent to allow it to connect to the Conductor. Left-click
the Tempered icon in the menu bar and select Stop Airwall to disconnect or Start Airwall to connect.

>

For information on using your macOS Airwall Agent, see Connect with an Apple (OSX and macOS) Airwall Agent
on page 19.
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Perform an unattended macOS installation of an Airwall Agent
In v2.0 and above, you can perform a silent install on the Airwall Agent for macOS.

Note: This action requires administrator rights on the device.

To perform a silent install of the Mac client, from a terminal window, navigate to the location of the Airwall Agent
installer package, and enter the command below:

sudo installer -pkg ./TemperedNetworksHIP.pkg -target /

Set your preferred network in the macOS Airwall Agent (HIPclient-OSX)

The macOS Airwall Agent (HIPclient-OSX) no longer uses the Network option, but instead automatically uses the
network preferences on your macOS system settings.

Note: This action requires administrator rights on the device.

You can change the networks used by the agent by changing your macOS system settings.

Note: This setting is a system-wide setting, and affects network preferences for your entire mac system.

1. On your mac, click the WiFi icon, and select Open Network Preferences.
2. Under the list of available networks, click the gear icon, and select Set Service Order.
3. Drag the network options to set the network order you prefer, and then click OK.

2.2.3 macOS Airwall Agent Upgrade Instructions
If you have a previous version of the macOS/OSX Airwall Agent (formerly HIPclient) installed, follow these
instructions to upgrade to 2.2.3:

Note: This action requires administrator rights on the device.

1. Check if you have this file on your Mac: /Applications/TemperedNetworksHIP.app. If not, you can upgrade as
normal. If it is there, continue to step 2.

In your current Airwall Agent (HIPclient) menu, select Configure.
Note the Device ID and Conductor URL for each profile.

Go to the About menu, and select Uninstall.

Install the 2.2.3 macOS Airwall Agent.

Add a new profile for each of the Conductor URLs noted in Step 3. These new profiles will create new
provisioning requests for each profile in the Conductor.

SNk W

7. For the new profiles, a Conductor administrator needs to replace the old profiles with the new profiles. For more
details, see Replace an Airwall Edge Service.

Apple iOS: Install and configure an Airwall Agent

If you have received an email or activation code, see Link my Airwall Agent or Server to an Airwall secure network
on page 14. If you need to install and configure manually, follow these instructions. You can get the Airwall

Agent for i0S from Apple's App Store.

Note: If you received an invite, follow the instructions in the email to install and configure your Airwall
Agent. The instructions below are for manual installation and configuration.

.
>

Install the Airwall Agent on your device from the Apple Store: https://itunes.apple.com/US/app/id1233852249.
Open the Apple i0S Airwall Agent.

From the menu, tap Profiles. Tap + to add a new profile.

Give the profile a name, and fill in the Conductor URL (and port, if provided to you).

If you have an Airwall Invite Code, enter it at the bottom.

Tap ADD.

SNk
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If you have used an Airwall Invitation or Activation code, once the Airwall Agent is recognized by the Conductor,
you should be able to start connecting to protected resources. If you are connecting manually, send your Device ID to
your administrator so they can activate your account.

For information on using your Apple iOS Airwall Agent, see Connect with an i0S Airwall Agent on page 21.

Android: Install and configure an Airwall Agent

If you have received an email or activation code, see Link my Airwall Agent or Server to an Airwall secure network
on page 14. If you need to install and configure manually, follow these instructions. You can get the Airwall

Agent for Android from the Google Play Store. Once installed, you configure a profile on the Airwall Agent to link to
the Airwall secure network.

Note: If you receive an invite, follow the instructions in the email to install and configure your Airwall
Agent. These instructions are for manual installation and configuration.

\J

1. Install the Airwall Agent on your device from the Google Play store: https://play.google.com/store/apps/details?
id=com.temperednetworks.hipclient

2. Open the Android Airwall Agent.
3. Add a new profile:

* v3.0 and later — Scroll down to Select Profile, tap MANAGE, and then tap +.
* v2.2.12 and earlier — From the menu, tap Profiles, and then tap +.
4. Give the profile a name, and fill in the Conductor URL (and port, if provided to you).
5. Ifyou have an Airwall Invite Code, enter it.
6. Tap ADD.
If you have used an Airwall Invitation or Activation code, once the Airwall Agent is recognized by the Conductor,

you should be able to start connecting to protected resources. If you are connecting manually, send your Device ID to
your administrator so they can activate your account.

For information on using your Android Airwall Agent, see Connect with an Android Airwall Agent on page 22.

Linux: Install and configure an Airwall Server

If you have received an email or activation code, see Link my Airwall Agent or Server to an Airwall secure network
on page 14. If you need to install and configure manually, follow these instructions. You can get the Airwall

Server for your Ubuntu, Centos, or Fedora Linux server from the administrator for your Airwall secure network, or
from Latest firmware and software on page 514. Once installed, you configure a profile on the Airwall Agent to
link to the Airwall secure network.

g Note:
/

* For pre-3.0 versions, replace airsh with airctl. See airctl Reference (pre-v3.0) on page 10.
» For pre-2.2.3 versions, see pre-2.2.3 help.

1. Install the Linux Airwall Server package for your version of Linux. If your secure network administrator has not
provided you with a download, you can download the package you need from Latest firmware and software on
page 514.

*  For CentOS 7 or 8 or Fedora 3.3: sudo rpm -i <CentOS or Fedora install package>
*  For Ubuntu 16.04, 18.04, or 20.04: sudo dpkg -i <Ubuntu 16 or 18 package>

2. Create a profile: sudo airsh profile create name=<profile name>
conductor=<conductor url> [act=activation code].

You can optionally enter an Airwall Invitation activation code.
3. Make a profile the active one: sudo airsh profile activate <profile name or number>
4. Start the service: sudo airsh service start.

Note: Ifthe service is already running, enter sudo airsh service restart to stop and start the
service.

>


https://play.google.com/store/apps/details?id=com.temperednetworks.hipclient
https://play.google.com/store/apps/details?id=com.temperednetworks.hipclient
https://webhelp.tempered.io/webhelp/webhelp222/content/topics/hipapp_linux_install.html
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If you have used an Airwall Invitation or Activation code, once the Airwall Server is recognized by the Conductor,
you should be able to start connecting to protected resources on the Airwall secure network. If you are connecting
manually, send your Device ID to your administrator so they can activate your account.

For information on getting your Device ID, or using your Linux Airwall Server, see Connect with a Linux Airwall
Server on page 26. For more Airshell commands, see Linux Airwall Server Airshell commands on page 372.

Linux Airwall Server or macOS Airwall Agent interface selection

The Linux Airwall Server and macOS Airwall Agent implement an interface auto-selection method. When you
first install the Airwall Agent or Server, Linux or macOS determines the default gateway of the host and uses the
associated network interface.

Note: Auto-selection is per profile.

Troubleshooting

If your macOS Airwall Agent is reporting as online, but does not seem to be working, check that the correct network
interface is selected in the profile. See Set your preferred network in the macOS Airwall Agent (HIPclient-OSX) on
page 80.

From Tkee: Linux agent conforms to the Gateway link manager operational rules. airsh currently does not have the
ability to select the preferred uplink. Conductor is the method for selecting interfaces by port group weights. Short on
details, the Gateway documentation might serve as a basis. Ticket to fill this in CD-412.

Allow an Airwall Agent or Server to access your Airwall secure network

When a person configures an Airwall Agent or Server with your Conductor IP address or hostname, and are online
with access to the Conductor, their Airwall Agent or Server will appear in the Conductor. How they appear depends
on how they've connected:

» Ifthey've activated their Airwall Agent or Server with an Airwall Invitation or Activation code, their Airwall
Agent or Server is provisioned and configured as you specified when you set up the invitations or activation
codes. You just need to license their Airwall Agent or Server and they will have access to the secure network.

» Ifthe person is connecting manually, you get a provisioning request to allow the Airwall Agent or Server into your
secure network. You need to provision and licensed the Airwall Agent or Server, and then add the person's device
to the overlay networks and Add and remove device trust on page 427 for the resources they need access to.

CAUTION: When you're accepting provisioning requests, make sure that you know who is connecting
and they are authorized to access your network.

If you need to revoke an Airwall Agent or Server, you can also disable trust in one click. For more information, see
Revoke and Reactivate an Airwall Edge Service on page 496. Open the Visualization tab on an overlay network to
get a visual view of trust relationships.

Note: You can also automate Airwall Agent trust using the API. The most recent API documentation is
available in your Conductor. See Airwall API on page 508.

.
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Manage Airwall Agents through an MDM (Mobile Device Management) solution
If you are using an MDM solution to manage devices for your organization, you can push installation and
configuration of Airwall Agents to your managed devices.

The Airwall Solution currently supports managed configuration for Android Airwall Agents.
When you manage Airwall Agents with an MDM, the MDM can:

+ Install the Airwall Agents on your managed devices.
* Create Airwall Agent profiles for your Conductor.
* Automatically start the Airwall Agent, which then reads the profile and connects to the Conductor.

The Airwall Agent prevents users from making any changes to a managed profile.

You can also distribute Activation codes through the MDM, or as Airwall Agents connect, you can grant the
provisioning requests and manage the devices in the Conductor.
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Before you begin:

* Add the Tempered Airwall Agent to your MDM solution — Follow the instructions for your MDM to load the
Airwall Agent managed configuration. The values you can enter should be Profile Name, Conductor url, Port
number, and Invite code. If you need to select the value type, set it to strings. All values are mandatory except
for the invite code.

* (Optional) Generate Activation Codes and put into your MDM solution — To automatically provision users,
generate Activation codes for the Airwall Agents you want to manage. To generate Activation codes, see Connect
People's Devices with Activation Codes on page 75. To add these to your MDM solution, see your MDM
instructions.

* (Optional) Set up Dynamic variables in your MDM - If you want to use dynamic variables in your profile
names, set them up in your MDM following the instructions for your MDM.
Configure the managed profile for your Airwall Agents

These instructions are a rough guide and may vary depending on your MDM solution. See your MDM help for more
detailed instructions.

1. In your MDM, open up the managed configuration for the Airwall Agent.

2. Configure and save the following values for the Airwall Agent profile:

* Profile name — Enter the profile name you want your Airwall Agent profiles to have. If supported by your
MDM , you can use dynamic variables to create profiles unique for each user.

* Conductor URL — Enter your Conductor URL or hostname.
* Conductor Port — Set the port default to 8096.

* Activation code — (Optional) If you have set these up and it is supported by your MDM, enter a dynamic
variable to insert each user’s Activation code.

3. Save the profile, and save the configuration in your MDM.
4. Save and apply the managed configuration to managed devices following the instructions for your MDM solution.

You can change the profile information, except for the profile name, in the same way if you need to make changes to
the managed profiles. If you change the profile name, the MDM creates a new profile on the Airwall Agents.

Automate the Airwall Agent or Server and Airwall Server using the API

Walkthrough - Onboard people to your Airwall secure network with User Authentication
How to set up global user/password authentication for Airwall Agents and Servers connecting to your Airwall secure
network.

This walkthrough walks you through setting up authentication for all people connecting to your Airwall secure
network.

Note: This walkthrough covers globally onboarding people with authentication. You can also turn on
authentication for individual Airwall Agents and Servers.

\J

Supported Versions Conductor v2.2.10 and later. This walkthrough is based
on v3.0, so some things may be slightly different on
earlier versions.

The basic steps are:

1. Require User authentication globally.
2. Onboard people using People Groups.
3. Add people as Remote Access Users.

These steps are covered in more detail below.

Note: For pre-2.2.8 Airwall Agents and Servers only: There is an extra step to provide access at the end of
this walkthrough.

.
\J



Best Practice:

Finding the right balance between ease of use and security is an ongoing challenge.
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This walkthrough shows how you can easily onboard and provide trust to a person, but you may choose to keep
additional security checks in place, like granting the provisioning request based on the Device ID a person gives you.

A balanced option might include automatic onboarding, but only granting trust to a benign device that they can ping
for communication verification and then provide final trust to secure environments once information has been verified

verbally.

Step 1: Require user authentication globally

1. Go to SettingsAuthentication, and under Settings, select Edit Settings (in pre-v3.0, this is under Global Airwall

agent authentication settings).

2. Check or set your authentication options:

* Check Require Airwall agent authentication and select the option for all agents.

» Under Airwall agent authentication, under Airwall Agent Authentication Provider, select Username
and password, or an OpenlD Connect (OIDC) third-party authentication provider, if you've set it up. See

Integrate Third-party Authentication with OpenID Connect on page 247.

* (Optional) You can also set a custom Session timeout or whether people need to log in when they restart their

Airwall Agent

Global Airwall agent authentication settings

¥ Require Airwall agent authentication for a| agents =

[ Require Airwall agent authentication for Windows servers
[J Require Airwall agent authentication for Linux servers

# Retain session on service restart * @
¥ Require owner for Airwall agent authentication @

# Auto-assign Airwall agent owner on login @

Airwall agent authentication provider * Session timeout *

Username and password  # 24

A Updating the session timeout will not impact any existing sessions

Settings with an asterisk (*) can be overridden on individual Airwall agents

Global Airwall agent authentication settings @

Require Airwall agent authentication for all agents s

[J Require Airwall agent authentication for Linux servers @

[J Retain session on service restart * @

Airwall agent authentication provider * Session timeout *

Username and password  # 24

A Updating the session timeout will not impact any existing sessions

hours

Cancel

hours

For more information, see Configure Authentication Options on page 242. You can also require authentication

per device on the Airwall Agent or Server page.

Step 2: Onboard People using People Groups

You may also want to Import people using a CSV file on page 61.

1. Set up a People Group on page 89, configuring the onboarding options you want to this People group to have.

You can add people on the People tab, or add them to the group as you create users in the Conductor.
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2. On the User onboarding tab:

* Check Provide an activation code for each member.
* Check Send onboarding email to users if you want to send emails automatically.
* Pre-configure the General, Airwall, and Groups settings for users when they onboard. Setting these options

allows members of the group to activate their connections. For more information, see Connect People's
Devices with Activation Codes on page 75.

P Note: If you want to configure which version of the Airwall Agent they download, you can set that on the
Conductor Settings page under Global Airwall agent settings.

On the People Groups page, you will see your new group, and to the right, you will see the Activation Code icon ¥
that indicates every person added to this group will receive an Activation Code. For more information, see Connect
People’s Devices with Airwall Invitations on page 64 or Connect People's Devices with Activation Codes on page
75.

Step 3: Add Remote Access Users

1. Add the people you want to connect to the Conductor. For Remote Access Users, see Connect People as Remote
Access Users on page 74.

2. As you save each user, from each person's People page, add users to the people onboarding group created in Step
2.

a) Under People groups, select Edit.

People groups Edit...
People group Activation code
mobile None

b) Select the onboarding People group created in Step 2.

3. The people are sent an onboarding email. If desired, you can send them custom instructions, or point them to one
of these help topics: I have a "Finish Setting up my account" email on page 15 or I have an Activation Code
on page 15.
As people click the link in the email to set their password and log in to the Conductor, they'll be directed to the
Connect an Airwall Agent page where they can install an Airwall Agent or Server and activate their connections.

What's Next

You can get a report on remote sessions from Visibility > Reports. For more information, see Run Network Activity
Reports on page 116.

You can see who's remotely logged into your Airwall secure network. See Check Remote Sessions on page 77.

You can also see which users have used their Activation codes. See Check Status of People Onboarding on page
76.

For pre-2.2.8 Airwall Agents and Servers only) Give the People group access

If you are onboarding people using pre-2.2.8 Airwall Agents and Servers you need to give the People group access by
adding them to Overlays and Relay Rules.

On the Overlay these people need to access, add the People group you created as a Viewer (or pre v3.0, as a
Member).
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Add Network Members X
Select people or groups to view or edit your network remo x
Viewer Editor
8% cond_remote_users
2+ Remote Access Users v
Items 1-2 of 2
Close

Troubleshoot the Airwall Agent and Airwall Server
Follow the instructions below to resolve problems you may encounter using the software.
The Airwall Agent is not connected.

* Determine if the Conductor IP is configured. Follow the steps in the configuration section above.

* Verify that the Airwall Agent has not been given a certificate. Your administrator must grant a license in the
Conductor. See the Conductor and Airwall Edge Service Administrator Guide for more information.

The Airwall Agent cannot contact a protected device

Configure the peer Airwall Gateway with an overlay network IP address and reestablish trust.

Customize People's Access to your Airwall secure network with People Groups
Using people groups, you can control what the people in the group can see and use on the Conductor, including cloud
providers, Airwall Gateways, and Overlay networks and resources.

This control allows you to host several departments or customers on a single Conductor, where they have control over
their own networks and access, but cannot see other networks or resources that are hosted on the Conductor.

Supported versions +  v3.1.0 Conductors

* All Airwall Edge Services

Supported Roles To set access with People groups, you must be a system
administrator

You can give People groups access to Airwall Edge Services in two ways:

* Give members of the people group access directly by adding Airwall Edge Services to the Airwall permissions tab
when creating or editing the people group.

» Set the people group as the permissions scope of a smart device group (SDG), so only devices from those Airwall
Edge Services can be added to the SDG.

To support least-privileged access, you can set finer controls on what users have access to:

* Lock an Airwall Edge Service on page 94
* Remove permissions to Relay rules — This option can be important for privacy on a shared Conductor.
* Limit the permissions scope for Smart device groups
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* Manage Tag Ownership on page 104 — In v3.1.0, tag ownership is more restrictive by default. If a system
administrator creates a tag, then by default, only system administrators can see or use them. If a network
administrator creates a tag, ownership defaults to only them or their people group, and system administrators.

Give Access to Cloud Providers with People Groups

Open the Cloud providers tab.
Select Add Cloud provider.

A I

on your Airwall secure network.
6. Select Next.

Add Cloud Provider X

Adding a cloud provider will allow you to manage Airwalls in the cloud.
Select a cloud provider to add

Alibaba Cloud
Amazon Web Services v
Microsoft Azure

Google Cloud

>> Next Cancel

7. Enter a name and the credentials for the selected cloud provider.

Add Cloud Provider X

Name

Tech_AWS

AWS access key AWS secret key

AWS route injection

All traffic v

Default region
Enter information and click refresh to update regions

<< Back Finish Cancel

8. Select the Cloud route injection option and Default region for this people group to use.

In the Conductor, go toPeople, and open thePeople groups tab.

Open an existing people group, or select New People Group to create a new one.

Select the cloud provider on which you’d like this people group to be able to create and manage Airwall Gateways
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9. Select Finish.
The members of this people group can now manage and create Airwall Gateways on the added cloud provider.

Note: If you want to add additional cloud providers to this people group, repeat these steps for each cloud
provider you want to give access to.

\J

Give Access to Airwall Edge Services with People Groups

In the Conductor, go toPeople, and open thePeople groups tab.
Open an existing people group, or select New People Group to create a new one.
Open the Airwall permissions tab.

El o

In the Add Airwalls box, enter a search term, or select the + to choose which Airwall Edge Services you want the
members of this people group to have access to.

w Conduc‘tor Dashboard Overlays Devices Airwalls Visibility People n_ss .) Q

© Pin items for quick access q
Technicians People Group X K
tech x
Properties Airwall onboarding Airwall agent authentication Airwall permissions Cloud providers

For network administrators, the ability to edit an Airwall is normally set through overlay network membership. ‘

Any network administrators in this person group will be allowed to edit any Airwalls included here.

Add Airwalls +  Filter
| O Airwall « Model Status
0O @ 0B550E660CCC Airwall-300v
0O @ 21191809150D0001 Airwall-150 292.168.2,38

Items 1-2 of 2
5. Select Finish.

Give Access to Overlay networks and Resources

You can give access to overlay networks and resources using people groups. When you give the people group the

user role on an overlay network, the members of the group can use the overlay to add and remove devices and change
trust, but they cannot edit the overlay network configuration and they do not gain permissions to edit the Airwall Edge
Service in the overlay network. For more information, see Overlay network access roles on page 88.

1. Create a people group and add the people you want to be able to see an overlay network in the Conductor.

N

Create or open an | network.

w

On the right, under Network members, select Update.

b

On the Add network members page, for the people or people group you want to give user access to, check the
Users column.

5. Select Close.

The selected people or people group now can add and remove device groups and change trust policy on the
overlay network.

Overlay network access roles
There are several roles people can have on an overlay network. Refer to this table for what overlay permissions each
role grants.
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Overlay Role

Overlay Permissions

Viewer User Editor
View the overlay X X X
Add and remove devices X X
Change trust policy X X
between devices
Edit overlay network X
configuration
Edit Airwall Edge Services X
in the overlay network.

Set up a People Group

Set up a people group to make it easier to manage the people accessing your secure network.

Using a People Group, you can configure the User onboarding options, including Profile name, Conductor, and
Airwall Gateways and resources these people have access to.

Note: If you are combining people groups with a third party authentication service such as LDAP or OIDC,
you manage permissions in that service with group membership.

.
>

What you can do with People groups:

* Manage trust — You can assign trust dynamically to a people group using tags and a smart device group, or use
the tag applied to Airwall Agents and Servers used by people in the group to easily find devices to add to a device
group directly.

* Onboard users — You can use the User onboarding tab to send Airwall Invitations to people in the group and as
they are added to the group. (You can also send invitations from the Airwalls page to the people currently in the
people group).

* Set Overlay network permissions — Use the people to set overlay network editors and viewers.

» Set groups to get alerts — Send event monitor alerts to a people group.

* Manage groups coming in from a third-party OIDC authentication provider — Create people groups in the
Conductor that exactly match the groups on your authentication provider to automatically add members of the
group in the authentication provider to the group in the Conductor.

For more information on the types of users, see Understand People Roles and Permissions on page 58 or
Understand People Roles (v2.2.13 and earlier) on page 60.
1. In Conductor, go to People>People groups.
2. Seclect New People Group.
3. Set a name for this people group and add a description or tags, if desired.
Setting up a group for Third-party authentication: If you are managing people groups with a third-party

authentication service, make sure the people group name matches your group on that service. Then, when you add
people on that service, they are included in the people group when they log in.

4. Select Create.

5. Ifyou are using a Third-party Authentication service, skip the rest of this procedure. On the People groups
page, open the People group you just created.

6. Under People, sclect Add people and select the people you want to be a member of this group.
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Remote Access ?

No tags in use

@ Pin items for quick access

Properties Airwall onboarding Airwall agent authentication Airwall permissions Cloud providers

Description
No description

APIUUID
40d6965c-2496-4441-9762-b4a90d6b6ba3

People Overlay networks Edit...
Add people +  Filter
Overlay network Role
0 Name ~ Role Activation code
Corp Editor
O & JoeBanks System Administrator
Remote User
O & S.Roberts Remote Access User

items 1-2 of 2

7. If you are using this group to onboard users, open the Airwall onboarding tab.

8. Next to Configuration, select the pencil icon 4 1o edit.

9. Check Provide an activation code for each member of <groupname>, and then set up how to onboard the users
added to this group:

B Save X Cancel

Configuration

Provide an activation code for each member of Remote Access

Profile name @ Conductor hestname or IP @ [send onboarding email to users @
optional kibbles.temperednetworks.com
All Airwalls Airwall agents Airwall gateways
Generated Airwall name @ [ Require authenticated Airwall session ¥ Allow Airshell to set name @

${email_name}'s ${airwall_type} Overlay device IP network (CIDR) @

Use bypass gateway e.g. 192.168.16.0/20

Use system setting e Overlay device IP netmask @

2565.256.255.255

Airwall groups @

Add an entry P Overlay networks @

x v
Add an entr
4 x
&% 1-Build-access X

People group permissions @ N
Device groups @

4
Add an entr
Y x Add an entry ‘:
Tags @ (= oevrosources x ] = iy dovco roup x]
At e i v

a) Under Configuration:

* Profile name — Set the name of the profile created on the Airwall Agent or Server for the user.
* Conductor hostname or IP — Enter the Conductor hostname or IP.

* Send onboarding email to users — Check to send new users of the group a notice that they have an
activation code to connect.

b) Under All Airwalls:

* Generated Airwall name — Set the name to assign to the Airwall Agent or Server in the Conductor when
the user activates it. The default value sets it to the Airwall Agent or Server type. See the help when you
select this box to see other options for autogenerating names.

+ Use bypass gateway — Select the bypass gateway you want this group to use.

+ Airwall groups — Select the Airwall groups to add people's devices to. For example, you might assign this
group to the Employee, Admin, or Vendor group.

* People group permissions — Automatically add Airwall Agents and Servers to these people groups when
activated. This option gives members of the group editor rights to the Airwall.
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» Tags — Create or assign tags to people’s devices as they connect. For example, if you’re using tags to create
Smart Device Groups that add people’s devices to the right overlays, enter these tags now.

Remote access people group x

Properties People User onboarding Airwall agent authentication

Activation codes allow a user to securely connect an Airwall agent to the Conductor.
Activation codes can be used by logging in and visiting the "Connect an Airwall agent" page.

@ Provide an activation code for each member of Remote access people group
Configuration

General Generated Airwall name @
${email_name}'s ${airwall_type}

Airwall

Overlay device IP network (CIDR) @

e.g. 192.168.16.0/20

Groups

Tags ©
Add an entry

Create Cancel

¢) Under Airwall agents:

* Require authenticated Airwall session — Check to require an authenticated Airwall session to connect.

* Overlay device IP network (CIDR) — (Optional) Select the network from which to assign IP addresses to
devices as the connect.

Ppa Note: If you use the same IP network in subsequent Invitations, IP addresses will keep
incrementing. For instance, if you send out one Invitation starting at 192.168.1.15 with 10 emails
and then another with the same IP with 10 emails they all just get a free [P from the network as
they come online.
* Overlay device IP netmask — Netmask in the form 255.255.255.0. Only applied if the Airwall Agent or
Server has an overlay device IP assigned.
* Overlay networks — (Optional) The Overlay networks to add people's devices to.
* Device groups — Select the Device groups to add people's devices to.
d) Under Airwall Gateways, if you want to set the Airwall Edge Service's name using Airshell prior to
provisioning, check Allow Airshell to set name.

10. Control access — If you want to grant or block access for this group at particular times, go to the Airwall agent
authentication tab and set up Access windows for the group. For more details, see Set Times Authenticated Users
can Access the Secure Network on page 92:

11. Manage trust with tags — If you want to manage trust for the people group using tags, go to the Airwall agent
authentication tab and under Authentication tags, enter the tags you want to use to manage trust.

Note: These tags are applied to the Airwall Agent or Server when people in this group log in to
authenticate their session. Tags are removed when the remote session ends. Combined with smart device
groups, you can use these tags to dynamically create trust.

0
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12. Manage Airwall permissions — If you want to set what Airwall Edge Services this group has access to, go to the
Airwall permissions tab, and add any you want them to have edit permissions to.

13. Manage Cloud permissions — If you want to give permissions to create cloud Airwall Gateways to this group, go
to the Cloud providers tab, and add any cloud providers that you want them to have edit permissions to.

Set up User Authentication
How to set up user authentication for your Airwall secure network.

Here are the ways you can set up user authentication:
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» Integrate Third-party Authentication with OpenID Connect on page 247
» Configure LDAP authentication on Conductor and Airwall Edge Services on page 257
» Use the local authentication in the Conductor

Related topics

*  Walkthrough - Onboard people to your Airwall secure network with User Authentication on page 83
» Set Times Authenticated Users can Access the Secure Network on page 92

Set Times Authenticated Users can Access the Secure Network
Specify or restrict what days and times authenticated users can log in to access resources on your secure network by
setting up Access Windows.

For example, you can use Access windows to:

* Allow one-time access for a vendor
» Restrict access to a resource except during defined maintenance windows.

Supported Versions 2.2.10 and later Conductor
Required Role System and network administrators

Note: If a person is a member of multiple people groups with different Access windows, their session length
’ will be either the longest available window, or the session length (which defaults to 24 hours), whichever
is shorter. Multiple authentication tags will end according to the expiration you set (if any) for each Access
window.

Related concepts

Manage devices dynamically with Smart Device Groups on page 105

Use Smart Device Groups to greatly simplify the creation and management of large groups of devices. Dynamically
add devices to a group by defining rules to create a Smart Device Group. Rules can match criteria such as
organizational hierarchy, geographic location, or network domain. When you create a Smart Device Group, any new
devices that match the rules you defined are added to the group automatically.

Related tasks

Set up a People Group on page 89
Set up a people group to make it easier to manage the people accessing your secure network.

Set Access Windows (v3.1.0 and later)

1. Log in to the Conductor as a system or network administrator.

2. Create or open the people group for which you want to control access. (To create a group, see Set up a People
Group on page 89.)

3. Open the Airwall agent authentication tab.

* Select Edit ¢ , then select Add access window.
5. For Type, select the type of window you want to create:
*  Weekly — Specify days of the week.
*  Monthly — Specify dates each month. For example, the 1st and 15th.

*  Monthly day — Specify a day each month. For example, the 2nd Tuesday of the month.
» Date range — Specify a range of dates. You can use Date range to give someone one-time access to resources.

6. For Blocked, leave clear to allow access, or check to block access for the specified window.

Note: If you set overlapping Allowed and Blocked Access windows for a People group, access will
always be blocked during the overlapping times and removes authentication tags. However, if a person is

\J
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in another People group that gives them access during that time, it does not block their access through the
other People group's Access window.

7. Under Window, choose the options for your chosen Access window type.

For example, for a Weekly Access window, you enter the days and time on those days to grant or block access.
This Weekly Access window blocks access on the weekends:

Access windows BSave X Cancel
Access windows describe when a person in this group can connect with user authentication. A negative access window prevents authentication via this people group.
Type Blocked Window
Weekly v v suMMOTOWOThOFOSa®™ o

12:00 AM O to 12:00 AM [¢)
<+ Add access window
* Members can authenticate outside explicitly blocked windows unless otherwise specified

* Changes to access windows will not modify existing remote sessions

Time zone

(GMT-08:00) Pacific Time (US & Canada) v

8. Under Time zone, assign a Time zone for this People group's access windows. You can set different time zones for
different People group's Access Windows.

9. To add more Access Windows for the group, select Add access window and repeat.

10. Select Save.

11. If you want to manage trust for this People group using tags, under Authentication tags, enter the tags you want
to use to manage trust.

Note: Make sure the tags you create are not being used elsewhere in the Conductor, as manually-added
4 tags are also removed if they are the same as these conditional tags.

P Note: The Conductor adds the Authentication tags you’ve created for a people group to the person’s
Airwall Agent or Server when they authenticate, and removes the tags when they log out. You can see the
authentication tags on a person’s Airwall Agent or Server page under Tags. Combined with smart device
groups, you can use these tags to dynamically create trust. See Manage devices dynamically with Smart
Device Groups on page 105.

Set Access Windows (v3.0.3 and earlier)

1. Log in to the Conductor as a system or network administrator.

2. Create or open the people group for which you want to control access. (To create a group, see Set up a People
Group on page 89.)

3. Open the Airwall agent authentication tab.

Select Edit ¢ , then select the plus sign (+) to add an Access window.
5. For Blocked, leave clear to allow access, or check to block access for the specified window.

Pm Note: If you set overlapping Allowed and Blocked Access windows for a People group, access will
always be blocked during the overlapping times and removes authentication tags. However, if a person is
in another People group that gives them access during that time, it does not block their access through the
other People group's Access window.

6. For Type, sclect the type of window you want to create:

*  Weekly — Specify days of the week.

*  Monthly — Specify dates each month. For example, the 1st and 15th.

*  Monthly day — Specify a day each month. For example, the 2nd Tuesday of the month.

» Date range — Specify a range of dates. You can use Date range to give someone one-time access to resources.
7. Under Window, choose the options for your chosen Access window type.
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For example, for a Weekly Access window, you enter the days and time on those days to grant or block access.
This Weekly Access window blocks access on the weekends:

Remote access people group x
Properties People User onboarding Airwall agent authentication
Access windows © + i
Type Blocked Window
Weekly . suBMOTOWOThOFOSa® o}

12200 AM ©® to 12:00 AM O

* Changes to access windows will not modify existing remote sessions

Time zone (GMT-08:00) Pacific Time (US & Canada) s

Authentication tags ©

>
remotesession &

Save Cancel

Select the plus sign (+) to add more Access Windows for the group. Select the binoculars # to leave editing
mode.

9. Under Time zone, assign a Time zone for this People group's access windows. You can set different time zones for
different People group's Access Windows.

10. If you want to manage trust for this People group using tags, under Authentication tags, enter the tags you want
to use to manage trust.

Note: Make sure the tags you create are not being used elsewhere in the Conductor, as manually-added
’ tags are also removed if they are the same as these conditional tags.

P Note: The Conductor adds the Authentication tags you’ve created for a people group to the person’s
Airwall Agent or Server when they authenticate, and removes the tags when they log out. You can see the
authentication tags on a person’s Airwall Agent or Server page under Tags. Combined with smart device
groups, you can use these tags to dynamically create trust. See Manage devices dynamically with Smart
Device Groups on page 105.

11. If you are creating a new People group, select Create. If you are editing an existing group, select Save.

Manage Devices and Airwall Edge Services

Set up tags, groups, and Smart Device Groups to help you manage the devices connected to your Airwall secure
network.

Lock an Airwall Edge Service
Lock an Airwall Edge Service so only system administrators can edit it.

Conductor users get editing permissions for Airwall Edge Services when they are an editor of an overlay network. If
that overlay network contains a smart device group, the matching rules might pull additional Airwall Edge Services
into the network. This might unexpectedly give network administrators editing permissions for those Airwall Edge
Services.
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You can lock an Airwall Edge Service so that only system administrators can edit it. This lock overrides all other
permissions. This feature can be particularly useful on a Conductor shared by multiple groups of users where you do
not want network administrators to gain elevated access to a shared resource.

Supported versions *  v3.1.0 Conductors

* All Airwall Edge Services

Supported Roles System administrators

1. In the Conductor, go to the Airwall Edge Service you want to lock.
2. Select Edit Settings.

3. Under Basic settings, check Lock Airwall so only system administrators can edit it.

Basic settings

uiD
BHI@40130#EC29D3655A06

Description

relay: AWS 300v. Thanks Tom!

Location

demo

Notes

# Lock Airwall so only system administrators can edit it

4. Select Update Settings.

The Airwall Edge Service can now only be edited by system administrators.

See Airwall Edge Service Information and Status
Supported Versions 2.2.8 and later

There are several ways to see information and status on the Airwall Edge Services connecting to your Airwall secure
network.

All of the information and status for an Airwall Edge Service is shown when you select one to display its page. Some
of that information is also available on the Dashboard and Airwalls page listings.

The following sections cover where to find some of the most commonly-needed information.

Airwall Status, Model, and Firmware

The Status column and field display information such as whether the Airwall Edge Service is Enabled (provisioned
and managed), Unmanaged, or Revoked, and the progress of firmware updates.

Status Tags

#M 10.0.0.56

75% - Downloading firmware

Note: Expanded status messages are available in Conductor v2.2.10 and later.
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The Model column and Model and Firmware on an Airwall Edge Service page shows what kind of Airwall Edge
Service it is and what version of the firmware it is currently running.

Most of the statuses are self-explanatory. For details, see Airwall Edge Service Statuses on page 97.

Where to See Status and Information

The following sections show different ways you can see status for one or multiple Airwall Edge Services.

On the Dashboard

The Conductor Dashboard has several ways to see what Airwall Edge Services are connecting, and what their status

1S.

* The Airwall Donut Graph — On both the Airwall models and Airwall versions graphs, click on a donut section to
see what Airwalls are that model or have that version installed in the Navigation Airwall edge services section.

Airwall models

Other 6%
Airwall-Win Agent 1% ‘,“
Airwall-100e 1% —4
Airwall-110g 1% /.“
Airwall-250gd 2% /2
Airwall-Win 2% /@]
Airwall-100g 2% /[l
Airwall-75w

Airwall-75 3
Airwall-150 3% |

Airwall-Win client 4% ()

b N

6% “\

Airwall-Win server

Airwall-i0S
Airwall-Android 117

System stats

Total Airwalls

376

Navigation

System

©

Airwalls

/ Airwall-Mac 26%

/\ Airwall-300v 13%

Mb/s

N Airwall-Linux server 12%

Airwall agents Airwalls that can
online d

be updated

18

Out of 256

125

Airwall™ edge services

> Sort by Name ~

Airwall «

»

»

AW-110g-ATT-sk
© BHI@40130#E20D6V1221050174

AW-1109-VZW-pa

Overall system throughput

Authenticated
Airwall sessions

s 8 hours

Recent logins

8

o

Orx [J1x

& airwall:model:Airwall-110g = X

Show all Airwalls

Model Status
Airwall-110g aill 10.170.3.95
v2.2.10
Airwall-110q (0 10.0.0.103

Items 1-5 of 5

=]

=)

» System stats — Click on any stats tile to see more details Navigation Airwall edge services section.

System stats

Total Airwalls

376

Navigation

System

©

Airwalls

L
[ X 1]

Overlays

(=)

Devices

Airwalls that can

Airwall It
II’Wnanliargaen = be updated

18

Out of 256

Airwal

ITM

edge services

> SortbyName ¥ Page1lof5 v

Airwall «

v

-

v

v

0O-relay-AWS
q-BHI@401 30#EC29D3655A06

0-relay-Orlie &
@ BHI@40130#400020200002

009624AEFD5F
= BHI@40130#009624AEFD5F

1-HS-KibblesNetCorp-KNC-01 £
© BHI@40130#48066A0B013E

10192010007D
© BHI@40130#10192010007D

101920100080
© BHI@40130#101920100080

101E2010017F
@ BHI@40130#101E2010017F

10A76CDO048E3
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Show
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Airwall-300v

v2.2.8

Airwall-400

v2.2.8

Authenticated
Airwall sessions

all Airwalls

WindowsHIPserver

v2.2.3

Airwall-500
v2.2.10

Airwall-100g
v2.1.4

Airwall-100g
v2.2.8

Airwall-100e
v2.2.3

Airwall-300v

Recent logins

8

+ | airwall:updatable

Status

#k 52.32.158.3
#k 216.168.34.211
O 192.168.12.129
#k 216.168.34.216
O 166.167.45.227
O 10.0.0123

QO 10.41.0.156

O 10.0.215

X

Items 1-25 of 125

D

D
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On an Airwall Edge Service page

Open an Airwall Edge Service to see more detailed status and information.

Airwall gateway - 0432447A6A97 (unmanaged)

Airwall gateway

Status

Member of The Airwall gateway must be managed before it can participate in any
networks

Online status

Published IPs 10.0.2.5

Tags

Name

Location

Description

Hostname hs300v-0432447A6A97

uiD BHI@40130#0432447A6A97

APIUUID © b8ddf614-038f-465-8567-1fba748a817a

Serial number 0432447A6A97

Model Airwall-300v

Firmware Version 2.2.2

Depending on what type of Airwall Edge Service you're looking at, you may have additional tabs on this page. For
example, for Airwall Gateways, the tabs are:

* Airwall gateway — General information about the Airwall Gateway

* Local devices — Lists the devices protected by the Airwall Gateway.

* Ports — Port configuration, failover settings, and port mirroring configuration for the Airwall Gateway.

» Diagnostics — Diagnostic tools and reports for the Airwall Gateway.

* Reporting — Graphs, Health data, and Traffic and HIP tunnel stats for the Airwall Gateway.

» Intrusion prevention — Settings to help monitor and alert about intrusions into your network. These monitors can
impact Conductor performance.

*  HA — Where you set up high-availability Airwall Gateways. For more information, see Airwall Edge Service High
Availability (HA) on page 399.

* Airshell — Gives you the ability to send Airshell commands to the Airwall Gateway remotely from the Airwall
Conductor. For more information, see Run Airshell remotely from the Conductor on page 374.

Airwall Edge Service Statuses
Information on the statuses you might see for an Airwall Edge Service. Some of these statuses are not available in
v2.2.8 and earlier.

Airwall Agent authentication The person using this Airwall Agent to connect is
required to use authentication.

Airwall Relay This Airwall is running as an Airwall Relay.
Disabled Policy configuration is disabled.

Disabled by group The Airwall group has communication turned off.
Enabled Policy configuration is enabled.

ha primary High-availability active (primary) Airwall Gateway

ha secondary High-availability standby (secondary) Airwall Gateway
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Locked out User authentication has been locked out due to too many
authentication attempts.

Revoked This Airwall has been revoked.
Transparent Airwall Gateway is in transparent mode.
Unmanaged Airwall has connected to the Conductor but is not

managed yet. You must provision and manage before you
can add it to overlays.

Manage Airwall Gateways remotely with Airshell
Use the Airshell command line to run diagnostic and configuration commands directly from the Conductor for online
Airwall Gateways and for the Conductor.

Supported Roles System and Network Administrators with Allow Remote
Airsh permissions and Edit permissions for the Airwall
Gateway.

Supported Versions v3.1.0 Conductors and Airwall Gateways

Supported Airwall Edge Services Online Airwall Gateways

Supported Airshell Commands You can run most Airshell commands. Exceptions:

shutdown, network configuration commands (commands
that risk disconnecting the Airwall permanently from

the Conductor). Enter he 1p for a list of available
commands.

1. For an Airwall Gateway, in the Conductor, open the page for an online Airwall Gateway, and then select the
Airshell tab.

For Conductor Airshell, go to Settings > Airshell.
2. Select Open Remote Airshell.
3. Enter the Airshell commands you need.
4. When done, enter exit, or just navigate to a different page.

Note: Airshell sessions automatically disconnect after 10 minutes of inactivity. To continue, select
Reconnect.

>

Related concepts

Overlay network access roles on page 88
There are several roles people can have on an overlay network. Refer to this table for what overlay permissions each
role grants.

Related tasks
Give Access to Cloud Providers with People Groups on page 87

Give Access to Airwall Edge Services with People Groups on page 88

Give Access to Overlay networks and Resources on page 88

Manage Cloud Airwall Gateway Virtual Machines
You can do several management tasks for the virtual machines that host cloud Airwall Gateways from the Conductor.

1. Go to the page for a cloud Airwall Gateway.
2. On the Airwall gateway tab, open the Actions menu, and select Cloud operations.

3. Select the operation you want. These act on the virtual machine (VM) running the Airwall Gateway. You can Start
and Stop the cloud virtual machine, take a Snapshot, or Reset it.
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-MaaS

Edit settings

Overlay networks. Airwall groups Airvall relay rules

Online status

2022208118

aW300v-B41208EAFO8E

BHIG40130#B41208EAF98B
HIT @ 2001:19:20/f4:1804:3290:1b7c:b6 Te:648¢
APIUUID © 41884cDf-9323-deed-bdbe-1729c011474a
Serial number BA1208EAF98B

Model Airwall-300v

Firmware

Identity

afactory-supplied identity
Encryption

Advanced networking

» Start — Start the VM.
» Stop — Stop the VM.

* Snapshot — Creates a snapshot resource in the resource group where your VM is. To use it, you will need to
create image resources from that snapshot, and then create a VM from that image.

* Reset — Restart the VM.

For more information, see the documentation for your cloud provider.

Disconnected Mode — Reduce Conductor traffic from Airwall Agents and Servers

Reduce the traffic from Airwall Agents and Servers connecting to your Conductor by setting up disconnected mode.
In disconnected mode, Airwall Agents and Servers connect to your Conductor at intervals — between 10 minutes and
12 hours (720 minutes) — to get updates when people are not actively using the connection.

By reducing the traffic on your Conductor, disconnected mode allows you to improve performance and scalability of
your Airwall secure network.

pw Note: People using Airwall Agents and Servers can manually sync to the Conductor when in Disconnected
mode.
Open the page for the Airwall Agent or Server that you want to enable disconnected mode for.
Select Edit Settings.
Under Advanced settings, scroll down to the bottom and check Enable disconnected mode.
Enter the time interval for the Airwall Agent or Server to reconnect to the Conductor.
Select Update Settings.

Nk W=

The Airwall Agent or Server you set disconnected mode on now disconnects from the Conductor, and reconnects at
the specified interval to get configuration and trust policy updates. While in disconnected mode, the Airwall Agents
and Servers show in the Conductor as not connected, and if you hover over the online status, they show they are in
Disconnected mode and when their next connection is scheduled.

Note: In Disconnected mode, an Airwall Agent or Server:

* Can still connect to resources on your Airwall secure network.
* Gets policy and firmware updates the next time they connect.
* Do not publish underlay IP updates or status (health data, traffic stats, port status).

Pm Note: Certain changes (such as underlay IP changes) can cause a disconnected Airwall Agent or Server to
not be able to reach resources on your Airwall secure network. If this happens, the person using the Airwall
Agent or Server can get the changes and reestablish their connection by either selecting Sync Now on their
Airwall Agent or using the conductor sync Airshell command on their Airwall Server. For more
information on Airshell for the Linux Airwall Server, see Sync an Airwall Agent or Server in Disconnected
Mode on page 29.
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Manage and organize with Tags
Use tags to manage and organize your Airwall secure network. You can tag most things in the Conductor.

You can tag:

+ Airwall Gateways and Airwall Gateway Groups
* Overlay Networks

* Devices and Device Groups

*  People

You can use tags to:

* Simplify user onboarding with Airwall Invitations or Activation codes. See Connect People’s Devices with
Airwall Invitations on page 64.
» Search and filter throughout Conductor.

* Automatically add devices to Smart Device Groups by creating a rule matching a tag. See Use device groups
and smart device groups on page 416.

* Set a trigger for an Event Monitor. See Monitor Activity with Events and Alerts on page 117.

» Set network policies, including temporary network policies like expiring access. For an example, see
Walkthrough — Send Expiring Guest Access Invitations on page 69.

* Revoke policy directly from devices or Airwall Gateways without having to navigate to a network by deleting the
tag that gives them access.

* Mark which assets are managed by which people.

You can tag items permanently, until you untag them, or set an expiration date, which untags an item after a period of
time.

Note: When using tags that are added and removed dynamically (for example, with Smart Device Groups or
Access Windows), make sure the tags you create are not being used elsewhere in the Conductor, as manually-
added tags are also removed if they are the same as these conditional tags.

.
\J

Create a Tag

To quickly create a tag, hover in an Tag column or box, and click the edit icon that appears. Enter a new tag, select
the check mark or press Enter to add it, and then select Save.

To set advanced options on a tab, go to the Tags page:

1. -
In the upper right corner of the Conductor, select the Tag icon ® to open the Tags page.

2. Select New tag.
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MyTag

Name MyTag
MyTag
Who can use this tag? @

System administrators ~

Tag background color (7]
ellow e

Tag taxt color @

Black hd

Use custarm cotar

Tag priority @

Expire tag usage after this duration (if = 0) @
]

_ Auto-remove tag if unused @
L Region tag @

Create Cancel

3. Enter the following information:

* Name - give your tag a name.
*  Who can use this tag? - select the permissions you want to set for the tag.
» Tag background color and Tag text color - choose colors, and check the example for the result.

+ Tag priority - set the priority for the tag. Use this to set relative priorities for tags. The tag with the lowest
number takes precedence over tags with higher numbers.

» Expire tag usage after this duration - set an expiration duration, if needed. Leave it set to 0 to make the tag
permanent..

* Auto-remove tag if unused - check to remove the tag if it is not used.
* Region tag - use to indicate a region. This tag is used to identify an select bypass Airwall.

Note: Region feature available in Conductor v3.2.3 and later.

4. Select Create.

Related tasks
Edit Tags on page 101

Delete Tags on page 103
Create or Manage Tags Inline on page 103

Edit Tags
Note: You can only edit tags for items that you have permission to edit.

1. -
In the upper right corner of the Conductor, select the Tag icon ® to open the Tags page.

2. Open tag you want to edit.
3. The Navigation tab shows everything tagged with this tag. You can click the Name of an item to open it.



AuthO
Navigation Actions Properties
Name
People groups cond_system_admins

cond._readonly_admins
cond_network_admins

4. On the Actions tab, you can:

Tagged by

Since

6.9mo ago
4.2mo ago
1.1mo ago

Save

Expires
Never

Never
Never

Cancel
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* Refresh — Refresh expiration time for any expiring tagged items. You can check the expiration settings on

the Properties tab.

* Enable or Disable — Enable or disable communications for all tagged items. Select the confirmation
message Yes please...let's do this! to continue, or select Cancel to cancel.

* Untag — Remove the tag from all items, but not from rules, event actions, or user authentication.

AuthO

Navigation Actions Properties

Refresh
current usage_ttl).

Enable i X
Airwalls, and Airwall groups

Disable

Untag

group match rules, event actions, or user authentication tags)

Save

X

Refresh expires-at time for all expiring tagged object relationships (based on
Enable communications for all tagged overlay networks, devices, device groups,
Disable communications for all tagged overlay networks, devices, device

groups, Airwalls, and Airwall groups

Remove this tag from all objects in the system (note: will not affect device

Cancel

5. On the Properties tab, you can change any of the settings for the tab. For descriptions, see Create a Tag on page

100.
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X
AuthO
Navigation Acticns Properties
Name Authd
Auth0

Who can use this tag? @

Any user v

Tag background color @

Yellow v
Oluse custom cotor
Tag text color @

Black v
Oluse custom color
Tag priority @

5

Expire tag usage after this duration (if > 0) @
0Os

[ Auto-remove tag if unused @
[IRegiontag @
APIUUID @ ddff6-a067-4b4d-98c8-b7b70

Save Cancel

6. Select Save if you want to save any changes to the tag.

Create or Manage Tags Inline

You can access tags from several places in the Conductor, both from the tables on the Overlays, Devices, Airwalls,
or People pages, and on the page for a specific resource, such as an Airwall Gateway.

You can tag items permanently, until you untag them, or set an expiration date, which untags an item after a period of
time.

1. Access the tag from one of these places:

* Next to Tags on some pages.

* By selecting Edit Settings on a page.

* On any page with a table that has a Tags column.
2. Create or manage them inline:

* To add or create a tag — Hover in the column and click the edit icon that appears. Type a new or existing tag,
select the check mark or press Enter to add it, and then select Save.

* To remove a tag from a resource — Click the X on the tag.

» To manage a tag — Click the tag to open it, and edit on the Actions or Properties tabs for the tag. See Edit
Tags on page 101.

+ To navigate to a tagged resource — Click the tag to open it, and select other items that have that tag to go
there.

To delete a tag from the Conductor, see Delete Tags on page 103.

Delete Tags
You can delete tags individually, or delete several tags at once from the Tags page.

1. -
In the upper right corner of the Conductor, select the Tag icon ® to open the Tags page.

2. Check the box next to one or more tags.
3. Atthe top of the page, open Actions, and select Delete tags.
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Manage Tag Ownership
Manage who can see and edit tags.

With v3.1.0, the tag ownership rules have changed to be more restrictive by default. If a system administrator creates
a tag, by default, only system administrators can see or use them. If a network administrator creates a tag, ownership
defaults to only them or their people group, and system administrators. This change allows you to have department or
customer-specific tags that only members of specific people groups can see and use.

Note: This change does not affect existing tags that will keep their existing ownership.

Supported versions *  v3.1.0 Conductors

* All Airwall Edge Services

Supported Roles To set tag permissions, you must be the owner of the tag,
or a system administrator

In the upper right corner of the Conductor, select the Tag icon to open theTags page.
2. Select a tag to manage, or create a new one by selecting Create tag.

3. On the tag’s Properties tab, under Who can use this tag, select who you want to have access to this tag. You can
select Members of a people group, and then under Tag people group, select the people group to give access to.

Corporate ®

Navigation Actions Properties

Name

Corporate

Who can use this tag? @ Tag people group

Members of a people group v Active Admins v

Tag background color @
Orange v
[J use custom color

Tag text color @
[

Create standard device groups

Put devices into device groups so you can manage them as a group. If you want to create a smart device group where
devices are automatically added if they match rules, see Manage devices dynamically with Smart Device Groups on
page 105.

v3.0 and later
To create device groups:

1. Go to Devices > Device groups and select New group.

N

Enter a unique name for the group and, optionally, a description and tags for the group.

w

Select Create. The page for your new device group opens.

=

In the Add Devices box, enter a string to search for, check the devices you want to add to the group, and select
OK.
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ipv +
1 selected Cancel
Devices
O & Google IPv6 DNS
S IPv4 @
OSIPv6Q

Note: You can also select the + (plus sign) to filter and select devices, including sorting by devices or
bypass destinations.

\J

Before v3.0
To create device groups:

1. Go to Devices > Device groups and select Create group.

2. On the Properties tab, enter a unique name for the group and optionally, a description.

Note: If Automatically recompute is not selected, the Conductor determines when recomputing a rule

is required and displays the ¢ icon in the Indicators column of the device list. Manually recompute
the group by selecting the drop-down arrow to the right of your device in the device list and select
Recompute group.

3. Add any tags for this group.
4. On the Devices tab, check the box next to the devices you want to add to the group.
Note: You can show all devices, show only members of the group, or show only non-members of the

group, or filter the list of devices by entering text in the Filter field to quickly check the list or locate the
devices you want to add.

Note: In a standard device group, you add and remove members from this tab. In a Smart Device Group,
’ this tab lists all devices added based on the Device match rules, and you cannot modify it directly.
5. Select Create.

Manage devices dynamically with Smart Device Groups

Use Smart Device Groups to greatly simplify the creation and management of large groups of devices. Dynamically
add devices to a group by defining rules to create a Smart Device Group. Rules can match criteria such as
organizational hierarchy, geographic location, or network domain. When you create a Smart Device Group, any new
devices that match the rules you defined are added to the group automatically.

To find Smart Device Groups, go to Devices > Device groups. Look for the Smart Device Group icon (resembles an

academic cap) ™= .

To see an example, see Smart Device Group example on page 110.

Create a Smart Device Group

You create a device group and then give it an ordered list of Device Match Rules to determine which discovered
devices to add to your device group. When the Conductor discovers a new device, it checks the rules for all Smart
Device Groups. If the device matches all of the Device Match Rules successfully, the Conductor adds it to that group.
Be sure to review the Best Practices for Smart Device Groups on page 113 for help on setting great rules.

v3.0 and later

Follow this section to add a smart device group in v3.0 and later.

1. To create a Smart Device group, create a device group, go to the Match rules tab, and enable Use rules to add
devices. Enabling this shows the Device match rules section.

Next to Device match rules, select the edit icon 4 , and the next table row on the right, select Add Rule.

3. Set the rules you want to determine which devices are added to this group:
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Order Specify the order you want the rules run. You can
receive very different results based on how you order
your rules. For details, see Rule ordering on page
108.

Operator Use an operator to determine the logic by which
devices are added as members of the group. See Rule
operators on page 109 for a list of operators.

Reverse (!) The reverse option reverses the result of the operator.
The Smart Device Group example on page 110
contains a device match rule that uses the reverse
option as an example.

Rule type Select the information you want to use to determine
what devices are added to a Smart Device Group. See
Rule types on page 109 for a list of rule types.

Arguments Select the arguments, or options, for the rule type you
selected.
Smart device group ?
llama x
Use rules to add devices
Device match rules B Save X Cancel
Operator ! Rule type Arguments
+include 3 o Tag match $ Airwall 3 )
enab
x
Select an item
@ Enabled <+ Add rule

¥ Ignore auto-discovered devices until accepted (recommended)

¥ Automatically recompute after rules change (recommended)

4. To add additional rules, select Add rule again.

To delete rules, next to the rule, click the delete icon w
5. Under the rules table, check the rule options. It is best practice to keep both of these checked:

+ Ignore auto-discovered devices until accepted — Keep this box checked to only add discovered devices after
they have been managed by a Conductor administrator.

* Automatically recompute after rules change — Keep this box checked to recompute the device group
whenever the rules are changed.

6. Set the Rule editor to a person with permissions to manage the devices in the Smart Device group.

Note: If one of your rules is adding and removing tags, make sure the tags you create are not being used
’ elsewhere in the Conductor, since manually-added tags are also removed if they are the same as these
conditional tags.

@ CAUTION: Ifyou disable Use rules to add devices on an existing Smart Device Group and click Save,
the Smart Device Group reverts to a standard device group and the Device match rules are deleted. Devices
added by the rule retain membership in the group but now you must add and delete devices manually using
the Properties tab.

@ CAUTION: Ifyou enable Use rules to add devices on a regular device group, any existing devices will be
removed from the device group.
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Set Device Match Rules
The screenshot below illustrates how you might construct a typical set of device match rules. These rules:

* Add all Airwalls in the Campus-West Airwall group, then,
* Add all devices in the Campus-East Airwall group, then,
* Remove all devices that are in the Instructors device group.

Order Oper. ! Rule type Arguments
10 +include & (O Airwall group [ campus-west] L
20 +include & U Airwall group [ campus-East ] s @
30 - exclude B O Device group B m &

Note: If you change the order of these rules to exclude instructor devices first, it will exclude the Instructor
’ device group first, then add Airwalls in the Campus-West and then Campus-East Airwall groups, which
means instructor devices in those groups are added back in.

Before v3.0
Follow this section to create a Smart device group in earlier versions.

1. To create a Smart Device group, when creating a device group, on the Rules tab under Use rules to add devices,
select Enabled. You can then create Device match rules.

Select the edit icon ¢ , and then select the plus sign (+).

3. Set the rules you want to determine which devices are added to this group (see descriptions in the v3.0
instructions).

4. To add additional rules, select the plus sign again.

To delete rules, next to the rule, click the delete icon w
5. Check the rule options as described in the v3.0 instructions.
6. Set the Rule editor to a person with permissions to manage the devices in the Smart Device group.
@ CAUTION: If you disable Use rules to add devices on an existing Smart Device Group and click Save,
the Smart Device Group reverts to a standard device group and the Device match rules are deleted. Devices

added by the rule retain membership in the group but now you must add and delete devices manually using
the Devices tab.

Add rules to a Smart Device Group
To add rules to a Smart Device Group:

1. In the Conductor, go to Devices>Device groups.

2. Create and open a device group, or open an existing group from the list.

3. Go to Match rules (before 3.1.0, this is Rules in the device group dialog).
4

" Select the edit icon # to enter editing mode and then select Add rule (before 3.1.0, select Edit rules).
5. Enter device match rules to add devices to this device group:

* In 3.1.0 and later — Enter the Operator, ! (negate the rule) Rule type, and Arguments.
* Before 3.1.0 — Enter the Order, Oper., !, Rule Type, and Arguments.

For more information, see Rule ordering on page 108, Rule operators on page 109, and Rule types on page
109.

6. Select Add rule to continue adding rules.

7. If necessary, select match rules. For the highest security, leave both of these options checked:

» Check Ignore auto-discovered devices until accepted to have the Smart Device Group not add any auto-
discovered devices until they are managed by an administrator.



| Manage Airwall™ | 108

* Check Automatically recompute after rules change to have the Smart Device Group recompute the rules and
rebuild the group after any rules are changed.

8. In 3.1.0 and later — Under Permissions scope, specify what permissions you want this Smart Device group to
include:

* Check All devices in the Conductor to add any devices in the Conductor.

» Check All devices on Airwalls in a people group's Airwall permission list and select one or more people
groups to add only devices from those people groups.

* Check All devices a network admin can edit and select one or more network admins to add only devices
editable by those network admins.

9. When you are finished, save your rules:

e In 3.1.0 and later — Select Save.
* Before 3.1.0 — Select View rules, then Save.

Note: If any of the information is entered incorrectly, you will receive a validation error. Click Edit rule
to return to editing mode.

\J

Rule ordering
Device match rules are interpreted in order. You can get very different results based on how you order your rules.

This example illustrates how changing the order of rules can change which devices are added to the group.

Device match rules + i
Order Oper. ! Rule type Arguments
10 +include & O] Arwall S Campus-west | P
20 vinclude & O] Arwall PN Campus-East ] s I
30 - exclude = O Device group =] [ Instructors ] S m

The first rule adds all devices behind the Campus - West Airwall Gateway. The second rule adds any devices behind
Campus - East. The third rule excludes all devices in the Instructors group, removing any Instructor Desktops from
the group. This results in the following group membership:

* Classroom Desktop - 1st Floor Campus-West
* Classroom Desktop - 2nd Floor Campus-West
* Classroom Desktop - 3rd Floor Campus-West
* Classroom Desktop - 1st Floor Campus-East

If you reverse the second and third rule:

Device match rules + @
Order Oper. I Rule type Arguments
10 vinclude = U Airwall PO Campus-West) s
20 - exclude B O Device group = m s m
30 vinclude = U Airwall P Campus-East | s

You get different results. The second rule still removes Instructor Desktops in Campus-West, but it doesn't remove
them from Campus-East, since that rule hasn't run yet. When the third rule runs, any Instructor devices in Campus-
East are included:
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* Classroom Desktop - 1st Floor Campus-West

* Classroom Desktop - 2nd Floor Campus-West
* Classroom Desktop - 3rd Floor Campus-West
* Classroom Desktop - 1st Floor Campus-East

* Instructor Desktop - 1st Floor Campus-East

Since rules are processed in order, make sure you enter rules in an order that produces the intended result.

Rule operators
The following operators are available while editing rules:

Operator Description
+ include Adds devices to the group that match this rule.
Example: include CIDR 10.0.0.0/8
Result: Include any devices with an IP address
between 10.0.0.0 and 10.255.255.255.
~ filter Filter the previous rule's results to only devices that match this rule as well. This operator is

equivalent to infersect in set theory.

Example: include Airwall Campus-West
filter Range 10.0.0.100 10.0.0.106

Result: Include devices in the group that are behind
the Airwall Gateway Campus-West and
have an IP address between 10.0.0.100 and

10.0.0.106.
- exclude Removes devices that match this rule from devices added to the group by previous rules.
Example: exclude Device Group Instructors
Result: Exclude any devices that belong to the

Instructors group.

Rule types
Here are the rules types you can select for device match rules:
Rule Type Arguments | Description
CIDR 1 Match devices with IP addresses in the specified CIDR (Classless Inter-
Domain Routing) group.
Overlay device IP 2 Match devices matching the IP address and netmask specified (use dotted
network decimal notation, for example, 10.6.10.40).
Overlay device IP 2 Match devices with IP addresses in the range specified by the two IP addresses
range (use dotted decimal notation).
MAC Prefix 1 Match devices with the specified MAC address prefix. Enter an empty field to

match devices without a MAC address.

Airwall 1 Match devices under the specified Airwall Edge Service.
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Rule Type

Arguments

Description

Airwall Attribute

2

Match devices under any Airwall where the selected attribute matches the text
you specify. The following attributes are available:

Name
Description
Location

Model

Product Platform
Capability Code
Cloud Attributes
Version

Hotfix List

Airwall Group

Match devices in the specified A drop-down list of existing Airwall group.

Tag match

Match devices with the specified tag.

Tag search

Match the selected type of objects (Airwall, Airwall group, or Device, or any
object) that contain the specified tag.

Device Group

A drop-down list of existing device groups.

Delete rules from a Smart Device Group

To delete a rule:

1. In the Conductor, go to Devices and then Device groups.

Eal o

From the list, open a device group.

Go to Match rules (before 3.1.0, this is Rules in the device group dialog).

Select the edit icon ¢ to enter editing mode and then select Add rule (before 3.1.0, select Edit rules).

5. To the right of the rule you want to delete, click the trash icon.

Important: There is no confirmation when deleting a rule. It is removed from the list immediately. If you
U delete a rule in error, click Cancel to revert to your last saved changes.

6. When you are finished, save your rules:

e In 3.1.0 and later — Select Save.
* Before 3.1.0 — Select View rules, then Save.

Smart Device Group example

The example below illustrates how a Device Group Rule (DGR) is interpreted (the screenshot is from pre-v3.0
Conductor, but later versions work similarly):
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Campus Students ®

Properties Devices Rules

Use rules to add devices

EIEEN Disabled

Device match rules + i
Order Oper. ! Rule type Arguments
10 +include & U Airwall group [ campus-west IEIPITI
20 +include & [ Airwall group s m
30 -exclude = O Device group PO instructors ] & [

Ignore auto-discovered devices until accepted (recommended)

Automatically recompute after rules change (recommended)

Rule editor @ = system v

Save Cancel

There are two Airwall Gateways in this example, named Campus - West and Campus - East.

There are eight discovered devices, four behind the Airwall Gateway Campus - West, three behind the Airwall
Gateway Campus - East, and one loaner laptop running an Airwall Agent.

O Device name « IP address Airwall

O & Classroom Desktop - 1st Floor 10.0.0.100 Campus-West
O & Classroom Desktop - 2nd Floor 10.0.0.102  Campus-West
O & Classroom Desktop - 3rd Floor 10.0.0.104  Campus-West
O & Instructor Desktop - 2nd Floor 10.0.0.106 Campus-West
0O O Loaner Laptop 1 G) 10.0.0.143  Loaner Laptop 1
O & Public Desktop - North Wing 10.0.0.108  Campus - East
O & Public Desktop 1 - South Wing 10.0.0.110 Campus - East
O & Public Desktop 2 - South Wing 10.0.0.112  Campus - East
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In this example, the rules dynamically add devices to the group that are behind the Campus - West Airwall Gateway
or devices with intermittent connections to the network, while excluding devices from Campus - East and devices

belonging to the Instructor Devices group.

10 include Airwall Edge Service Campus-West

The first rule adds all devices behind the Campus - West Airwall Gateway by using the include operator, the Airwall
Edge Service rule type, and the selection Campus - West argument.

Device Match Rules

Order Oper. ! Rule Type

10 + include Airwall

This rule matches the following devices:
Device name «
& Classroom Desktop - 1st Floor
& Classroom Desktop - 2nd Floor
& Classroom Desktop - 3rd Floor

8 Instructor Desktop - 2nd Floor

# Edit rules

Arguments

Campus-West (1)

IP address Airwall
10.0.0.100 Campus-West
10.0.0.102 Campus-West
10.0.0.104 Campus-West
10.0.0.106 Campus-West

Please note that there is one instructor device in the result, which is a member of the Instructor Devices group that we

need to remove later.

20 include [negate] Airwall Edge Service Campus-East

The next rule adds any devices that are not behind the Campus - East Airwall Gateway by using the include operator,
the negate option, Airwall Edge Service rule type, and the selection Campus - East argument. This captures any
laptops running Airwall Agents that may intermittently require network access.

Note: In this example, you could remove the first rule and achieve the same result. It is included to illustrate
’ the difference between the include operator plus the negate option and the exclude operator, later in this

example.

Device Match Rules

Order Oper. ! Rule Type
10 + include Alrwall
20 + include I Airwall

# Edit rules
Arguments
Campus-West (1)

Campus - East (2)

These two rules will add one additional device, Loaner Laptop 1, to the result:



Device name «

& Classroom Desktop - 1st Floor
& Classroom Desktop - 2nd Floor
& Classroom Desktop - 3rd Floor
& Instructor Desktop - 2nd Floor

O Loaner Laptop 1

30 exclude Device Group Instructor Devices

IP address
10.0.0.100
10.0.0.102
10.0.0.104
10.0.0.106

® 10.0.0.143

Airwall

Campus-West
Campus-West
Campus-West
Campus-West

Loaner Laptop 1

| Manage Airwall™ | 113

The third rule excludes all devices in the Instructor Devices group by using the exclude operator, Device Group rule

type, and the selection /nstructor Devices argument.

Device match rules

Order Oper. ! Rule type
10 + include s U Airwall
20 + include s 0 Airwall
30 - exclude 2 O Device group

This rule removes the device, Instructor Desktop - 2nd Floor, from the result:

Device name ~

& Classroom Desktop - 1st Floor
& Classroom Desktop - 2nd Floor
& Classroom Desktop - 3rd Floor

O Loaner Laptop 1

“»

4@

“»

IP address
10.0.0.100
10.0.0.102
10.0.0.104

® 10.0.0.143

+ i
Arguments

[ Campus-West) s o

[ Campus-East | Al

[instructors s o

Airwall

Campus-West
Campus-West
Campus-West

Loaner Laptop 1

As more devices are discovered and managed by the Conductor, either behind an Airwall Gateway or running an
Airwall Agent, the following actions will be taken by the rule:

* A device added to the Campus - West Airwall Gateway will be added as a member

* A device added to the Campus - East Airwall Gateway will not be added as a member
* Any device running an Airwall Agent will be added as a member
* Any device added to the Instructor Devices group will not be added as a member

Delete a Smart Device Group
To delete a Smart Device Group:

1. Go to Devices— Device groups

2. Select the drop-down to the right of the device group you want to delete, and click Remove group

Best Practices for Smart Device Groups

Create easy-to-use, effective Smart Device Groups by following these recommendations to ensure your rules are

constructed properly.
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Use Smart Device Groups only when necessary

Smart Device Groups are very powerful and can be instrumental in helping you to manage a large number of devices,
but not every group should be a Smart Device Group. Generally, you should manage device group membership
manually when:

* There are no complex patterns to match
» Devices are easily differentiated, such as cameras or Web servers
* You are creating denylists and allowlists

Create Smart Device Groups for frequently used matches

For ease of management, avoid repeating the same logic in multiple Smart Device Groups. It is best to create a Smart
Device Group and reuse that group in other Smart Device Groups using the Device Group rule type. For example, if
you capture devices from a particular set of Airwall Edge Services, consider creating a Smart Device Group for that
purpose and including it in other Smart Device Groups that require it.

There are a few consideration you want to keep in mind when nesting device groups:

» Ifadevice group changes membership, any Smart Device Groups that refer to it in a Smart Device Group's Device
Match Rules will need to be recomputed.

* A Smart Device Group included in another Smart Device Group does not trigger the parent group to recompute
unless it also is set to automatically recompute. For example, standard device group DG-Seattle is included in
smart device group DG-Washington, which is not set to automatically recompute. DG-Washington is included
in DG-UnitedStates, which is set to automatically recompute. If a device is added to DG-Seattle, neither Smart
Device Group will recompute because DG-Washington is not set to autocompute and DG-UnitedStates, which is
set will not detect any changes from DG-Washington.

Exclude what you do not require as soon as possible

If your Device Match rules create a large result set, consider excluding what you do not need as early as possible,
starting with the largest sets first. For example US Servers exclude West Coast Servers exclude Washington State
Servers is more efficient than US Servers exclude Washington State Servers exclude West Coast Servers.

Maintain exceptions separately

Keep it Smart: If there are exceptions (that is, a "denylist") of devices to exclude from a smart group, maintain a
separate denylist device group containing these devices rather than abandoning the rules and manually removing the
devices from the group. For example, when troubleshooting, or as bad actors emerge in the network, add them to the
denylist device group, and then add a rule to the end of your device match rules to exclude that device group from all
of your Smart device groups.

Negation is more costly on system performance

If you negate a rule type, the Conductor requires extra processing for every device in a device set. If you choose

to use negation in your Device Match Rules (DMRs), consider creating a separate Smart Device Group that stores
the result of the negation rule. You can then use this separate group in multiple Device Group Rules with increased
system performance.

Use more efficient rule types if possible

To construct Smart Device Groups that run as efficiently as possible, whenever possible, use device match rules for
device groups, Airwall Edge Services, and Airwall Gateway groups.

Disable unused rules

Remove or disable unused Smart Device Groups, or have auto-compute disabled until you plan on using them in
the future. If left active, they will continually process their rules and may impact performance if changes occur that
involve a large number of devices.

Create Airwall Edge Service groups

If you are managing a large number of Airwall Edge Services, you can create Airwall groups in the Conductor to
simplify administrative tasks.

Once you have Airwall groups, you act on them in groups:

* Reboot
* Update firmware
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* Install a hotfix
» Disable network communications

* Do Bulk Configuration of Airwall Edge Services on page 378 (you can also select individual Airwall Edge
Services for bulk editing)

Note: You can only add Airwall Edge Services to a group if you have permissions to edit them.

To create an Airwall groups:

1. Go to Airwalls.
2. Check each Airwall Edge Service you want to add to the group.
3. Inv2.2.8 and earlier, select Create Group.
In v2.2.10 and later, select Actions, then New group from selection.
4. Enter a name, description, and tags, and if it is for an Airwall Relay, check This group is an Airwall relay group.

5. If you want the group to have network communication disabled when it is created, under Network
communications, select Disabled.

6. Go to the Airwalls tab to add additional Airwall Edge Services.
7. Select Create.

See MAC address OUI (Manufacturer) Information for Devices

The MAC address OUI (organizationally unique identifier) column shows the manufacturer names for your devices,
determined from their MAC address.

1. In the Conductor, go to the Devices page and Devices tab.

2. Look at the OUI column in the Devices list, or open a device page and the OUI is shown under MAC address.
If the manufacturer list seems to be out of date, see Update the MAC address (OUI) (Manufacturer) List on page
484.

Search for or Sort Devices by MAC Address OUI (Manufacturer) Name

You can search for devices by the MAC address OUI identifying the manufacturer name for asset management.

Note: If you are not seeing some manufacturers, you may need to Update the MAC address (OUI)
(Manufacturer) List on page 484.

To search by manufacturer name
There are two ways to search by manufacturer name:

» In the ConductorSearch box at the top right, enter a manufacturer name. Select from the list of matching devices
that appears to open that device page.

* On the Devices page, in the Filter box, enter a manufacturer name. The Devices list is filtered to devices from
that manufacturer.

Note: Search finds the manufacturer's name in any field, so if the manufacturer name appears in other
areas, they will be included.

>

To sort by manufacturer name

On the Devices page, in the Devices list, click on the OUI column header to sort the list by manufacturer.

Manage Overlay Networks in Streamlined View

If you are a Network administrator using the streamlined view in the Conductor, the parts of the Conductor that you
do not have access are hidden so you can more easily navigate and manage your overlay networks. You can more
easily access your overlays and the devices, Device groups, and Airwall Edge Services in those overlays. Depending
on your permissions, you may also be able to see unmanaged Airwall Edge Services.
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Here's an example of the devices page in the streamlined view. Select a tile from the System stats to manage, or look
below for a list you can click to go to a specific page:

m

@ Pin items for quick access

4

Conductor health

ﬂ Airwall models B Overall system throughput B 8 hours B
System Data drive usage
Y @rx [1x [ |
Airwall-250gd 20% X
[ ] \ Temp drive usage
ses 100
Overlays
Y o Memory usage
)
y N Airwall-500 20% — - Airwall-Android 60% =
Load averages (1/5/15m)
Devices
=
—1
- - -y - - -
08:00 12:00

Device groups

o

Airwalls

System stats

Total Airwalls

5

Airwall ?ateways
online

2

Out of 2

Airwall agents
online

o)

Out of 3

Airwalls that can
be updated

2

Authenticated
Airwall sessions

0

Total devices

45

Devices Filter
Device name ~ Overlay IP
& 10.10.3.45 (©10.10.3.45

~

Sort by Name « Page 10f 1 « Items 1-45 of 45

Note: To check your permissions, select your profile icon (E) in the upper right, and selecting Preferences.
You can see your permissions under User permissions. For permissions help, contact a Conductor System

administrator.

Monitor Activity and Connections

Monitor activity and connections to your Airwall secure network with Conductor Event monitoring and alerting.

Roles All Administrators for the overlays they have access to.

If you are looking to troubleshoot connectivity, see Connection Troubleshooting on page 484.

Run Network Activity Reports

Run reports on different types of activity on your Airwall secure network.
You can create reports for the following network activity:

* Onboarding and offboarding of Airwall Edge Services or users
» Status of Airwall Edge Services or devices
» Conductor local or remote access
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Run report X

Report type

Airwall onboarding & offboarding
Airwall status

Device status

Conductor access

Remote session
l User onboarding & offboarding

Note: You can also check the status of an individual. See Check Status of People Onboarding on page
76.

To run a report, go to Visibility > Reports.

Select Run Report.

Select the type of report to run, and enter any options.
Select Run.

L=

The report you selected runs and then opens the report results.

View, Download, or Delete a Report
To view, download, or delete a report:

1. Go to Visibility > Reports.
2. In the list of Reports, find the report you want, and open the menu (click the down arrow on the right).

3. Select View, Download, or Delete.

You can also download or delete a report when viewing it.

Monitor Activity with Events and Alerts

Use Events Monitors and Conductor-generated Alerts to create triggers to collect, analyze, and signal events that help
you monitor activity and health of your Airwall secure network.

Roles All Administrators. As a network administrator, you
can view and manage event monitors and alerts for the
overlays you manage.

To check or set Alerts and Event Monitors, open the Visibility page, or click the Bell icon (that indicates if you have
alerts) in the upper right corner of the Conductor.

wconductor Dashboard Overlays Devices  Airwalls  Visibility People Search 43 ‘) ° &'

On the Alert notifications tab, you can view and take action on alerts.

On the Event Monitors and actions tab, you can create, edit, and view the event monitors you've created.

Visibility ?

Alert notifications  Insights  Event monitors and actions ~ Reports Show all alert levels ¢ Pending + || Filter
@ Bulk delete alerts...

Alert
o level Alerted at Monitorable Subject Message

O & info 7/27/20213:36 PM  temperediest's Airwall-Android Airwall provisioned and managed Airwall ‘temp: irwall-Android’ has been
provisioned and managed using an activation code.
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See and Manage Alerts
You can see and manage the alerts for overlays you have permission to see at Visibility>Alert notifications.

The Alert notifications tab shows both the default alerts from the Conductor, as well as the alerts set as actions for
triggers on the Event monitors and actions.

You can choose to view alerts, or acknowledge, delete, or both acknowledge and delete alerts.

* Acknowledge - When you acknowledge an alert, you acknowledge it for everyone who received that alert. You
can add a comment if desired. Other administrators will see the alert has been acknowledged.

* Delete - When you delete an alert, you are only deleting for yourself. Other administrators will still see the alert.

* Acknowledge and Delete - Do both.

To set which alerts send you emails, see Set your Email Alert Level on page 118.
Manage Alerts from the Visibility page

1. E
Click the Alerts icon to open the Alerts notifications tab with a list of alerts.

2. Check the box next to one or more alerts, then at the top of the table, select Alert actions, and select how to
handle the alert.

Best Practice:

* Acknowledge alerts to indicate that you have checked out the alert and done what is needed to handle it, so
other administrators know they do not need to.

» Delete alerts that are not ones you need to handle, or that you no longer need to see.

3. Alternately, you can select the drop down on any alert to view or manage the alert.
Manage Alerts from the Dashboard

1. On the Conductor Dashboard, you can see alerts under Notifications on the right sidebar under the Conductor
health section.

Search 2055 P & &+

4

Conductor health

Data drive usage
Temp drive usage
Memory usage

Load averages (1/5/15m)

12:00 13:00

Notifications

HIP tunnel is down
_Acorn
View Acknowledge

HIP tunnel is up
Acorn
View Acknowledge

4 HIP tunnel is down
Acorn

View Acknowledge

HIP tunnel is up
_Acorn
View Acknowledge

2. You can select View or Acknowledge to manage the alert from the Dashboard.

Set your Email Alert Level
Typically, you change your alert level temporarily for support, or to get more insight into what may be happening on
your network for troubleshooting. This setting controls the level (and therefore number) of alerts that trigger an email
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to you when it occurs. If you're a Conductor system administrator, you can also set the level for other Conductor
admins.

The default level is None.

In your Conductor profile, you can choose what level of alert triggers an email being sent to you. You can also set the
email address and subject prefix for the email.

1. Open the Profile menu E in the upper right, and select Preferences, or go to the People page and select yourself,

or, if you have permissions, select an existing person or Add a Person
2. Select Edit Settings.

3. Under Alert email trigger level, select the alert level to receive email notifications for: Info (everything),
Warning (Warnings and errors), or Error (Errors only).

4. Select Update Settings

Create an Event Monitor
Create event monitors to help you manage and maintain the health of your Airwall secure network.

Best Practice: Set up Event Monitors to alert when an Airwall Edge Service goes offline.

Some types, models, and versions of Airwall Edge Services do not support all of the monitors. For example, Airwall
Agents and Servers do not support remote monitors (ones that run on the Airwall Edge Service), but do support
monitors that run on the Conductor.

Note: If you select a group to monitor that contains Airwall Edge Services that do not support the monitor,
the monitor ignores the ones that do not support it, but will still trigger for the ones that do.

.
\J

1. Go to Visibility > Event monitors and actions.
2. Select New event monitor.
3. Select a Monitor type:

» Airwall online/offline
* Airwall reboot (Remote)
* Device discovered
* Health data
* HIP tunnel (Remote)
* HTTP GET (Remote)
* Intrusion prevention (Remote)
* Link failover (Remote)
* Ping devices (Remote)
* PingIP
» Traffic stats
* Viz device attribute
* Vizevent
4. Fill in the options for that type of event monitor, and then click Create.

5. On the Actions page, add actions that you'd like to happen for this monitor.

Best Practice: To make sure you are notified about an event, at a minimum, create an Alert Action for the
monitor and under Admins to receive this alert, add a people group for the Admins who should see the alert.
6. After adding each action, select Create to add it to the Action list.
7. When you're done adding actions, select Finish.

For information on permissions and alerts, see Set who sees Event Monitors on page 119.

Set who sees Event Monitors
Set who sees alerts and event monitors


https://webhelp.tempered.io/webhelp/content/topics/users_add.html
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Note: Make sure the people you are adding to an event monitor have permissions that allow them to see the
alert. See Understand People Roles (v2.2.13 and earlier) on page 60.

\J

You set who can see an event monitor when you create or edit it. The person or people group must also have
permissions to the overlay the monitor is set for.

Best Practice: When you create an Alert Action for the monitor, under Admins to receive this alert, add a people
group for the Admins in the overlay who should see the alert.

See Create an Event Monitor on page 119 for details.

Event Monitors and Alerts Reference
Descriptions of the Event Monitors and Alerts you can set in the Conductor.

See Also: Create an Event Monitor on page 119 and See and Manage Alerts on page 118.

Definitions

Monitorable objects: System objects that can be monitored by a particular
monitor. For example, an Airwall, Airwall group, device,
device group, or Visibility (in beta) source.

Event types: The reasons why a monitor is triggered. The “monitor
triggered” event type matches for any reason the monitor
was triggered. The “monitor resumed” event type only
applies to some monitors. It matches when a monitor
has left the state which caused it to trigger. For example,
a device’s ping stopped responding, but then it started
again.

Templated values: Data results from a monitored event that can be used
in the HTTP call monitor action.You can use these
values when integrating monitors with external services.
For example, you may want to make an HTTP call
that integrates a health data monitor looking at CPU
temperature for Airwall Gateways placed in the field.
When the temperature exceeds the threshold, it can
integrate with an external service to tell a technician
which Airwall Gateway exceeded the threshold and
what the temperature was. Available templated values
are different for each monitor. The monitored object.*
templated value indicates that any field in the API
response for that monitored object (be it Airwall or
device) can be inserted into the template.

Event Monitors
Descriptions of the event monitors you can set in the Conductor to monitor your Airwall secure network

Airwall online / offline

Detects when an Airwall Edge Service connects to or disconnects from the Conductor. An Airwall can only receive
configuration or policy changes while it is connected to the Conductor. This monitor is a proxy indicator for Airwall
health but does not explicitly indicate that the Airwall is able to connect with its peers. For more details about Airwall
to Airwall connectivity, see the HIP tunnel event monitor.

Monitorable objects: Airwall Edge Services (Airwall Gateways, Relays,
Servers, and Agents), Airwall Groups

Event types Airwall online, Airwall offline, monitor triggered
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Templated values: monitored object id, monitored object,
monitored object.*, initial time, status

Airwall reboot

Detects when and why an Airwall Edge Service rebooted.

Monitorable objects: Airwall Edge Services (Airwall Gateways, Relays,
Servers, and Agents), Airwall Groups

Event types: monitor triggered

Templated values: monitored object id, monitored object,
monitored object.*, initial time, reason

Device discovered

Detects when a new device was discovered on an Airwall Gateway.

Monitorable objects: Airwall Edge Services (Airwall Gateways, Relays,
Servers, and Agents), Airwall Groups

Event types: monitor triggered

Templated values: monitored object id, monitored object,
monitored object.*, initial time, device id, ip, mac

Health data

Monitors health data indicators (fields) such as free memory or CPU temperature. The monitor triggers an event if an
expected threshold is exceeded or within a range. For example, you can choose to monitor when the number of active
tunnels is >= 100. Not all indicators are supported by every Airwall Edge Service. To see if an indicator is supported
for a given Airwall Edge Service, go to the page for the Airwall Edge Service, and check Reporting > Health data.

Health data indicators: Memory free, CPU load, CPU temperature, active
tunnels, relay sessions, resident memory for HIP,
resident memory for the Conductor connection, average
CPU frequency.

Monitorable objects: Airwall Edge Services (Airwall Gateways, Relays,
Servers, and Agents), Airwall Groups

Event types: monitor triggered, monitor resumed

Templated values: monitored object id, monitored object,
monitored object.*, initial time, value

HIP tunnel

Detects when a HIP tunnel between two Airwall Edge Services goes up or down. This monitor can be filtered by
Airwall peer or the reason the tunnel went up or down.

Tunnel up / down reasons: Peer opened tunnel, data transmitted, auto-connect,
admin request, probe, peer closed tunnel, idle timeout,
identity updated, shutdown, incomplete tunnel creation,
relay revoked, HIP update packet timed out.
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Monitorable objects: Airwall Edge Services (Airwall Gateways, Relays,
Servers, and Agents)

Event types: tunnel up, tunnel down, monitor triggered

Templated values: monitored object id, monitored object,
monitored object.*, initial time, status, remote_peer id

HTTP GET

Makes HTTP GET requests to check the status of an HTTP server. The response code can be checked or a regex is
used against the body of the response. Useful to ensure that the HTTP healthcheck is up.

Monitorable objects: Airwall Edge Services (Airwall Gateways, Relays,
Servers, and Agents)

Event types: regex match failed, response code failed, monitor
triggered, monitor resumed

Templated values: monitored object id, monitored object,
monitored object.*, initial time, status, response_code,
error

Intrusion prevention

Runs an intrusion prevention monitor on the Airwall Edge Service to monitor a selected port group and detect
suspicious activity on the network. The monitor triggers events when the monitor matches traffic to the selected rule
set. If the monitor detects multiple instances of suspicious activity in one reporting interval, they are batched together
and sent as a single event to the Conductor. You can adjust the reporting frequency on the monitored Airwall Edge
Service to increase or decrease the rate of reporting monitored events to the Conductor.

Monitorable objects: Airwall Edge Services (Airwall Gateways, Relays,
Servers, and Agents)

Event types: info level event, warning level event, error level event,
monitor triggered

Templated values: monitored object id, monitored object,
monitored object.*, initial time

Link failover

Detects when an Airwall Edge Service has a link failover event.

Monitorable objects: Airwall Edge Services (Airwall Gateways, Relays,
Servers, and Agents), Airwall Groups

Event types: monitor triggered

Templated values: monitored object id, monitored object,
monitored object.*, initial time, old_link, new_link

Ping devices

Send a ping from Airwall Gateways to local devices. Detects when the ping fails or exceeds an indicated timeout.

Monitorable objects: devices, device groups
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Event types: timed out, round-trip time exceeded, no route to IP,
monitor triggered, monitor resumed

Templated values: monitored object id, monitored object,
monitored object.*, initial time, status, rtt

Ping IP
Send a ping from an Airwall Gateway to the indicated IP address. Detects when the ping fails or exceeds an indicated

timeout.

Monitorable objects: Airwall Edge Services (Airwall Gateways, Relays,
Servers, and Agents)

Event types: timed out, round-trip time exceeded, no route to IP,
monitor triggered, monitor resumed

Templated values: monitored object id, monitored object,
monitored object.*, initial time, status, rtt

Traffic stats

Detects overlay or underlay traffic on an Airwall Edge Service — sent, received, or both. Monitor triggers based on
thresholds set in the monitor.

Monitorable objects: Airwall Edge Services (Airwall Gateways, Relays,
Servers, and Agents), Airwall Groups

Event types: monitor triggered, monitor resumed

Templated values: monitored object id, monitored object,

monitored object.*, initial time, value

Event Actions
All event actions filter based on event types. For instance, you can choose to only get an alert for intrusion detection

events you’ve set at the warning or error level.

Alert

Receive an alert in the Conductor or email.

Alert level: Can be info, warning, or error. You can filter alerts based
on level and have only certain alert levels sent out in
email.

Show alert on dashboard: Disable if this alert should not be shown on the
dashboard

Admins to receive this alert: By default, all system administrators receive the alert.

Select specific people or people groups to restrict who
receives the alert.

Enable/Disable

Enable or disable the monitorable. For example, can be used to automatically disable Airwall Edge Services that have
triggered an error level intrusion detection.
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Apply this action to something other than the Apply the operation to something else
monitored object:

Operation to perform: Enable or disable

Target: What to apply the operation to.
HTTP call

Make an HTTP call. Can use templated values from the monitor to customize the call. Can be used to integrate
monitors with an external service.

URL / IP address: Server to make HTTP call against.

Body: HTTP body. Only applies to HTTP methods that can
have a body.

HTTP method: The HTTP method to use: GET, POST, PUT, PATCH, or
DELETE.

SSL verification: Verify the authenticity of the SSL cert for HTTPS
requests.

Headers: HTTP headers to include in requests. Headers are in the

format 'Content-Type:application/json’ (without quotation
marks) and comma-separated to include more than one.

Reboot

Reboot the monitorable.

Apply this action to something other than the Apply the operation to something else
monitored object:

Target: What to apply the operation to

Tag add/remove

Add or remove a tag or tags from the monitorable. May also be applied to system objects with a different tag.

Add: Tags to add

Remove: Tags to remove

Tag enable/disable

Enable and / or disable system objects with a tag. For example, all objects with the tag “tempered” can be enabled if
this action is performed.

Enable: Enable any system objects with these tags.
Disable: Disable any system objects with these tags.
Monitor Connections to your Airwall secure network

The Conductor has several ways to monitor the people, Airwall Edge Services, and devices that are connecting to
your Airwall secure network.
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Monitor Connections from the Dashboard

The graphs and System stats tiles on the Conductor dashboard give you several quick views into the status of your
Airwall secure network.

Note: Select a tile from System Stats to open up a more detailed view below under Navigation.

For more details, see The Conductor Dashboard on page 32.

Monitor and Manage Remote Sessions

1. In the Conductor, go to People.
2. Filter the people list, if desired.

3. In the People list, look at the clock icons at the end of the row. The clock icon shows by color the last time the
person signed in, and you can hover over it to see the time and date they last signed in:

Icon What it means

® In the last 24 hrs

In the last week

More than a week ago

Never

Ppm Note: If you see a plug icon, it is an indicator of the state of user onboarding. See Monitor User
Onboarding below for more details.

You can also open up the page for a person, and see their connected devices under People groups on the right. Click to
open up any connected Airwall Agent or Server (that you have permissions to see), and review or end a remote access
session.

* To review the remote access session, see the details in the Remote Access tile.
* To end the remote access session, select End remote access session.

Note: The Remote Access tile only appears when there is an active remote session.

Airwall agent - jbanks_mac

Airwall agent  Local devices  Reporting  Diagnostics Edit settings

Status Actions ~
Member of Overlay Airwall groups  Airwall relay
networks None rules Remote Access

& WFH-Corp breakathon ] )
orate-Access End remote access session

Joe Banksjbanks_mac
(Login: 07/08/2020 12:47 pm, Expires:
07/08/2020 1:47 pm, From: "

Online status * 192.168.0.6  (Source IP: 67.170.79.148) mbp")
Published IPs 192.168.0.6
Tags inside_sales x

Monitor User Onboarding Airwall Invitations and Activation Codes

Once you've sent out Airwall Invitations or started onboarding with Activation Codes, you can review which
activations have been accepted, are still active, or have expired.

1. In the Conductor, go to People.
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2. Filter the people list, if desired.

In the People list, look at the plug ¥ icons at the end of the row. The plug icon indicates the person has been sent
an activation codes or Airwall Invitation. Hover over the icon to see how many are active.:

Icon What it means

v If the plug is black, the person has unused, non-
expired activation codes or invites available.

If the plug is grey, the person has used all of their
activation codes or invites, or they've all expired.

No plug icon This person has not received
an activation code or invite.

Note: The clock icons are indicators of when a person last logged in. See Monitor and Manage Remote
Sessions above for more details.

Monitor Device Status

1. In the Conductor, go to Devices.
2. Filter the device list, if desired.

3. In the Device list, look at the clock icons next to the Overlay IP column. The clock icon shows by color the last
time the device was online. Hover over the icon to see the last time and date the device was active:

Icon What it means

Currently online
Dark Green (D Y

@ Has been online in the past

Has never been online

For more information on the icons you might see in the Conductor and what they mean, see Conductor Icon
Reference on page 35.

Visibility Insights

Update your Conductor and Airwall Edge Services

Update firmware and software, and maintain your Conductor and Airwall Edge Services.
You must be a System Administrator to apply firmware updates to the Conductor and Airwall Edge Services.

As an administrator, you deploy firmware updates to your Conductor and all Airwall Gateways from the Conductor,
or you can manually update the firmware on individual Airwall Gateways using diagnostic mode.

Manage Versions of Airwall Agents and Servers

As an administrator of an Airwall secure network, you can manage which versions of software the Airwall Agents
and Servers accessing your secure network use.

You do this by setting the version of Airwall Agents and Servers offered for people to install.

(] Important: This feature is deprecated in v3.1.1 and will be obsolete in v3.2.
°
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To set versions of Airwall Agents and Servers offered:

1. Log in to the Conductor with a system administrator account.

2. Go to Settings, Advanced.

3. Under Global Airwall Agent Settings, select Edit Settings.

4. Under Preferred Airwall agent version, select the version you prefer.

The version you selected is now automatically provided to people when you onboard them using Airwall Invitations,
Activation codes, or People Groups.

Update Conductor Firmware
How to update the firmware for an Airwall Conductor.

Roles System Administrators

Firmware downloads

Important: Before you roll out a Conductor firmware update, create, download, and archive a Conductor
. database backup. See Create a Conductor database backup on page 479.

If your Conductor has access to Tempered's release repository on the Internet, the latest firmware downloads for your
Conductor (and Airwall Edge Services) are automatically available on the Conductor Settings page. Otherwise, you
can download the software from Latest firmware and software on page 514 and upload it to your Conductor.

Update non-HA Conductor firmware

CAUTION: When you are updating firmware, stay on the page (do not navigate away or log out). If
something interrupts a Conductor firmware update (for example by a power outage), it may leave the
Conductor in a corrupted state.

1. Log in to the Conductor using a system administrator account.

2. Go to Settings > General Settings > Firmware Updates, and find the version you want.

Note: You can also download firmware from Latest firmware and software on page 514 and then
upload it to the Conductor.

.Q
3. For the update you want, select Download. The Conductor downloads the update to your Conductor.

Note: If you're uploading the firmware update, select Upload Firmware, select the Conductor firmware
file you downloaded, and then select Upload. Wait on that page until the upload is complete.

-0
4. When it completes, select Install to install the update.

Verify the firmware version under the Configuration section on the Settings page.

Update a Conductor HA pair

When upgrading a pair of HA Conductors, the sequence in which you perform the steps below between master and
standby is critical:

1. Download, but do not install, the new firmware to the current active Conductor 1.

2. Install the new firmware on the standby Conductor 2 first. When it finishes the update, it reboots and becomes an
active Conductor.

3. Install the new firmware on the now original active Conductor 1.
4. Last, demote the former standby Conductor 2 to the standby role

This table shows the sequence of the update.
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Step Conductor 1 Conductor 2

1 Active Standby

Download firmware to the current
active Conductor 1

Result: The HA pair synchronizes the firmware update so it is available on Conductor 2

2 Active Standby

Install the firmware update on
Conductor 2

Result: After the update, Conductor 2 reboots, and becomes active, so both Conductors are active. This prevents
replication from happening while you complete the update of the HA pair.

3 Active Active

Install the firmware update to
Conductor 1.

Result: Both Conductors are updated and both are active.

4 Active Active

Return Conductor 2 to the standby
role.

Result: The HA pair is updated with no interruptions to service, and return to normal operation.

Active Standby

Detailed instructions to update an HA pair
1. Log in to the active Conductor 1 using a system administrator account.

CAUTION: During the update process, stay connected to the Conductor, and do not navigate away from
the UI. Uploads and updates may take several minutes to complete. If the Conductor firmware update is
interrupted (for example by a power outage), it may leave the Conductor in a corrupted state.

2. Go to Settings > General Settings > Firmware Updates, open the version subtab, and find the Conductor update
you want to install.

3. To the right of the update, select Download. Stay on the page while it downloads.
4. Log out of the active Conductor, and log in to the standby.

5. Go to Settings > General Settings > Firmware Updates, and open the version subtab. The new firmware update
has synced from the active Conductor and should be listed in the Firmware Update section.

6. On the standby Conductor, for the update you want, select Install. Stay on the page until the installation
completes. After the update installs successfully, the standby Conductor reboots and becomes an active Conductor.

7. Log in to the original active Conductor 1, and go to Settings > General Settings > Firmware Updates.

8. Next to the update you want, again select Install. Stay on the page until the installation completes. After the
update installs successfully, the Conductor 1 reboots.

9. Log back in to the original standby Conductor 2 and go to Settings. In the Airwall Conductor high availability
section, select Edit Settings and then select Demote to standby.

Update Airwall Gateway firmware

Administrators can update the firmware for provisioned and managed Airwall Gateways directly from the Conductor.
You cannot update Airwall Gateways in the factory reset state — you must provision and manage them first.
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Roles System Administrators — Download and update

Network Administrators with permissions to the Airwall
Gateways — Update

You can update firmware on individual Airwall Edge Services or apply updates to groups.

@ CAUTION: To prevent data loss and potential corruption, it is critical that Airwall Gateways remain
powered on during the firmware update process. A loss of power during the firmware update process may
leave the Airwall Gateway in a corrupted state.

Note: During the update process, Airwall Gateways go offline for a few minutes as they install the firmware
’ update and then reboot. See the current state of any Airwall Gateway on the Airwall Edge Services page.

You can also manually updateAirwall Gateways not currently connected to a Conductor. For more information, refer
to your model's Product Guide.

Download Airwall Edge Services firmware updates

In v2.2.8 and later, the Conductor Settings page shows a list of the Firmware updates available for your Airwall
secure network, and makes it easy to download and install firmware updates.

Download firmware updates (v2.2.8 and later)

1. Log in to the Conductor with a system administrator account.

2. Go to Settings > General Settings.

3. Under Firmware updates, select Check for Updates. The Conductor displays the updates are available for your
Airwall Edge Services.

4. If you have more than one version available, select the tab for the version you want.

5. Find the firmware updates you want to apply, and select Download to download each update. When they finish
downloading, the Download links change to Install.

6. Select Install and check the boxes for the Airwall Edge Services to apply it to the next time they connect to your
Airwall secure network.

7. Select Apply to start the installation.
You can also update a group of Airwall Edge Services. For more information, see Update firmware for a group of

Airwall Edge Services on page 131.
Download firmware updates (v2.2.5 and earlier)

1. Download the relevant Airwall Gateway firmware files for your Airwall Gateway models, and save them on the
computer you use to access the Conductor.

2. Log in to the Conductor as a System Administrator.

3. Go to the Settings > General Settings, and click Upload firmware.

4. Select the Airwall Gateway firmware file and click Upload.

Update Airwall Gateway firmware

You can update the firmware for a single Airwall Gateway from the Airwalls page.

1. Go the Airwalls page.

2. For the Airwall Edge Service you want to update, open the Actions menu and select Update Firmware.
3. Select the version you want to install and then select Apply.



Apply Firmware Updates x

Click 'Apply' to update firmware for the following Airwalls

Model Airwall Current  Update available

Airwall-300v & 300Hv-5.30.72-DUT v2.2.12 .
iArsscondarsy 3.0.0 (Airwall-x86_64)

“»

Apply Cancel

\J

4. The installation process starts, and can take several minutes to complete.

© BHI@401304EA0858B29896  v3.0.0 HA primary

O 300Hv-5.20.72-SrcNAT-DUT  Airwall-x86_64 i 10.5.20.72 HA peer
© BHI@40130#CC3D6582DB85  v3.0.0 HA secondary

0O 300Hv-5.30.71-DUT Airwall-300v LD Admin: 172.16.101.37
© BHI@40130#1648CC7EDEAT  v2.2.12 HA primary

:': Firmware update: Installing

O 300Hv-5.30.72-DUT Airwall-300v * 10.5.30.7 HA peer

\J

Gateway.

& Enable transparent mode

X Disable network communications

< Replace...

£ Update firmware...
© Revoke

O Reboot

@© Check online
© Blink
&me o

| Manage Airwall™ | 130

: Note: If you are updating a virtual Airwall Gateway, and receive a message that the disk space is too low,
see Expand the Disk Size for a virtual Airwall Gateway on page 311.

Note: The Update firmware option is only available if there is a current update available for that Airwall

5. After the Airwall Gateway reboots, go to the Airwalls page, and verify that the new firmware version is displayed

in the Model column.
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Airwall edge services

Airwalls Airwall groups Airwall relay rules Airwall invitations
0 Airwall = Model Status
053DBECAAF3B Airwall-Android
. BHI@40130#053D8BECAAF3B v2.15
O 101820100070 Airwall-100g
& BHI@401304#10192010007D v2.1.4
0101920100080 Airwall-100g
& BHI@401304#101920100080 v2.2.8
101E201000CE Airwall-100e * 192.168.3.132
& BHI@40130#101E201000CE v2.2.8

Update firmware for a group of Airwall Edge Services
There are two ways to update firmware for multiple Airwall Edge Services at a time. One is to update using Airwall
groups, and the other is to update by firmware update package.

Roles System Administrators

Network Administrators with permissions to the Airwall
Gateways and Overlays

Update by Airwall group

1. Log in to the Conductor as a system administrator.

2. Open the Airwalls page and select Airwall groups.

3. Find the group you want to update, and from the Actions menu, select Update Firmware. The firmware update
process starts for all Airwall Edge Services in the group, and can take several minutes to complete and come back
online.

=
& Edit properties...
O Reboot
&% Update firmware...

£ Install hotfix...

N Disable network communications
© Check online

[l Remove group...

4. Complete the above steps for each group that requires the firmware update.

5. Once complete, go to the Airwalls page, and verify that the new firmware version is displayed for each updated
Airwall Edge Service.

Update by firmware update package

Log in as a system administrator to the Conductor.

Go to Settings > General Settings.

If you have more than one version available, under Firmware updates,select the tab for the version you want.
Find the firmware update you want to apply, and select Download to download the update.

When it is finished downloading, select Install.

A o

On the Apply Firmware Updates page, check the box next to the Airwall Edge Services you want to update.
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7. Select Apply. The firmware update process starts for all checked Airwall Edge Services, and can take several
minutes to complete and come back online.

Replace an Airwall Gateway
An Airwall Gateway that is a member of one or more overlay networks can be replaced by an unassigned Airwall
Gateway (that is, it is not a member of any overlay network).

Roles System Administrators

Network Administrators with permissions to the Airwall
Gateways and Overlays

On the Settings page, go to Licensing tab and grant provisioning requests for the new Airwall Edge Service.
On the Dashboard, or the Airwalls page, find the Airwall Edge Service you want to replace.
Open the drop-down to the right of the Airwall Edge Service you want to replace and select Replace.

Pl A

In the wizard, select the desired replacement Airwall Edge Service from the list of available replacements and
click Next.

Note: The wizard only lists unassigned Airwall Edge Services. If the replacement is still used in
any overlay networks, you need to remove it from all overlay networks before you can select it as a
replacement.

>

5. Ifyou are replacing an Airwall Gateway, check if your replacement Airwall Gateway meets the requirements to
transfer the port configuration:

* Must be port-compatible with the Airwall Gateway it is replacing. Airwall Gateway are port compatible if they
belong to the same model group (300x, 400x, etc.) and the replacement Airwall Gateway has at least as many
ports as those in use on the Airwall Gateway being replaced.

* Must not use any ports in underlay or HA port group configurations that are used in overlay port groups on the
Airwall Gateway being replaced.

* Must use the same number or fewer underlay port groups, and all ports used in those port groups are also used
as underlay ports on the Airwall Gateway being replaced.
*  Must be online.

6. SKkip to the last step if:

* You are not replacing an Airwall Gateway
* You do not want to replicate the port configuration.
*  Your replacement Airwall Gateway doesn't meet the requirements to replicate the port configuration.
7. If your replacement Airwall Gateway meets the requirements listed above and you want to replicate the
port configuration:
a) To transfer any static underlay IP configurations to the replacement, check Transfer underlay IP addresses.

b) If the Airwall Edge Service being replaced uses a public IP, check Transfer public IP addresses to transfer it
to the replacement.

¢) Initiate the port configuration transfer by selecting Transfer port configuration. The Conductor applies the
new port configuration to the replacement Airwall Gateway.

d) When you see the confirmation that the transfer completed successfully, select Next.

8. Select Finish to complete the replacement.

When the replacement is complete, the new Airwall Edge Service is configured with the same overlay network
membership, policy configurations, and user-specified information as the replaced Airwall Edge Service. A
replacement Airwall Gateway will also have the same port configuration if it met the requirements and you chose to
replicate them.

Move an Airwall Gateway to a Different Conductor

You can move an Airwall Gateway to a different Conductor by configuring the same Shared Airwall key between two
Conductors.
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1. On the old Conductor, in Settings > Orchestration settings, under Conductor Addresses, add the new
Conductor as if it was another address or hostname for the old Conductor. The new Conductor's address should be
the first one on the list.

2. Copy the old Conductor's Shared Airwall key from the box in the user interface.

Orchestration settings R :

Shared Airwall key @
47a96aabbaf6095a0c6ac3327bf6599da36a07c2fE

Conductor Addresses

Conductor port @

8096 P > 4

— _—

Airwall Conductor IP addresses or hostnames 4+ [JReplace Airwall URLs @

3. In the new Conductor, in Settings > Orchestration settings, under Shared Airwall key, set the Shared Airwall
key that was copied in the step above.

4. Reboot the Airwall Gateway from the user interface.
5. Leave the old Conductor on until all Airwall Gateways you want to move have connected to the new Conductor.

Note: As the moved Airwall Gateways connect to the new Conductor, they show up as unmanaged.

6. Shut off the old Conductor.

Back Up your Conductor and Airwall Edge Services

Back up your Conductor
Best practice is to back up your Conductor database on a regular basis.

1. In the Conductor, go to Settings, and open the Diagnostics tab.
2. Select Download Database Backup.
This backs up your Conductor database. To restore from a backup, see Restore your Conductor from a database

backup on page 133.

Restore your Conductor from a database backup

If there are unexpected side effects or changes or updates to your Conductor, you can restore it from a database
backup. A database backup restores everything except network configuration and SSL certificates. If you restore to
the same Conductor, your network configuration and SSL certificates are maintained. If you restore to a different
Conductor, it restores the database without changing the new Conductor's network and SSL configuration.

1. In the Conductor you want to restore, go to Settings, and open the Diagnostics tab.
2. Select Restore Database Backup.

This restores your Conductor database. To back up your database, see Back up your Conductor on page 133.

Back up Azure Airwall Gateway 300v

You can back up your Azure Airwall Gateway by taking a snapshot in the Conductor.

1. Open the Airwall Gateway that you want to take a snapshot of.
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2. On the Actions menu, open Cloud Operations, and select Snapshot.

_Conductor Dashboard  Overlays Devices  Ainwalls  People
© PR Tk cows

Airwall gateway - azure

Airwall gateway  Local devices  Ports  Reporting  Cloud  Diagnostics  Intrusion prevention
Status [ Enabled IR  Airwallrelay.
Member of Overlay networks Airwall groups Airwall relay rules

% Untitled network None Untitled Airwall relay rule

% Untitled network 2

Online status #% 204814591

O start

Published IPs 20.48145.91 > View detai O-siap
Snapshot
Tags -

Name azure
Location

Description

Hostname

uip

APIUUID @

Serial number

Model Airwall-300v

Firmware Version 2.2.8

Airwall-x86.

Installed at '3 pm
Identity This Airwall gateway uses a factory-supplied identity
Encryption AES-256-GCM

Advanced networkin

Edit settings

Actions ~

W Tags
R Disable network communications

& Cloud operations >
© Replace...

© Revoke

O Reboot

© Check online

The Conductor creates a Snapshot object in the same Azure resource group that your Airwall Gateway Virtual

Machine is in.

Public IP address
Network security group
Network interface
Network interface

Virtual machine

Snapshot

Disk

Canada Central

Canada Central

Canada Central

Canada Central

Canada Central

Canada Central

Canada Central

Restore an Azure Cloud Airwall Gateway

If you've backed up your Azure Cloud Airwall Gateway by creating a snapshot, this is how you restore it.

1. Create a new Azure resource group to store the restored Cloud Airwall Gateway.

2. In that resource group, create a Managed disk object that uses the Snapshot from your existing Airwall Gateway

as the source.

3. Next to Size, select Change size, and change the Storage type and Size of the disk based on your requirements by

selecting a disk size, and then selecting Ok.



4.

wn

=2

7.

= Microsoft Azure £ Search resources, services, and docs (G+/)

Create a managed disk

Basics  Encryption  Tags  Review + create

Select the disk type and size needed for your workload. Azure disks are designed for 99.999% availability. Azure managed disks
encrypt your data at rest, by default, using Storage Service Encryption.

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all
your resources.

Subscription *© @ Pay-As-You-Go

L

Resource group * @ 228restore

Disk details
Disk name * @
Region * @ (Canada) Canada Central
Availability zone None
Source type @ Snapshot
Source snapshot @

1024 GiB
Premium SSD

Select a disk size

ved through..
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Mnz: Sk

Make sure the resource group and the managed disk are in the same region as the original Airwall Gateway.

From the Azure Marketplace, start creating a new Managed Airwall Gateway.

Select your new resource group as the destination and continue to fill out the form as you would a normal

deployment.

= Microsoft Azure £ Search resources, services, and docs (G+/)

Create Tempered Airwall Appliance Managed v2.2

@ Validation Passed
TERMS

By clicking “Create", I (a) agree to the legal terms and privacy statement(s) associated with the Marketplace offering(s)
listed above; (b) authorize Microsoft to bill my current payment method for the fees associated with the offering(s), with
the same billing frequency as my Azure subscription; and (c) agree that Microsoft may share my contact, usage and
transactional information with the provider(s) of the offering(s) for support, billing and other transactional activities.
Microsoft does not provide rights for third-party offerings. See the for additional details

Basics
Pay-As-You-Go
AirwallRestore
North Europe

Virtual Machine settings

AirwallRestore:
Standard A2 v2
neto1
publicSubnet
10400724
protectedSubnet
10410724

ip01

Conductor Address

sample temperednetworks.com

temperedtest@outlook... @)
DEFAULT DIRECTORY &

Rather than finalizing the deployment, on the final screen, select Download a Template for Automation instead.

8. On the next screen, click the Download link in the upper left. You should get a .zip file with two .json files.
9. Unzip the files, and modify the template.json file as follows:

earlier

"storageProfile": {
"osDisk": {
"createOption": "attach",
"osType": "Linux",

a) Remove the osProfile properties portion of the template.
b) Change the storageProfile properties to the following, filling the values for the managed disk created
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"managedDisk": {

"id": "/subscriptions/{subscription id}/resourceGroups/
{resourcegroup name}/providers/Microsoft.Compute/disks/
{managed disk name}"

}
}
b

10. Create a new Azure Template.

Template deployment (deploy using custom templates)

Template deployment (deploy using custom templates)
Mi

Overview

anager templates enable you to

Useful Links

11. Select Build your own template in the editor, and copy the contents of template.json into the text field, and then
select Save.

ttemplate T Loadfle - Downioad

12. Select the Edit parameters at the top of the form and paste the contents of parameters.json into the displayed field
and select Save.

Custom deployment
D te

TEMPLATE

Customized template o

f— 8 resources Edit template Edit paramet... Learn more

Pay-As-You-Go
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Edit parameters

[LELR Download

13. Finalize the deployment and wait for it to complete.

14. Once the restored Airwall Gateway is deployed and communicating with Conductor, open that Airwall Gateway
in the Conductor, and on the Ports tab, update the Underlay NAT IP to match the new static IP object from the

deployment.

T ConduCtor omsoms o omis et e EE - > - -

© Pin items for quic

Airwall gateway - azure

Ports Update settings | Cancel

Port configuration

Ports

Port1 || Port2 Interfaces Assigned 1P address MAC MTU VLAN +
=port1 v 10.3.04/24 00:0d:3a:e8:c1:d9 1500

Port groups +

¥ Underlay group  (Underlay Port Group 1)

Name Interfaces Priority @ Failover group @
Underlay Port Group 1 [Port1} 4 0 Stand-alone

IP addresses + Type IP address (CIDR) @ Gateway DNS servers

DHCP * Pv4

Underlay IP (NAT) @

Publish IPs to Airwall Conductor

(CJEnable bypass @

Static routes +
None

» < (Overlay Port Group 1)

Conductor and Airwall Edge Service PCI Compliance

The Airwall Conductor and Airwall Edge Services are compliant with PCIDSS guidelines and Payment Card Industry
(PCI) data security standards. The Airwall Solution provides secure transport of logs, firewall rules creation and
reporting, retention of activity logs, and audit reporting of system configuration changes.

PCI Reporting is enabled by default. You can use it for both PCI compliance and for troubleshooting, as it records
when a change was made, who made it, and what the change was.

Note: When PCI Reporting is enabled, PCI logs are kept for 90 days.

To access PCl data in the Conductor
PCI data settings are in the Conductor under Settings > Advanced > Global Airwall settings:

* To enable or disable PCI reporting — Select Edit Settings, and change the setting for PCI Reporting support.
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* To see PCI reports — In the Global Airwall settings section, next to PCI Reporting, sclect Downloads to access
the PCI Report & References download page.

PCI Compliance Reports
PCI Compliance Reports allow you to see when a change was made, who made it, and what the change was.

Note: When PCI Reporting is enabled, PCI logs are kept for 90 days.

For instructions on how to access these reports, see Conductor and Airwall Edge Service PCI Compliance on page
137.

You can download these reports from the PCI Reports and References page. You can cross-reference the reference
ID in the User activity report with the IDs in each of the reference reports to get more details:

» User activity report — Contains when, what was changed, how it was changed (that is, modified, deleted, created,
etc), and who changed it. Use the reference ID to look up more details in the reference reports. Includes log ins to
the Conductor and authentication through an Airwall Agent or Server.

* Policy reference — Shows what policies are set, including the overlay the policy is in and the permissions between
devices. Gives you a reference for what things on your network can connect with each other.

* Device reference — Details for changes on Devices.

* Device group reference — Details for changes on Device groups.

» Airwall reference — Details for changes on Airwall Edge Services.

* Airwall group reference — Details for changes on Airwall groups.

* Overlay network reference — Details for changes on Overlays.

* Relay rule reference — Details for changes on relay rules.

* Tag reference — Details for changes on tags.

» User reference — Details for changes on users.

* People groups reference — Details for changes on people groups.

Set Up Intrusion Prevention

Use intrusion prevention to monitor your network for malicious activity and take action to prevent it. Complete the
following steps to enable intrusion prevention on an Airwall Gateway.

Note: Enabling intrusion prevention may reduce performance.

1. In the Conductor, go to Airwalls and select an Airwall Gateway.
2. Click Intrusion prevention.

Froquency

N LM VLT
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. Select Frequency between 1 minute and 10 minutes. Frequency is the rate at which batches of intrusion events are
sent to the Conductor.

Note: If multiple intrusions of the same type occur in the time frame, they are sent as a single event.

. Choose a Monitored port group.
. Enable or disable the required Ruleset(s):

* Browser rules: This category contains detection for vulnerabilities present in products that have the “Gecko”
engine (Firefox browser), Trident or Tasman engines (Internet Explorer browser), and the Webkit browser
engine (Apple’s Safari, Nokia, KDE, Webkit itself, etc.), along with rules for other engines and browser
plugins.

» Control protocol rules: This category is for rules that may indicate the presence of or vulnerabilities in
SCADA, SNMP, and RPC protocol traffic.

+ Exploit kit rules: This category is specifically tailored to detect exploit kit activity (related “post-
compromise” rules and rules relating to files that are dropped as result of visiting an exploit kit found in the
indicator rules and files rules categories).

 File rules: This category contains rules for vulnerabilities that are found inside of image files, Java files ( jar),
multimedia files (mp3, movies, wmv), files related to the Microsoft Office suite (Excel, PowerPoint, Word,
Visio, Access, Outlook, etc.).

* Indicator rules: This category contains rules that look for traffic to be used for the detection of a positively
compromised system or obfuscated content, and for markers of shellcode or indications of scanning in traffic.

* Mail protocol rules: This category is for rules that may indicated the presence of or vulnerabilities in IMAP,
NNTP, and POP traffic.

* Malware rules: This category contains rules for the detection of traffic destined to known listening backdoor
command channels, known malicious command and control activity for identified botnet traffic, tools that can
be considered malicious in nature, and other potential malware traffic.

* Operating system rules: This category contains rules that look for vulnerabilities in Linux, Solaris, Windows,
Mobile, and other related rules.

* Other protocol rules: This category is for rules that may indicated the presence of or vulnerabilities in ICMP,
Telnet, TFTP, VOIP, and other protocol traffic not covered in the mail and control protocol categories.

» Policy rules: This category contains rules that detect potential violations of policy for multimedia and social
media, and rules that may indicate the presence of spam along with other rules that may violate the end-users
corporate policy.

* PUA rules: This category deals with Potentially Unwanted Applications (PUA) that deal with adware,
spyware, p2p, toolbars installed on the client system, along with other PUAs.

» Server rules: This category deals with vulnerabilities in or attacks against Apache Web Server, Microsoft
IIS Web Server, Microsoft SQL Server, Oracle’s MySQL Server, Oracle’s DB Server, Samba’s Servers, mail
servers (Exchange, Courier), and other related rules.

* SQL rules: This category contains rules that detect SQL injection or the presence of other vulnerabilities
against SQL like servers.

. When you enable a ruleset, select an Action type:

o Alert

* Enable / Disable
 HTTP call

* Reboot

* Tagadd/remove
» Tag enable / disable

Note: For more on Action type, see Event Actions on page 123

. Fill in the required information and click Create.

. Add another action or click Finish.
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Deploy Airwall™

Successfully deploy and configure the Airwall solution and revolutionize security on your network. This deployment
information assumes you are familiar with basic networking concepts and have a good working knowledge of your
organization's hardware, software, and virtual products and services.

Get Started with the Airwall Solution

Tempered is on a mission to revolutionize security for a connected world. The Airwall Solution increases security,
reduces complexity, and dynamically handles changes on your network, simplifying how you manage your network.

You can instantly provision and revoke networking and security services with minimal, if any, modification to your
underlying network, applications, or infrastructure. Airwall helpThis guide contains information and instructions to
help you deploy, manage, and troubleshoot your Airwall Solution.

For a quick introduction to the Airwall Solution, check out Tempered's overview and demo Video Overview and
Demos on page 6.

Get Started using Conductor Help and Tutorials

The Conductor contains several tutorials to help you set up and configure a new Conductor, as well as use and
understand different features in the Conductor.

Open Airwall Help

Airwall Help is always available from the Conductor by going to the question mark in the upper right under the menu

pane.
—
w Conductor Dashboard  Overlays Devices Airwalls Visibility People Search ‘1 ‘) o & M
© 0-relay-Orly ¥ &10.10.3.45 &172.31.0.1 <
?
Airwall models 2 Overall system throughput 2 8 hours 2 Conductor health
Data drive usage
Other 4 Orx [J1x (
Airwall-100e : il
II-Mac 2 )
vall-Win Agent 64-bit 1% —56* o Airwall-Mac Temp drive usage
Airwall-250gd 2% -~ &
Airwall-Win 2% /@ -
Airwall-100g 2% /i w 20 . Memory usage
Airwall-110g 2% /4 ey . [
Airwall-75 v =
Airwall-Win client 3% | — Airwall-300v 179 . N Load averages (1/5/15m)
Airwall-75w 3 \ -
Aiwall-150 57 | n R B
Airwall-Win servef - 2\ \ Airwall-Linux server 1 il <H7 L H n
Airwall-i0S 69
Ao 2 S e .

8:00 12:00 1

Use the Dashboard Setup Progress Bar

If you are a system administrator, when you first sign in to a newly-created Conductor, by default the Dashboard
shows a Setup progress bar to walk you through configuring your Conductor. Select a step to get information and
assistance completing that step, as well as see your progress or go back and change the configuration.

S

You can hide the Setup progress bar by clicking the hide icon = You can show it again from your user preferences.
For help, see Show or Hide Conductor Setup progress on page 40.
Start a Tutorial

When there is a tutorial available for the page you are on, you can access it under the Conductor help icon, or from the
question mark on a page.
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Examples

* People groups tutorial — To access the tutorial on people groups, go to the People page, select the People groups
tab, and then click the question mark in the upper right to see the tutorials for the People groups tab:

—
w Dashboard Overlays Devices Airwalls Visibility People Search ‘1 ’) n ;'

@ 0-relay-Orly # &10.10.3.45 & 172.31.0.1 4

People ? Tutorials

People group intro

People People groups Show online help

+ New people group... = Other actions ~

* Create a new network tutorial - When creating a new overlay network, you can access the tutorial information
by selecting the question mark icon in the lower left:

Create New Network x

Manual network [ ] Network topology x

Start with an empty network to add devices and policy Create a new overlay network as

a simple mesh or hub and spoke
network to streamline setup. Or,
* create the network manually if
neither of these types works.
Choosing mesh or hub and spoke
doesn't prevent you from
] Mesh network evolving the overlay network as
Create a mesh network where all devices can communicate with all requirements change.
other devices You can also create a new
environment for a network
administrator to manage their
[CJ Network admin environment e own overlay network.
Invite a new network admin to create network policies in a simplified
environment

D Hub and spoke network
Create a hub and spoke network connecting many devices to a single
server

Okay

? >> Next Cancel

Start tutorial

Stop a Tutorial

To stop a tutorial, just select the X in the upper right corner or select Done.

What makes up an Airwall secure network?

Get an overview of what goes into creating an Airwall secure network, a virtual air-gap solution that ensures your
devices are completely invisible. You can secure and micro-segment network communication and remote access
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between devices at scale. The architecture also makes it possible to deploy and install an Airwall secure network over
your existing network.

In an Airwall secure network, devices are assigned a cryptographic identity using Host Identity Protocol (HIP) as
the sole criteria for network communications. By default, devices only communicate through the encrypted identity
framework, which means devices don’t even show up on a pen-test scan.

Rather than finding a metaphorical ‘locked door,’ there is no door to even knock on. From the perspective of a pen
tester or bad actor, the network is essentially invisible.

Here is a simplified view of an Airwall secure network:

Airwall
Secure & $egmented Access to Corporate & Conductor
Global Office Networks ) @
o Airwall
INTERNET L8] Agents
N A 176 A Remote
I ¥R ——= Employees
g8 Airwall | T
e Relay g
Corporate Corporate
DMZ ,. Offices
6— L] Applicatio
= H n :
Airwall Gateway as an — [J Servers
Agent Concentrator —

Airwall Agents, Servers, Gateways, and Relays, collectively Airwall Edge Services, are a collection of services that
allow you to connect and protect all of your things. The Airwall Conductor provides an intuitive interface for you to
manage your Airwall solution.

* Airwall Agent software protects and connects your employees mobile devices and laptops.

» Airwall Server software protects and connects your Windows and Linux servers.

» Airwall Gateways protect your devices - cameras, manufacturing, utility or hospital devices, and are available as
hardware, cloud, and virtual appliances.

» Airwall Relays connect all of your things together, regardless of the way they are connecting. They route
encrypted communications between all your ‘things’, without modifying the underlying network. Airwall Relays
can be hardware, cloud, or virtual as well.

» The Airwall Conductor is an interface that allows you to set up and manage all of the above Airwall products and
how they interact to create your Airwall secure network.

+ Airwall Overlays create the connections and trust policies between these Airwall Edge Services. When you build
an Overlay, you are connecting and establishing trust between two or more Airwall Edge Services.

More information on each of these is below.

Airwall Agents

Airwall Agents are software applications installed on devices (Windows, macOS, i0S, iPadOS, and Android) that
enable zero-trust network access (ZTNA) from anywhere in the world. By default, all communications are encrypted
end-to-end and multi-factor authenticated (MFA), enforcing a software-defined perimeter (SDP) at the distributed
edge.

Easily integrate user authentication with device-based authentication, overcoming much of the complexity associated
with extending directory services to include device-based trust. Explicitly allow or deny any device to securely
connect to a network, and also easily segment access by defining resources that a device or group of devices can
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access. Devices do not have the session constraints and are not restricted by the number of concurrent client-to-
resource encrypted sessions.

Airwall Servers

Airwall Servers support Windows Server and Linux, and behave much like Airwall Agents. They effectively make
servers invisible and only allow communication with authenticated and authorized endpoints (ZTNA). Air-gap servers
from unauthorized communication with a software-defined perimeter (SDP).

Airwall Gateways

Airwall Gateways protect ‘things’ downstream. They are deployed in front of devices or hosts that cannot protect
themselves. Examples include legacy systems and machines, or when customers are unable to install an Airwall
Agent or Server.

Physical Airwall Gateways, depending on the model, have built-in Ethernet, Wi-Fi, and Cellular (2G, 3G, 4G LTE
modems), as well as Serial-over IP for the flexible link connectivity options. You can also deploy virtual and cloud
Airwall Gateways.

Virtual Airwall Gateways use the 300v image and license. See Virtual Airwall Edge Services on page 147.

Airwall Relays

An Airwall Relay routes encrypted communications between all your ‘things’ across all of your networks. You can
use them to reduce network complexity and enable complete connectivity between every endpoint. An Airwall Relay
provides a private identity namespace that eliminates the need for public IP addresses and inbound firewall rules to
connect devices.

Instead of Layer 3 rules, network addresses, or traditional routing protocols to securely connect and route privately
addressed systems across networks, Airwall Relay relies on verifiable cryptographic identities to determine if a
connection is allowed, and forwards only authenticated and encrypted traffic to authorized endpoints. You can deploy
an Airwall Relay as a physical, virtual, or cloud device.

Airwall Conductor

The Conductor provides one centralized location for you to set up and manage Airwall products and create your
Airwall secure network:

» Set up, provision, license, and manage all Airwall Edge Services.

* Manage the devices protected by Airwall Edge Services.

» Connect and set up trust relationship policies between the Airwall Edge Services with Overlays. You define the
overlay network segments and systems that protected machines are allowed to access, as well as how they connect
on the LAN, WAN, and public Internet.

* Monitor and troubleshoot your Airwall secure network.

The Conductor enforces visibility and access policy based on unchanging cryptographic machine identities, not
network addresses that change and can be spoofed. It is not involved in the data that is exchanged between Airwall
Edge Services and the devices they protect.

Airwall Overlays

When you build an Overlay, you are connecting and establishing trust between two or more Airwall Edge Services.
Every endpoint in an Overlay knows the IP-layer state of its peers, and every peer maintains identity-based routing
tables. This policy-based approach helps any edge service establish the most direct route to a resource within an
Overlay.

The secured communications channels you create with an Overlay are encrypted HIP tunnels that allow trusted
devices to communicate securely with each other across the network. These communication channels are controlled
by the Airwall Edge Services deployed throughout the underlay and administered by the Conductor.
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Underlay

This is your existing network. Airwall Edge Services (Gateways, Agents, and Servers) and the Conductor connect to
the underlay over which you establish the Airwall secure network.

Airwall Gateway Hardware
Airwall Gateways provide cloaking, secure connectivity, identity-based routing, IP mobility, and micro, macro, as
well as cross- boundary segmentation enforcement all within the military-grade encrypted fabric.

They enforce the Airwall Conductor provisioning, de-provisioning, and revocation of trust of any managed IP
resource they protect. Airwall Gateways are currently available as hardware, virtual images for VMware ESXi and
Microsoft Hyper-V, or cloud-based for Amazon Web Services, Microsoft Azure, and Google Cloud.

Airwall Gateway 75 Series

The Airwall Gateway 75 is designed for medical devices, point of sale systems, and others like building automation
controls. It securely connects and protects those endpoints across all networks with little to no change to existing
infrastructure. The 75's unique overlay technology rides on top of any network, even ones you do not control,
eliminating the complexity, time, and cost associated with traditional networking and security methods. All protected
endpoints are cloaked and segmented by the Airwall Gateway and all data encrypted so endpoints cannot be
discovered or accessed by unauthorized devices, eliminating the network attack surface. The 75's plug and play design
makes universal connectivity and segmentation simple, fast, and cost-effective.

Airwall Gateway 100 Series

The Airwall Gateway 100 is a purpose-built industrial IoT edge gateway that makes connecting, collecting, and
protecting IoT endpoints and data extremely secure and remarkably simple to deploy and manage. The 100 requires
little to no change to existing infrastructure so you can rapidly join all SCADA, BACnet, and ICS endpoints to a
private and segmented overlay network in minutes. The 100 eliminates the complexity associated with traditional
network and security methods. All connected and protected devices are cloaked and can’t be discovered or reached by
unauthorized devices, eliminating the network attack surface. The 100's plug and play design, ruggedized hardware,
and optional cellular modem makes universal connectivity and segmentation across all networks simple, fast, and
extremely cost-effective.

Airwall Gateway 110 Series
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Introducing a complete refresh for the 100-series platform, with 4x the power, more ports, and future-proof for your
industrial / OT networks. Unlike the AW-100, the 110 will run all monitors, handle up to 6 HD streams, has more
storage and memory (thus less bugs and scalability problems in the field).

The Airwall Gateway 110 is a purpose-built industrial IoT edge gateway that makes connecting, collecting, and
protecting IoT endpoints and data extremely secure and remarkably simple to deploy and manage. The 110 requires
little to no change to existing infrastructure so you can rapidly join all SCADA, BACnet, and ICS endpoints to a
private and segmented overlay network in minutes. The 110 eliminates the complexity associated with traditional
network and security methods. All connected and protected devices are cloaked and cannot be discovered or reached
by unauthorized devices, eliminating the network attack surface. The 110's plug and play design, ruggedized
hardware, and optional cellular modem makes universal connectivity and segmentation across all networks simple,
fast, and extremely cost-effective.

Airwall Gateway 150 Series

I

e

The Airwall Gateway 150 is a cost-effective and ruggedized Industrial IoT edge gateway that delivers peer-to-peer
encrypted and segmented connectivity for machines anywhere in the world. It comes with PoE input, Serial-over-IP,
and optional cellular module with seamless failover between wired and cellular networks for high availability. The
150 is often deployed as a bump-in-the-wire for machines that cannot protect themselves, while being easily managed
with point-and-click policy configuration through the Conductor.

Airwall Gateway 250 Series
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The Airwall Gateway 250 is a ruggedized industrial [oT edge gateway that makes connecting, collecting, and
protecting ICS and SCADA systems and data extremely secure and remarkably simple to deploy and manage.

The Ethernet and SFP port dense design with PoE, dual cell modems, and link management eliminates the cost,
complexity, and availability limitations of deploying separate switches, VPNs, Firewalls, Cellular Routers, and APNs.

Deployment requires little to no change to existing infrastructure, so you can rapidly join all ICS and SCADA
systems to a private and segmented overlay network in minutes. The 250's unique overlay technology rides on top

of any network, even ones you don’t control, eliminating the complexity associated with traditional networking and
security methods. All protected endpoints are cloaked and segmented by the 250 with all data encrypted so endpoints
can’t be discovered or data accessed by unauthorized devices, eliminating the network attack surface. The 250's plug
and play design makes universal connectivity and segmentation across all networks simple, fast, and extremely cost-
effective.

Airwall Gateway 400 Series

The Airwall Gateway 400 is a 1U rack mounted unified secure networking appliance. Designed to support mission-
critical applications and servers throughout your organization, the 400 enables instant connectivity, cloaking,
segmentation, mobility, and failover, as well as the ability to disconnect any physical or virtual resource behind it
instantly. All communication from the 400 series is automatically AES 256 encrypted to any other Airwall Edge
Service within the fabric and is not limited by the number of concurrent virtual trust segments that can be established.

It’s the ideal choice for data center and enterprise network devices, machines or hosts that contain sensitive
information, like financial servers, HR applications, 3rd party web services, or any systems with personally
identifiable information (PII).

The 400 provides 8 Gigabit Ethernet ports and is configurable to meet SFP and 10G SFP+ requirements with the
option to configure high availability (HA) for seamless failover between 400 Series appliances.

Airwall Gateway 500 Series

O TEMPERED 11 7w o RK S

The Airwall Gateway 500 serves as a datacenter, campus, or plant services gateway that functions as either a hub or
aggregation point and makes connecting, collecting, and protecting thousands of endpoints and data extremely secure
and remarkably simple to deploy and manage.

The 500's high performance, port density, dual power, and optional FIPS and port expansion modules eliminate the
cost, complexity, and ineffectiveness of managing VPN, firewalls, VLANs, ACLs, and NAC for secure connectivity
and segmentation across any network. The 500 serves as the network boundary and security perimeter for its
protected endpoints. Its unique overlay technology rides on top of any network, even ones you do not control,
eliminating the complexity associated with traditional network and security methods. All connected devices behind
the 500 are cloaked and can’t be discovered or reached by unauthorized devices, eliminating the network attack
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surface. The plug and play design makes universal connectivity and segmentation across all networks simple, fast,
and extremely cost-effective.

Virtual Airwall Edge Services

The Airwall virtual Airwall Gateway is offered on multiple virtual platforms, including VMware ESXi and Microsoft
Hyper-V, if you prefer a virtual form factor as a cost-effective data center implementation or a solution where a
hardware-based Airwall Gateway may be impractical.

Airwall supports the following virtual platforms:

*  Windows Server Hyper-V 2012 or later
*  VMware ESXi version 5.0 or later

Virtual Airwall Gateways use the 300v image and license.

Cloud-Based Airwall Edge Services

Cloud Airwall Gateways are offered on multiple cloud platforms if you prefer a virtual cloud form factor as a cost-
effective data center implementation or a solution where a hardware-based Airwall Gateway may be impractical.

Airwall supports the following virtual platforms:

* Alibaba Cloud — See Alibaba Cloud — Set up an Airwall Gateway on page 315.

* Amazon Web Services — See Amazon Web Services — Set up an Airwall Gateway on page 320.
* Microsoft Azure-- See Microsoft Azure — Set up an Airwall Gateway on page 324.

* Google Cloud — See Google Cloud (GCP) — Set up an Airwall Gateway on page 334.

Airwall Agents and Airwall Servers

Airwall Agents and Airwall Servers are designed to provide desktops, laptops, and servers with encrypted access
from anywhere in the world, over any network. An Airwall Agent or Airwall Server protects the device on which it is
installed.

Airwall Agents (Windows, macOS, iOS, and Android)

A Airwall Agent enables granular remote access to the network resources for employees, contractors, and vendors,
without complex management of certificates, ACLs or IPSec tunnels.

Airwall Servers (Windows and Linux)

Serving as the network boundary and security perimeter for its protected workload, the Airwall Server can be
deployed with little no changes to existing infrastructure and eliminates the complexity associated with traditionally
separate network and security controls.

A workload protected by an Airwall Server can be cloaked and made undiscoverable by unauthorized systems.
Server access is then restricted to only other authenticated and authorized Airwall Edge Services connecting from any
network, significantly reducing the network attack surface.

Airwall Agents and Airwall Servers are a better alternative to virtual private networks

A virtual private network (VPN), while providing a host-to-network tunnel, lacks segmentation once authenticated
and inside the network. In contrast, an Airwall Agent or Airwall Server allows secure access to mutually-
authenticated and authorized machines only, making it easy to create private workgroups that are invisible and
inaccessible to others, even from clients that may have valid user or application credentials. This allows devices to be
logically segmented, connected, and protected in a manner that VPNs and firewalls cannot achieve.

Benefits
Universal Mobility: Instant Access and Revocation Granting and revoking Airwall Agent access to
from Anywhere individual resources on the network is simple and instant.

The security context and ability to connect clients to
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Seamless and Transparent Multi-Factor
Authentication (MFA)

Private Workgroup Networks: Protect Intellectual
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What's New by Version
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specific resources never changes, regardless of where a
user may be coming from — the LAN, WAN or Internet.
The result is access from anywhere in the world, without
the complexity and inflexibility of VPNs.

Automate user device access using Airwall Invitations
to create secure and segmented access to individual
resources, not entire networks. Provide email addresses,
and as users download and add their machines, they’ll
have access to only the specific systems they’re allowed
and cannot see or access others, even if those systems
reside on the same network. This significantly simplifies
the time-consuming and complex process of getting
people access to resources on the network.

Once the Airwall Agent is installed on a device, it now
has an immutable and unique machine identity. Unlike
port forwarding that enables arbitrary connections with
no requirement for authentication, Airwall Agents are
authenticated and authorized based on their trusted
machine identity before a peer-to-peer encrypted
connection is established and credentials used. User
authentication can now be easily integrated with
device-based authentication, overcoming much of the
complexity associated with attempts to extend directory
services to include device-based trust.

Our customers easily and quickly create overlay
networks to isolate and control access to critical systems.
For example, this includes controlling administrator
access to network and security infrastructure to eliminate
the threat of a hacker gaining access to those systems
through a system’s local management interface. Another
example is creating private workgroups for DevOps,
Executive, HR, and PCI teams to protect intellectual
property and sensitive data from being breached by
unauthorized machines with access to the same network.

Find out what new features have been introduced in each version.

What's New in 3.3.0

This version of the Airwall Solution includes several usability and functionality improvements that can simplify and
streamline the setup and diagnostics for an Airwall secure network.

Device group shows overlay networks

In the Conductor, the device groups page now shows overlay membership.

New and Improved Conductor Features
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Learn more —

New and Updated Help

In addition to the content added for new features linked above, here’s the new and updated content published since
our last major release:

New —

» Set Up Intrusion Prevention on page 138
» Enable HIP on Conductor on page 274

Updated —

» Set up Microsoft Azure as a cloud provider on page 434

* Set up Google Cloud as a cloud provider on page 438

* Setup Amazon Web Services (AWS) as a cloud provider on page 433

* Manually deploy a Conductor on the Google Cloud Platform (GCP) on page 219
* Google Cloud (GCP) — Set up an Airwall Gateway on page 334

* Create an Event Monitor on page 119

* Local Bypass on page 394

» Backhaul Bypass on page 395

* Run the Conductor as an Airwall Relay on page 354

» Configure Airwall Relay rules on page 353

What's New in 3.2.4
This version of the Airwall Solution includes several usability and functionality improvements that can simplify and
streamline the setup and diagnostics for an Airwall secure network.

Region Bypass

Use bypass regions to group and load-balance bypass gateways by region. A bypass region is configured by creating
aregion tag. Add the region tag (or tags) to one or more bypass egress gateways and to the Airwalls you want to use
with the region bypass egress gateways. See Region bypass on page 397 and Create a Tag on page 100.

Airwall Agent Conductor toggle
You can now toggle between Conductors in the Airwall Agent (macOS) without opening Configure box, see Connect
with an Apple (OSX and macOS) Airwall Agent on page 19.

Airwall AV3200g Installation Guide

There is now a specific installation guide for Airwall AV3200g, see Airwall Gateway AV3200g Hardware Installation
Guide on page 281.

Airwall AV3033 Installation Guide
There is now a specific installation guide for Airwall AV3033, see Airwall Gateway AV3033 Hardware Installation
Guide on page 284

New and Improved Conductor Features

Learn more —
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New and Updated Help

In addition to the content added for new features linked above, here’s the new and updated content published since
our last major release:

New —
* Region bypass on page 397

» Airwall Gateway AV3200g Hardware Installation Guide on page 281
* Airwall Gateway AV3033 Hardware Installation Guide on page 284

Updated —

* Airwall Gateway Hardware Installation Guide on page 276
» Airshell (airsh) Command Reference on page 362

* Create a Tag on page 100

* Add Interfaces to a Port on page 389

What's New in 3.1.0
This version of the Airwall Solution includes several usability and functionality improvements that can simplify and
streamline the setup and diagnostics for an Airwall secure network.

Tutorial and Help Improvements

*  What's new Tutorial — You can now see what’s new by running the Dashboard tutorial from the Conductor
Dashboard.

* Help links for a page — In addition to tutorials, you can now access more specific Airwall help content for a page
from the ? menu on most pages.

* Video overviews and demos — For video overviews and demos of the Airwall Solution, see Video Overview and
Demos on page 6.

New tools to troubleshoot connectivity issues

The Conductor Connectivity checker does a full analysis of the connectivity between two devices in your Airwall
secure network.

Learn more — Connectivity checker on page 486

Run Conductor as a Relay

For small- to moderate-sized Airwall secure networks, you can run your Conductor as a relay, rather than having a
separate Airwall Relay. Since Airwall Edge Services must all be able to reach the Conductor, using it as an Airwall
Relay simplifies your deployment. You must have both a Conductor and an Airwall Relay license to run your
Conductor as a relay.

Learn more — Run the Conductor as an Airwall Relay on page 354

Control Access with People Groups

Using people groups, you can control what the people in the group can see and use on the Conductor, including cloud
providers, Airwall Gateways, and Overlay networks and resources. You can also now see to which overlay networks
the people group has permissions.

Learn more — Customize People's Access to your Airwall secure network with People Groups on page 86

Airwall Gateway High Availability (HA) Heartbeat options

You now have a choice on how the Airwall Gateway HA heartbeat functions. When setting up an Airwall Gateway
HA pair, you can choose how to do the heartbeat between the two HA units. There are two options: LAN mode or
routed mode.
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Learn more — Configure High Availability Airwall Gateways (v2.2.8 and later) on page 399

Remote Airshell

For remote administration of Airwall Gateways, you can use Airshell to run diagnostic and configuration commands
from the Conductor.

Learn more — Run Airshell remotely from the Conductor on page 374

Airshell Additions and Improvements
The following commands and functionality have been added to Airshell:

+ nmap — (Network mapping support) Maps your network for discovery or security audits. Learn more: Do
network discovery and security audits in Airshell (nmap) on page 377
* table — See the table command at Airshell (airsh) Command Reference on page 362.

* conductor ping-—New conductor ping Airshell command for Airwall Gateways, Linux Airwall
Servers, and macOS Airwall Agents checks name resolution and performs TLS connection attempt with every
configured Conductor URI.

* status dnscache and status dnscache flush — For Airwall Gateways, dumps or flushes the DNS
cache.

* status threads — Reports CPU and memory usage of threads of major services running on an Airwall secure
network.

* status — Results now show information (revision hash and date) for the installed cellular firmware package.

Learn more — Airshell (airsh) Command Reference on page 362

Conductor and Airwall Edge Services Improvements
Navigation and Search
» Back Navigation — On most pages, you now have a link back to the original page. For example, from an Airwall

Edge Service page, you can select the back icon to get back to the list of Airwall Edge Services.

wconductor Dashboard Overlays Devices Airwalls Visibility People

© Pin items for quick access

22932EC655CC

No tags in use
Airwall gateway Local devices Ports Reporting Diagnostics Intrusion prevention HA
status

* Search by Expression — The Conductor now supports an alternative to full text search, searching by expressions
using the Conductor Query Language. Searching by expression is available in the search boxes on the Overlays,
Airwalls, Devices, People, and Dashboard pages. Learn more: Search by Expression with the Conductor Query
Language on page 45

* Device quick filter — The quick filter for devices is now also available on the Dashboard Devices list.
Overlay network graph

*  Multi-select — Select more than one item on the network graph by holding down the meta key for your platform
(Ctrl on Windows, or cmd on macOS) and clicking on multiple items. You can then use the context menu to
create a device group or remove the items from the network.

* Overlay Edit options — The network graph also now has Edit layout and Edit trust options.

* Create device group — You can now create a device group by using multi-select to select devices, then right-click
to create a device group.
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+ Airwall model information — When you hover over an Airwall Edge Service in the Airwall Edge Service
network graph, the graph now shows the Airwall Edge Service model.

Learn more: Add and remove device trust on page 427
Set a preference for your overlay networks view

Go to [your account] > Preferences and scroll down to the bottom. Toggle the Default overlay networks to
advanced view to show or hide the advanced view by default.

Learn more: Change My Conductor Preferences on page 30

Diagnostics and Monitoring Improvements

* Email failure alerts — When emails fail to send, the Conductor now shows alerts and records system events.

* Summary for check secure tunnels — There is now a summary for the Check secure tunnels Airwall Edge
Service diagnostic tool indicating the number of remote Airwall Edge Services and the number of active tunnels.

* Firmware Revision information — In the Conductor, on an Airwall Edge Service page, revision information is
shown on the main page below the Airwall Edge Service's firmware revision.

» Ping peer Airwalls — This diagnostic tool now indicates if traffic was conducted over a relay and which relay it
used.

* Airwall Relay diagnostics — Diagnostics > Airwall relay diagnostics on an Airwall Relay now shows the IP
addresses of the communicating Airwall Edge Services, as seen from the viewpoint of the relay.

» HIP tunnel stats — HIP tunnel stats now default to On, and are sent every 5 minutes for newly-connected Airwall
Edge Services that support the feature. Go to Airwall > Reporting > HIP tunnel stats to see how much traffic
you have over each tunnel.

* HIP tunnel event monitors — You can now configure a delay for actions on HIP tunnel event monitors, allowing
you to reduce noise for transient events (for example, an Airwall Edge Service that goes offline briefly). There
is also improved tracking and messaging around why a tunnel has closed. You can filter on the reasons a tunnel
closed so that event actions are not performed for certain reasons. For example, you may not want to alert when a
tunnel goes down due to an idle timeout (no traffic passed).

* More fields for Templated values in Event monitor actions - You can now use any data that is part of
the monitored object by adding it as a templated value. For example, in the HTTP call action, you could
use the Airwall Edge Service's name with "$ {monitored object.name}", or get a device's overlay IP with
"$ {monitored_object.overlay device ip}".

* PCI user activities — Now indicate if an action was performed via APIL.

Airwall Agents and Servers Improvements

* Linux — The Linux Airwall Server now supports traceroute from the Conductor diagnostic page when installed
and available. Looks for the presence of traceroute or tracepath. It also now remembers its state when you update
the firmware, and return to that state after the update (either active or inactive).

* Android — The Android Airwall Agent now restarts when you update the app, or if you restart the device while
the app service is running. You can also now ping devices on the Network page.

Deployment Improvements

* Cloud accounts — The Airwall Gateway detects the cloud accountid used during deployment and sends that
provider-specific value to the Conductor.

* Google Cloud — There is now a standalone Airwall Gateway deployment for Google Cloud.
» Device discovery — The Conductor now shows the time a device was discovered.

* Easier OpenID Connect integration troubleshooting — It is now easier to troubleshoot integrating your
Conductor with an OpenID Connect provider using Conductor Airshell and log following. Learn more: Integrate
Third-party Authentication with OpenID Connect on page 247
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Security and Privacy Updates

* New overlay network role for Network Administrators — The roles available for overlay permissions now
are viewer, user, or manager. For more information, see Edit people who can access an overlay network on page
419.

* New conductor ping airsh command for Airwall Gateways, and macOS and Linux Airwall Agents and
Servers — Checks name resolution and performs TLS connection attempt with every configured Conductor URI.
Learn more: Diagnostic commands on page 366

* Tag Ownership — With v3.1.0, the tag ownership rules have changed to be more restrictive by default. If a system
administrator creates a tag, by default, only system administrators can see or use them. If a network administrator
creates a tag, ownership defaults to only them or their people group, and system administrators. This change
allows you to have department or customer-specific tags that only members of specific people groups can see and
use. Learn more: Manage Tag Ownership on page 104

» Airwall Diagnostic permissions — Diagnostics now require a network admin to have edit permissions on the
Airwall Edge Service.

* Lock Airwall Edge Services — You can lock an Airwall Edge Service so only system administrators can edit it.
Learn more: Lock an Airwall Edge Service on page 94

* Login notifications — The Conductor notifies admins the first time a user logs in, and the Conductor also shows a
user’s last log in when they log in, including through OpenID Connect Third-party integrations.

Welcome back!
Last signed in at 05/02/2022 12:58
PM

Onboarding Improvements

* Delete Airwall Invitations — You can now delete Airwall Invitations, both in the Conductor, and from the API.

* Replace an Airwall Agent or Server — You can now send an Airwall Invitation from a specific Airwall Agent
or Server, and when the user activates the invitation, the Conductor automatically revokes and replaces the Airwall
Agent or Server from which you sent the Airwall Invitation.

* Device detection improvements — The device detection workflow (and the related dialog) have been updated to
streamline the onboarding process. The dialog now allows the user to detect devices and then, as they are detected,
update their names and IP, apply an overlay IP NAT from a NAT pool and add them directly to an overlay.

* Set an Airwall Gateway name using Airshell before provisioning — You can now check the Allow Airshell
to set name option when sending Airwall Invitations. When checked, you can use Airshell to set an Airwall
Gateway's name before using the activation code to provision and manage it. If you use the invitation for other
Airwall Edge Services, it is ignored.

* New options for user onboarding — When you onboard people using activation codes using either Airwall
Invitations or People group user onboarding, you can now set up these new options:

» User auth for remote sessions
» Airwall Agent's or Server's overlay device IP netmask
* Bypass Airwall Gateway

Logging Updates

* Per-Airwall logging — You can now configure remote syslog and overlay traffic logging per Airwall Edge
Service. Learn more: Set overlay traffic logging for an Airwall Gateway on page 422.

» Set global overlay traffic logging — Tech Preview You can now set overlay traffic logging globally for your
Airwall secure network on the page for an Airwall Gateway that supports it.

* Log rate limiting — The Conductor now rate limits log messages to 100 messages per second. You can examine
rate limiting details using the Airshell command: 1og status <hip|ebm2>. Learn more: Status Commands
on page 368.
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Airwall Relay Updates

Message rate limiting — An Airwall Relay now rate-limits "Relay missing client address" messages to once every 15
minutes per client.

New and Improved Conductor Features

Learn more —

New and Updated Help

In addition to the content added for new features linked above, here’s the new and updated content published since
our last major release:

New —

*  Move an Airwall Gateway to a Different Conductor on page 132

* Deploy a Conductor in Microsoft Hyper-V on page 231

* How to Update from Older Versions on page 515

» Airwall Agent or Server or Airwall Gateway using IPv6 has trouble connecting on page 489
» Event Monitors and Alerts Reference on page 120

* Auth0 Update does not affect OpenID Connect Integration on page 501

* U.S. Cellular Carrier Certifications on page 377

* 3G Sunset — Required Cellular Firmware Update for 110g on page 499

* Manage Airwall Edge Services from an Overlay on page 427

* Overlay Timelines on page 427

» Device page on page 417

» Seta Proxy Server on page 238

» Configure an authenticated Airwall Agent or Server session on page 384

+ Knowledge Base (KB) Articles on page 778 - 90 KB articles are now available in Airwall Help

Updated —

+ Step 1: Add Alibaba Cloud as a provider to your Conductor on page 315
* Microsoft Azure — Set up an Airwall Gateway on page 324 — Create Application
» Airshell (airsh) Command Reference on page 362

* Install a Custom CA Certificate Chain on page 239

+ Put an Airwall Gateway into diagnostic mode on page 478

» Put the Conductor into diagnostic mode on page 477

» Backhaul Bypass on page 395

» Search in the Conductor on page 44

» Edit people who can access an overlay network on page 419

» See Airwall Edge Service Information and Status on page 95

» Security Notices on page 498

What's New in 3.0.0
This version of the Airwall Solution includes several usability and functionality improvements that can simplify and
streamline the setup and administration of an Airwall secure network.

Add Trust Policy using Drag-and-drop

You can now add and remove trust between devices on an overlay visually, or through context menus on a graph.
Changes to trust on the graph are reflected on the Devices tab.
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Learn more — Add and remove device trust on page 427

Backhaul Bypass

You can designate an Airwall Gateway as a bypass egress and then point other Airwall Gateways at it so they can
reach bypass destinations through the designated bypass egress Airwall Gateway.

Learn more — Backhaul Bypass on page 395

Bulk Editing of People and People Groups

You can add many local users to the Conductor at one time by importing them in bulk. You export a .csv file as a
template or with current users, and then import to add people to the Conductor in one step.

Learn more —

» Import people using a CSV file on page 61
* Remove people in bulk on page 63

Customized Permissions for System and Network Administrators

You can fine tune permissions for system and network administrators, giving you finer control over permissions on
your network.

Learn more — Customize Permissions for System and Network Administrators on page 56

Streamlined Conductor View for Network Administrators

One of the custom permissions you can set for Network administrators provides them with a streamlined view that
can simplify their workflow. Network administrators using the streamlined view can manage their overlays, and the
devices, Device groups, and Airwall Edge Services in them.

Learn more — Set a Streamlined View for a Network Administrator on page 58

Reports
You can now run reports on different types of network activity on your Airwall secure network, including:

* Onboarding and offboarding of Airwall Edge Services or people
» Status of Airwall Edge Services or devices
» Conductor local or remote access

Learn more — Run Network Activity Reports on page 116

Monitors and Alerts
This version includes the following additions:

* CPU Frequency — The Airwall health data monitors can now monitor CPU frequency.

* Details for Intrusion prevention — Intrusion prevention alerts now indicate which devices are the source or
destination of the alert where possible.

Conductor Customization

You can customize the Conductor login screen and emails sent from the Conductor for your business. Here's what you
can customize:

* Conductor login screen — Add your company logo, and change the background colors and favicon.

* Conductor emails — Add your company logo and change the text color. You can also customize the subject line
and add a note from the administrator when sending Airwall Invitations.

Learn more —
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* Customize the Conductor on page 40
* Customize the Conductor Login page on page 40
» Customize Conductor emails on page 42

Disconnected Mode

Reduce the traffic from Airwall Agents and Servers connecting to your Conductor by setting up Disconnected mode.
In Disconnected mode, Airwall Agents and Servers connect to your Conductor at intervals — between 10 minutes and
12 hours (720 minutes) — to get updates when people are not actively using the connection.

By reducing the traffic on your Conductor, Disconnected mode allows you to improve performance and scalability
of your Airwall secure network. In v3.0, Disconnected mode is supported by the v3.0 Android, Linux, and macOS
Airwall Agents and Servers.

Learn more —

* Disconnected Mode — Reduce Conductor traffic from Airwall Agents and Servers on page 99
* Sync an Airwall Agent or Server in Disconnected Mode on page 29

Airwall Invitations
This version includes several enhancements to Airwall Invitations:

*  When you're creating People groups with user onboarding enabled, you now have the option to send email to
users when they get an activation code in the system. The email provides instructions on how to download an
Airwall Agent and connect it to the Conductor.

* The email sent with Airwall Invitations has more options for customization. See Conductor Customization
above.

» Airwall Invitations can now be used to give activation codes to existing users in addition to sending them to an
email address or bulk downloading them. See the Airwalls > New Airwall invitations.

* The naming schema for Airwall Invitations can now include the hostname of the connecting Airwall Edge Service.

* You can now include the hostname of the connecting Airwall Edge Service when naming devices connecting
using Airwall Invitations.

Learn more — Walkthrough - Onboard people to your Airwall secure network with User Authentication on page
83

Linux Airwall Server
This version includes these additions to the Linux Airwall Server:

* DockerHub deployment — The Linux Airwall Server can now be deployed in a container from DockerHub using
Ubuntul8 and CentOSS8. For additional example Dockerfiles, contact Customer Success at Customer Success.

* Supports Airshell — The Linux Airwall Server now has the Airshell command-line utility. To start it, type sudo
airsh (rootuser) or sudo airwall -s

* Ping from port groups — The ping function can now ping from the underlay or overlay port groups.
* Firmware updates — The Linux Airwall Server can now be updated from the Conductor.

Learn more —

» Connect with a Linux Airwall Server on page 26
* Linux Airwall Server Airshell commands on page 372

Conductor Tutorials and Help

The Conductor now contains several tutorials to help you set up and configure a new Conductor, as well as use and
understand different features in the Conductor. You can also directly access Airwall help from the Conductor:


https://hub.docker.com/u/tempered
mailto:support@tempered.io
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Learn more —

* Get Started using Conductor Help and Tutorials on page 140
» Show or Hide Conductor Setup progress on page 40

Licensing Updates
In v3.0, the following licenses have been changed:

» The Airwall Gateway 100V is no longer available
* You no longer need a separate license for port mirroring

Manage failover between underlay port groups

The Link Manager that Conductor uses to manage port failover groups has been improved. The following has been
updated:

* You can now set port group link auto-repair globally per Airwall Gateway.
* You can now manage underlay links independently by traffic type.

*  When you set up link failover groups, you can now require all pings to be successful if multiple ping destinations
are assigned.

Learn more — Manage Failover between Underlay Port Groups on page 391

APl Updates
The following updates and improvements have been made to the API:

* Pagination is turned on by default in 3.0 for all index endpoints, which may affect existing scripts. Enabling
pagination helps scale Conductor capacity. If you need to preserve existing behavior, add a query parameter for
pagination=false to any index API endpoints you are using.

» The API for Airwall Invitations now includes new invitation methods: email invites, download multiple
activation codes, apply an invite to an existing person, or download a reusable invitation. The documentation has
also been updated.

* People reference now includes person_group_ ids and overlay network ids.
* Person groups reference now includes user onboarding configuration information.

Terraform Deployment Support

This version contains Terraform deployment support for Conductors, Airwall Gateways, and Linux Airwall Servers
for all supported Cloud Providers. For example plans, please contact Customer Success at Customer Success.

New and Improved Conductor Features

Dashboard The Dashboard now includes a Provisioning tab where
you can see and manage all provisioning requests.

General There is now infinite scrolling for lists on most pages,
and streamlined inline editing, including direct editing of
names and tags at the top on most pages.


mailto:support@tempered.io
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Devices page This page has been simplified, and provides more details
on device conflicts to help you troubleshoot.

People page Administrators can now view the Airwalls owned by a
person from the person details page.

Settings The Conductor Settings page has been streamlined and
reorganized to make it easier to find the settings you
want.

New Airwall Agent user authentication settings New settings allow you to automate assigning an Airwall

Agent owner: Require owner for Airwall Agent
authorization and Auto-assign Airwall agent owner on
login.

Replacing Airwalls You now have the option to revoke, or both revoke and
delete, a source Airwall Edge Service after replacing.
Replaced Airwall Edge Services that are not deleted are
named "<old name (Replaced by UID of replacement)>"
to make them easier to find.

Diagnostic Tools on the Standby Conductor You can now use diagnostic tools on a Standby
Conductor.

Better CA certificate replacement and removal When you replace your CA certificates, any Airwall

handling Gateways with custom certs installed now check their

cert against the new CA. If they cannot be verified, the
cert is removed so the Airwall Gateway does not lose
access to the Conductor. If the CA is removed entirely,
all customer certs are also removed.

Learn more —

» The Conductor Dashboard on page 32
» Configure Authentication Options on page 242

New and Updated Help

In addition to the content added for new features linked above, here’s the new and updated content published since
our last major release:

New —

* Expand the Disk Size for a virtual Airwall Gateway on page 311
» Airwall Gateway 75 Installation Guide (PDF)

Updated —

»  Walkthrough - Onboard people to your Airwall secure network with User Authentication on page 83
» Configure Port Groups with Airshell on page 376

» Set up Conductor high availability on page 269

* Manage devices dynamically with Smart Device Groups on page 105

» Configuring a Conductor IP, Friendly URL, or Port on page 236

* Understand People Roles and Permissions on page 58

» Configure Conductor Remote Logging on page 273

» Enable DNS lookup for bypass destinations on page 398

* Monitor Activity and Connections on page 116

» Integrate Third-party Authentication with OpenID Connect on page 247

» Airwall Gateway Airshell Console Commands - airsh - New conf model command


content/PDFs/Tempered_Airwall_75_Installation_Guide.pdf
https://webhelp.tempered.io/webhelp/content/topics/aw_airsh_cmd.html
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What's New in 2.2.13
Here are the new features and enhancements in this version.

New and Improved Conductor Features

Port mirroring Airwall Gateways configured with port mirroring now

show mirrored status in list and status views.

%" Port mirroring

DEV-15399

OpenID Connect OpenlD Connect tokens are now included in the webapp
log at the debug level to assist with integration.

User Preferences The Conductor now remembers user page size settings
across sessions, browsers, and computers.

Underlay Network view This view now visually separates the different underlay
IPs to show their ping statuses, RTT, and count as they
are being pinged.

Device name now shown on Overlay and Device pages If you set a name for a device in an Airwall Agent or
Server, it is now shown on the Overlays and Devices
pages in the Conductor.

CPU Graph Changes Starting with 2.2.12, the CPU graph on an Airwall
Gateway Reporting page now shows CPU percentage,
not the previously-shown CPU load average. The CPU
percentage graph shows the percentage of CPU capacity
being used on the Airwall Gateway over time.

New and Updated Help

In addition to the content added for new features linked above, here’s the new and updated content published since
our last major release:

New —

» Diagrams for Port Mirroring
» Virtual Airwall Edge Services

Updated —

* How Airwall Licensing Works on page 191

» Set up a virtual Airwall Gateway in VMware ESX/ESXi on page 306

» Set up a virtual Airwall Gateway in Microsoft Hyper-V on page 308

* Alibaba Cloud — Set up an Airwall Gateway on page 315

* Amazon Web Services — Set up an Airwall Gateway on page 320

* Microsoft Azure — Set up an Airwall Gateway on page 324

* Google Cloud (GCP) — Set up an Airwall Gateway on page 334

» Airwall Gateway Airshell Console Commands - airsh - New conf model command
»  Mirror Traffic to a Dedicated Port

What's New in 2.2.12
Here are the new features and enhancements in this version.

Licensing Changes

* Port mirroring now requires an add-on license for any Airwall Gateway acting as a Mirror Source


https://webhelp.tempered.io/webhelp/content/topics/port_mirror_diagram.html
https://webhelp.tempered.io/webhelp/content/topics/over_hipservices_virtual.html
https://webhelp.tempered.io/webhelp/content/topics/aw_airsh_cmd.html
https://webhelp.tempered.io/webhelp/content/topics/port_mirror_span.html
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» Licensing page changes:

* Licenses are now paginated as needed.
* Vouchers are automatically consolidated

Airwall Servers for Raspbian and Ubuntu ARM64

You can now get an Airwall Server that runs on Raspbian or Ubuntu ARM. For installation information, see Raspbian
and RPi4/Ubuntu ARM64 — Install the Airwall Server on page 12.

Platform End of Life for 100 Series Appliances

Tempered announces the End of Life schedule for the HIPswitch 100 series platforms. For more information and a
schedule, see Platform end-of-life for Airwall Gateway/ HIPswitch 100 series on page 505.

New and Improved Conductor Features

Port mirroring Airwall Gateways configured with port mirroring now
show mirrored status in list and status views.

%" Port mirroring

DEV-15399

OpenID Connect OpenlID Connect tokens are now included in the webapp
log at the debug level to assist with integration.

User Preferences The Conductor now remembers user page size settings
across sessions, browsers, and computers.

Underlay Network view This view now visually separates the different underlay
IPs to show their ping statuses, RTT, and count as they
are being pinged.

Device name now shown on Overlay and Device pages If you set a name for a device in an Airwall Agent or
Server, it is now shown on the Overlays and Devices
pages in the Conductor.

CPU Graph Changes Starting with 2.2.12, the CPU graph on an Airwall
Gateway Reporting page now shows CPU percentage,
not the previously-shown CPU load average. The CPU
percentage graph shows the percentage of CPU capacity
being used on the Airwall Gateway over time.

New and Updated Help

In addition to the content added for new features linked above, here’s the new and updated content published since
our last major release:

New —

» Diagrams for Port Mirroring
* Virtual Airwall Edge Services

Updated —

* How Airwall Licensing Works on page 191

» Setup a virtual Airwall Gateway in VMware ESX/ESXi on page 306
» Setup a virtual Airwall Gateway in Microsoft Hyper-V on page 308
» Alibaba Cloud — Set up an Airwall Gateway on page 315

* Amazon Web Services — Set up an Airwall Gateway on page 320


https://webhelp.tempered.io/webhelp/content/topics/port_mirror_diagram.html
https://webhelp.tempered.io/webhelp/content/topics/over_hipservices_virtual.html
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* Microsoft Azure — Set up an Airwall Gateway on page 324

* Google Cloud (GCP) — Set up an Airwall Gateway on page 334

* Airwall Gateway Airshell Console Commands - airsh - New conf model command
* Mirror Traffic to a Dedicated Port

What's New in 2.2.11
Here are the new features and enhancements in this version.

Mirror network traffic for Packet Analyzers

You can now mirror network traffic to packet analyzer/visibility tools (like Nozomi or Wireshark) to see what’s going
on in your Airwall secure network.

See more: Mirror traffic from your Airwall Gateways to a packet analyzer tool on page 457

Assign Separate DNS Servers to Airwall Agents and Servers

If you need Airwall Agents and Servers to use different DNS servers, you can assign different DNS servers on an
Overlay or individually for Airwall Agents and Servers that support it.

See more: Assign Separate DNS Servers to Airwall Agents and Servers on page 349

Preview - Airwall Visibility Connector

The Airwall Visibility Connector gives you a dynamic L4 view into the health and status of your Airwall secure
network. You can explore many pre-computed reports in the Conductor, and can integrate other threat detection
platforms. When configured, the Conductor continuously learns from these external systems, and can report or
respond to threats as they are detected.

vf (all_nonoise) by src vf (all_nonoise) by dst vf (all_nonoise) by src_sld vf (all_nonoise) by dst_sid

vf (all_nonoise) by dst -

Total bytes

Direction

Protocol

Contact Customer Success at Customer Success if you would like to preview this feature. A future version will
expose the full feature with appropriate documentation, training, and platform options.

Raspberry Pi Airwall Agent

You can now get an Airwall Agent that runs on Raspberry Pi. For information, see .

Platform End of Life for 100 Series Appliances

Tempered announces the End of Life schedule for the HIPswitch 100 series platforms. For more information and a
schedule, see Platform end-of-life for Airwall Gateway/ HIPswitch 100 series on page 505.


https://webhelp.tempered.io/webhelp/content/topics/aw_airsh_cmd.html
https://webhelp.tempered.io/webhelp/content/topics/port_mirror_span.html
mailto:support@tempered.io
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Tempered has a new site for our product Knowledge Base articles and support. Update your links!

* New Link to open a Support ticket: https://www.tempered.io/support/supportReq.html

New and Improved Conductor Features

Update macOS Airwall Agents from the Conductor

Clear Recent events on the Dashboard

New Notes field on Airwall Edge Service pages

Conductor theme now follows you

Failover groups improvement

OpenID Connect improvement

Conductor Certificate Expiration reminders

In v2.2.11, the macOS Airwall Agent introduces the
ability to update from a Conductor package. For those
running v2.2.10, upgrade one last time manually, with:

sudo installer -pkg /path/to/
Airwall-Mac 2.2.11.xxxx.pkg -
target /

You can then update future versions from a Conductor
update package.

DEV-14804

On the Dashboard System navigation, you can clear

all events by selecting the Dismiss events icon ™
DEV-15157
Recent events
New Airwall online New provisioning request New provisioning request New provisioning re
71025 82 7A9BBE687739 138B 52 0€
Airwal Airwal 00 Airwa V air
View Manage View View Airwall-Linux

View

There is now a place where administrators can add notes
on Airwall Edge Service pages: pgv-i5111

Airwall gateway - 10192010007D

Airwall gateway ~ Local devices ~ Ports  Reporting  Diagnostics

Status

Member of Overlay networks Airwall groups Airwall relay rules
None & HSG-all-non-relay o 0-all-to-all

Online status

Published IPs 166.167.45.227

Tags

Name
Location
Description

Notes

Your Conductor theme is now saved across computers
and browsers. DEV-15022

Failover groups now start with an initial likely selection
for underlay link failover configuration. pgy.14900

OpenlD Connect now supports Azure Active Directory
(AD). pEV-14864
When a Conductor certificate is near expiration (1 month

+ 1 week), you get an event and a tag on the cert info
that warns you of the upcoming expiration. On the day of


https://tempered.force.com/TemperedSupportCenter/s/contactsupport

Download a CSV with Licensing and Airwall Data

Access Windows Date Selection improvements

Airshell Improvements

Alert Improvements

Diagnostic Mode Improvements

API Improvements

New and Updated Help
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expiration, you get an alert, event, and a tag telling you
the certificate has expired. pgy.15160

You can download all licensing and Airwall data in
CSV format from Settings > Licensing. This data can
be helpful in ensuring your Conductor vouchers are
correctly renewed. pgv.-14869

The way you choose dates for Access windows has been
improved. pgv-14649

You can now save your network configuration when
doing a factory reset using the keep-networking option.
See Airshell (airsh) Command Reference on page 362.

DEV-14465

Intrusion prevention alerts now indicate which devices
are the source or destination of the alert where possible.
These alerts are in Conductor alerts and indicated by the
ID in the event data from the API pgy.14502, and snort
metadata will be included in the API. pgy.-14490

+ Diagnostic Report Addition — The Diagnostic report
now includes policy-based routing rules and IPv6
routes. pgv-14720

* Return to Diag mode after a hotfix — When applying
a hotfix that does not require reboot, when the hotfix
is complete you get an option to return to Diag mode.
DEV-14582

* API tracks when changes happened — The Conductor
API now serializes when many resources were
created and updated, and includes These changes
make it easier to see when resources were added or
have changed from the APL. pgy.14962

* New API endpoints — New API endpoints show
history of Airwall Edge Services being managed
and revoked pgvy.15113, and returns a list of devices
that each device has policy to and what overlays the
policies are in DEV-14717-

» Date time/NTP settings — The API now allows
updating of Date time/NTP settings. pgv-14716

In addition to the content added for new features linked above, here’s the new and updated content published since

our last major release:
New —

» Configure an Underlay Port Failover Group
* Best Practices for Underlay Port Failover Groups

Updated —

* Seamless Bypass
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Introducing our new free offering — Airwall Teams

Airwall Teams allows you to build truly private system-to-system networks—that span public, private, cloud, and
mobile networks using an intuitive graphical interface - just draw lines between devices you want to connect. Airwall
Teams replaces and expands on our Airnet platform.

What's New in 2.2.10
Version 2.2.10 of our product includes many new features and enhancements.

What's New

Access Windows for authenticated users

Specify or restrict what days and times authenticated users can log in to access resources on your secure network
using Access Windows.

See more: Set Times Authenticated Users can Access the Secure Network on page 92

Automatic Relay Rules

Enable all connections in an overlay network to use a group of relays. This provides a less-granular, but simple way to
manage relay rules.

See more: Set an Overlay to Automatically Manage Relay Rules on page 354

Airwall Gateway Custom Certificates

By default, Airwall Gateways come with a Tempered factory-installed certificate. You can now add your own custom
CA certificate to use for Conductor communication.

See more: Add or Replace a Signed Certificate on an Airwall Gateway for Conductor Communication on page 384

Bulk Configuration of Airwall Gateways
Configure certain settings in bulk for Airwall Gateways or Airwall Gateway groups.

See more: Bulk Configuration of Airwall Edge Services on page 378

Enable DNS for Seamless Bypass
You can now enable DNS to use fully-qualified domain names (FQDN) for bypass destinations.
See more:

» Enable DNS lookup for bypass destinations on page 398
* Local Bypass on page 394

Setup Wizards for configuring Conductors and Airwall Gateways

2.2.10 has added two wizards to help you in deploying an Airwall secure network. The Conductor Deployment
Wizard walks you through setting up, licensing, and provisioning a new Conductor, and the new Airshell (airsh)
command setup-ui walks you through the most common Airwall Gateway setup options.

See more:

* Conductor Configuration Wizard Settings on page 197
» Configure an Airwall Gateway with the airsh Setup Wizard on page 274

Airwall Status Indicators

There are new ways to see information and status on the Airwall Edge Services connecting to your Airwall secure
network
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See more: See Airwall Edge Service Information and Status on page 95

Cloud Improvements

This release includes improvements that make it easier to deploy cloud Conductors and Airwall Gateways, and
includes support for AWS GovCloud (see below):

* ENA and SR-IOV support — You can now deploy instances with enhanced networking configuration enabled
with either ENA or SR-IOV, and see which machine types support or require ENA. Note that machine types
marked as ENA may deploy as SR-IOV.

* Disk IO has been improved — Cloud deployments now include NVMe (memory) disk options.

* Cloud HA deployment has been automated — Simplified deployment for HA, eliminating many of the places
where misconfiguration could happen.

* New Azure cloud image names — Image names now reflect their use, making it easier to choose the correct
image.

* Additional information as images are created — More details are included in the status pane as the Conductor
creates cloud images.

* Can now choose resource groups — You can now choose a new or existing resource group when you create cloud
Airwall Gateways and Conductors.

Note: If you choose an existing resource group, make sure no resource names in the existing resource group
conflict with the new Airwall Gateway and Conductor deployment name that you are creating.

* More information available in the Conductor — New attributes are shown for cloud Airwall Gateways on the
Diagnostics tab.

Preliminary IPv6 Support

If you have devices with IPv6 addresses, [Pv6 is now supported for Airwall Gateways and Linux Airwall Servers.
The control for source NAT is shared for both [Pv4 and IPv6. Configurations sourcing NAT IPv4 but not IPv6 are not
supported.

Airwall Gatewaysnow support static IPv6 addresses for both the underlay and overlay (some cellular carriers may not
support it). You also need to assign a static [Pv6 address to the Airwall Gateway.

Since IPv6 only supports routed configurations, you need to assign an IPv6 overlay address to the Airwall Gateway to
use [Pv6 overlay. L2/subnet extensions are not supported.

See more: Set up a secure IPv6 overlay on page 380

AWS GovCloud Support

Cloud Conductors and Airwall Gateways can be now be deployed in AWS GovCloud. Follow the instructions for
deploying in AWS:

* Deploy a Conductor on Amazon Web Services (AWS) on page 205
* Set up Cloud Providers on page 433
* Deploy a cloud Airwall Server on page 355

Exponential Backoff

Added exponential backoff to the Airwall Gateway to/from Conductor management connection to comply with
Verizon data retry requirements. This change means it could take up to 3 minutes to reconnect after an extended
outage. (DEV-14648)

What's New in 2.2.8
Version 2.2.8 of our product includes many new features and enhancements.

What's New
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New Airwall Gateway Hardware — the Airwall-110

The Airwall-110 Series is a major upgrade for the 100-Series, with higher performance and global cellular
connectivity — all in a smaller form factor that maximizes the v2.2.8 improvements. The Airwall-110 has more
(4x) bandwidth performance and two serial ports, runs all Snort intrusion detection monitors, handles up to 6 HD
video streams, and has more storage and memory (so it has higher capacity, quality, and scalability for production
environments).

See more: Airwall Gateway 110 Series on page 144

New cellular modem support

Version 2.2.8 supports the upcoming North America and Global cellular expansion trays for our Airwall-150
appliance. These LTE Category 4 expansion modules come in two variants supporting North America and Rest of
World. These expansion trays allow you to connect your Airwall 150 to more cellular carriers in more countries
including the United States, Canada, Australia, New Zealand, Japan, the European Union, and other countries
recognizing CE RED certificates.

Conductor Dashboard and Usability Improvements

The Conductor Dashboard has been improved to give you a broader look into the status of your Airwall secure
network. New features include:

* Ability to pin pages you visit frequently

* See how many Airwall Edge Services are online, and how many authenticated users are logged in.
» Easily manage new provisioning requests

* See when new firmware and software is available, and easily update your network.

» Improved user onboarding workflow (see Improved User Management below)

See more:

* The Conductor Dashboard on page 32

* Create or Manage Dashboard Messages on page 38

* Conductor Icon Reference on page 35

* Monitor Connections to your Airwall secure network on page 124
* Download Airwall Edge Services firmware updates on page 129

* Update firmware for a group of Airwall Edge Services on page 131

Improved User Management and Remote Access User Features

Remote access user management has been expanded to scale for large organizations, with the Conductor doing most
of the work that admins used to have to do to invite, onboard (especially installing and activating the Airwall Agents),
orchestrate, and authenticate remote access users. Onboarded users can see what they can access through the overlay
networks in Conductor, eliminating frequent support calls to Conductor admins for help getting server IP addresses.

See more:
Conductor Admin Topics

» Connect People's Devices to your Airwall secure network on page 64

» Connect People as Remote Access Users on page 74

* Connect People's Devices with Activation Codes on page 75

» Setup a People Group on page 89

* Manage Versions of Airwall Agents and Servers on page 126

* Provision Airwall Gateways using Activation Codes on page 193

»  Walkthrough - Onboard people to your Airwall secure network with User Authentication on page 83

End user topics

* Change my Conductor password on page 30
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* T have an Activation Code on page 15

» [ want to request to connect on page 17

* I have a "Finish Setting up my account" email on page 15
* Create or Edit Airwall Agent or Server Profiles on page 29
* I am having trouble connecting on page 31

Enhanced Monitoring

You can now set monitor thresholds on health data and traffic stats to detect potential problems before they occur. We
have redline stats for performance metrics of the Airwall Gateway, and for volumetric traffic stats.

Seamless Bypass (split tunnel)

Seamless bypass enables you to deploy without knowing all of the hosts to allow in an overlay policy. Seamless
bypass replaces the need to create policy exceptions, and reduces the complexity, extra hardware, extra cabling, and
reliance on configuration of your underlay infrastructure.

See more: Local Bypass on page 394

Alibaba Cloud Conductor and Airwall Gateways

You can now use Alibaba Cloud to deploy cloud Conductors and Airwall Gateways, and seamlessly connect cloud
Conductors and Airwall Gateways with each other, as well as virtual and on-premises or physical environments. You
can deploy an Airwall secure network on all of the major cloud providers.

See more:

* Deploy a Conductor on Alibaba Cloud on page 202
» Alibaba Cloud — Set up an Airwall Gateway on page 315

Routed Port Group Improvements

The ability to configure port groups can give you up to a 30% performance increase for common deployment cases
using a single interface in the overlay port group (for example, cloud gateways, virtual gateways, and optionally on
physical gateways). It is simpler to deploy and avoids multicast/broadcast chatter over the tunnel.

See more:

» Set up Port Groups on an Airwall Gateway on page 386
» Set up an Underlay Port Group on page 389
* Setup Overlay Port Groups on page 386

Custom signed Certificate Improvements

You can replace a signed certificate on the Conductor with the old certificate remaining active until the new certificate
is activated.

See more: Add or Replace a Signed Certificate for the Conductor UI on page 239

Easier Deployment of High Availability Cloud Conductors

The Airwall Solution has automated the process of creating high availability Conductors in the cloud across different
providers. You can now back up your Conductor and easily create an HA standby in the cloud using the Conductor's
automated process and be guaranteed a successful cloud HA deployment.

See more: Automatically Create an Standby HA Conductor in the Cloud on page 265
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Remote Airshell Access into Airwall Gateways

You can securely log in to the overlay IP address of an Airwall Gateway with key-based SSH, and run Airshell (airsh)
commands remotely. Airsh has been enhanced to perform many of the functions of diagnostic mode. Remote access
can help avoid in-person visits to perform diagnostics and troubleshooting. Status and statistics are available using
airsh, which includes tab-completion and inline help.

See more:

* Set up Remote Access to Airshell via SSH on page 374
* Access an Airwall Gateway Remotely on page 375

Port configuration replication

You can now replicate the port configuration between two Airwall Gateways when setting up an Airwall Gateway HA
pairing, or when replacing an Airwall Gateway.

See more:

» Configure High Availability Airwall Gateways (v2.2.8 and later) on page 399
* Replace an Airwall Gateway on page 132

Device Manufacturer (MAC address OUI) is now displayed

The Devices list now shows the manufacturer's name determined from the MAC address OUI (organizationally
unique identifier), where available, in the OUI column. You can also now update the OUI list as needed.

See more:

* Update the MAC address (OUI) (Manufacturer) List on page 484
*  See MAC address OUI (Manufacturer) Information for Devices on page 115
» Search for or Sort Devices by MAC Address OUI (Manufacturer) Name on page 115

Manage Airwall Agents through an MDM
Some MDM solutions now support managing Airwall Agents.

See more: Manage Airwall Agents through an MDM (Mobile Device Management) solution on page 82.

SD-WAN

An option was added to expose the Differentiated Services Code Point (DSCP) field of the inner IP header (plaintext)
to the outer (encrypted) encapsulating header. This allows for classification of different types of network traffic for
routing and prioritization purposes.

What's New in 2.2.5
Version 2.2.5 of our product includes many new features and enhancements.

What's New

Support for NAT Subnet Broadcasts The Airwall Solution now supports NATing subnet
broadcasts on the device network.

New Airwall help content o Airwall Invitations

* Renew Expired Licenses

+ Integrate Third-party Authentication with OpenID
Connect

* Setup an Airwall Gateway in Microsoft Azure

Updated Airwall help content + Configure a DHCP relay on an Airwall Gateway


https://webhelp.tempered.io/webhelp/content/topics/connect_airwall_invites.html
https://webhelp.tempered.io/webhelp/content/topics/lic_renew.html
https://webhelp.tempered.io/webhelp/content/topics/auth_openid_connect_intro.html
https://webhelp.tempered.io/webhelp/content/topics/auth_openid_connect_intro.html
https://webhelp.tempered.io/webhelp/content/topics/setup_hip_azure.html
https://webhelp.tempered.io/webhelp/content/topics/hip_relay_dhcp.html
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» Configure protected devices with DHCP

* Route encrypted connections with Airwall Relay
* Configure Airwall Relay rules

* Install Airwall Server on Linux

What's New in 2.2.3
Version 2.2.3 of our product includes many new features and enhancements.

Introducing Tempered Airwall

Tempered's fully encrypted, virtual air-gap network security solution is now called Airwall. Our product offerings are
also changing to match our brand and make their functions clearer.

What's New

OpenlD Connect support for Airwall Clients We have added OpenID Connect support for

authenticating remote sessions on Android, iOS and
macOS Airwall Agents (formerly Android, i0S, and OSx
HIPclients). There is also now a global option to lock out
clients that do not support user auth.

People groups as Overlay members/managers People Groups are now able to be members of Overlay
Networks as well as Managers of Overlay Networks.
Now user permissions can be configured entirely in

an authentication provider such as LDAP or OpenID

Connect via people group membership.

Lockdown Mode Lockdown Mode is now configurable from the Airwall
Conductor for Airwall Agents (formerly HIPclients) that
support this feature (currently supported by the Windows

Airwall Agent).

Cloud Linux Airwall Servers The Airwall Conductor can create and deploy Linux
Airwall Servers directly in any cloud provider, such as

Azure, AWS, or Google.

New Airwall Names
Here are translations from previous names to current terms for the Airwall Solution Airwall:

What it used to be Airwall name
Conductor > Airwall Conductor
HIPservice > Airwall Edge Service
HIPswitch > Airwall Gateway
HIPclient > Airwall Agent
HIPserver > Airwall Server
HIPapp -> Airwall Agent or Server
HIPrelay > Airwall Relay

hipsh -> airsh

Tempered Networks > Tempered

Tempered Networks Technical Airwall Help
Documentation



https://webhelp.tempered.io/webhelp/content/topics/dev_static_config.html
https://webhelp.tempered.io/webhelp/content/topics/hip_relay.html
https://webhelp.tempered.io/webhelp/content/topics/hip_relay_policy.html
https://webhelp.tempered.io/webhelp/content/topics/hipapp_linux_install.html
https://webhelp.tempered.io/webhelp
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You may see both old and new terms used in content and the Airwall Conductor as this transition is made.

Introducing Tempered Airwall

Tempered's fully encrypted, virtual air-gap network security solution is now called Airwall™ — a revolution in secure
networking, making networks invisible. The products and parts that make up the Airwall are also changing to match
and make their functions clearer.

New Airwall Names

Here are translations from previous names to current terms for the Airwall Solution Airwall:

What it used to be Airwall name
Conductor > Airwall Conductor
HIPservice > Airwall Edge Service
HIPswitch > Airwall Gateway
HIPclient > Airwall Agent
HIPserver > Airwall Server
HIPapp -> Airwall Agent or Server
HIPrelay > Airwall Relay

hipsh > airsh

Tempered Networks > Tempered

Tempered Networks Technical Airwall Help
Documentation

You may see both old and new terms used in content and the Airwall Conductor as this transition is made.
Technical Documentation

If you are missing the previous Tempered Networks Technical Documentation, it is still available. All of the content
for current versions is included and being improved right here in the new Airwall Help. If you want still want to see
the pre-Airwall help, click the link on the Airwall Help home page.

What's Not Changing

What's not changing is our mission to revolutionize security for a connected world. Airwall increases security, reduces
complexity, and dynamically handles changes on your network.

What's New in 2.2
Version 2.2 of our product includes many new features and enhancements.

2.2.1 HIP tunnelMonitoring

New in this release is the ability to monitor HIP tunnel state changes directly. You can configure a monitor to watch
the HIP tunnel to a particular remote Airwall Edge Service or to all trusted peer Airwall Edge Services. As with all
monitors, you can create actions on events to alert, change policies, etc.

2.2.1 HIP tunnelstats graph

The tunnel stats introduced in 2.1.5 for Airwall Relays is now available for all Airwall Edge Services. You can see Tx
and Rx bits between any pair of Airwall Gateways, allowing you to troubleshoot underlay and overlay connectivity
issues.


https://webhelp.tempered.io/webhelp
https://webhelp.tempered.io/webhelp
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2.2.1 OpenlD Connect

Conductors now support OpenlD Connect as an external authentication provider type. You can now use an Identity
and Access Management tool such as Okta or OneLogin and integrate Single Sign-On (SSO) or Multi-Factor
Authentication (MFA) support.

2.2.1 Multiple Underlay Networks

We now support active/standby multi-homed wired and wireless uplinks, even allowing communication between
different ISPs. Multiple Underlay Networks give you more control over which link handles HIP tunnels and which
link handles connection to the Conductor.

2.2.1 Multiple Overlay Networks

We now support isolation between port groups. Each overlay port group has its own overlay IP, static routes, and
related network settings. Each overlay port group bridges its interfaces, but communication between port groups
requires policy.

2.2.1 Port group Configuration

The AirwallsPorts user interface has been completely overhauled to enable the configuration of multiple underlay
and overlay port groups. Several things that were configured in different places in 2.1.x are now consolidated in one
location:

* Port group

* Portrole

» Failover group settings
*  Wi-Fi

* Cellular

* 802.1q VLAN tags
* Overlay IP/Netmask

Interfaces appear on the screen with live status information from the Airwall Edge Service. Also, all configurations
are committed only after the Airwall Edge Services validates and successfully implements the changes, eliminating
disagreement between what is configured in the Conductor and what is actually implemented in the Airwall Edge
Service.

2.2.1 Network Objects

You can now use a CIDR (like 10.3.5.0/24) instead of a /32 for a device address. The term Network Objects simply
refers to a device that uses a CIDR, and this device can be used wherever you would use any other device, like in
device groups and overlay networks. Using network objects, you can allowlist an entire IP network in one click. This
should make policy migration from Firewalls and Routers during new deployments much easier. Site-to-site VPN
becomes trivial. More specific policies are still supported, so you can create wide policies to open general site-to-site
traffic and still segment traffic to Airwall Edge Services.

Negative policies are also supported so you can allow networks or individual IP addresses (like a router) and then
create exceptions using a negative policy (like a firewall).

This makes it much easier to manage Airwall Edge Services. Configurations become simpler, shorter, and easier to
maintain. For cloud-based Airwall Edge Services, route injection is much simpler because routes are summarized.

2.2.1 User Auth (Windows, Mac, Android; iOS to release shortly)

MacOS and Android now support the user authentication feature introduced in 2.1.3 Windows clients and Airwall
Servers. macOS will support this feature in a later release. This feature allows an admin to require client users to
provide an additional factor of authentication, currently username and password, to access the overlay for a period of
time. Since usernames and passwords are centrally managed, this mitigates concerns about stolen laptops or devices,
giving an admin a centrally managed way to approve and deny overlay access.
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2.2.1 New shell for Airwall Gateways (airsh)

New in this release is Airwall shell (airsh), a console that replaces the special login user accounts such as like
mapconfig, macinfo, and factory reset. The Airwall shell provides tab-completion, inline help, and greatly expands
your ability to deploy & configure an Airwall Edge Service directly without going into diagnostic mode.

2.2.1 Overlay Intrusion Prevention Monitor (short)

Intrusion Prevention allows you to activate any number of pre-defined rule sets. Traffic on the overlay is inspected
and if a rule matches, an event is created and sent to the Conductor. You can define event actions based on Snort
events.

2.2.1 Airwall Gateway Latency improvements

On certain platforms with a single CPU core, the data plane latency has been reduced from 7ms to approximately
2ms. However, it is important to note that the reduction in latency can vary and depends on concurrency, packet sizes,
and various other factors, but in general the latency through an Airwall Edge Service is reduced.

2.2.1 Airwall Relay Performance improvements

In version 2.2, we improved the speed of Airwall Relay traffic using XDP acceleration, allowing traffic to scale even
more on your existing hardware.

2.2.1 Full tunnel Windows Airwall Agents and Airwall Servers

In prior releases, an Airwall Agent or Airwall Server needs policies to opt-in to the overlay network, the default being
split tunnel. In version 2.2, an administrator can check a box on the Airwall Agent or Airwall Server in the Conductor
to make the default fiull tunnel and capture all network traffic into the overlay, allowing for a few exceptions that may
be in the underlay like DNS, AD, etc. Please note this is Windows only; macOS clients and Linux Airwall Servers
will be available in a future release.

2.2.1 Multiple VLAN Tags per interface

We now support trunk ports, allowing you to have two or more VLANS configured on an interface. Each VLAN

tag makes a new sub-interface. For example, VLAN tag 25 on ethO creates a virtual interface named eth0.25. These
interfaces can go into various port groups. East-West policies in the Conductor can be built between devices in
different VLANS. Please note that you can still create bridges between VLANS as you did in version 2.1.x and earlier.

2.2.1 MAPv1 no longer supported

Conductor version 2.2 and beyond will no longer be able to manage Airwall Edge Services running 2.0 and earlier.
Please note that this requires you to upgrade your Airwall Edge Services to version 2.0 or later your Conductor

to version 2.2. Review the upgrade section at the beginning of this document for more information about the
recommended upgrade process.

2.2.1 Dual-use port mode deprecated

Dual-use mode for interfaces is no longer available. Using multiple port groups and trunk ports, it is now much

easier to implement split-tunnel with East-West policies. You can add the DNS, AD, and other servers as protected
devices to an Airwall Edge Service and give them a separate overlay port group connected to the underlay network. In
Conductor, you can then give your protected devices policy to the DNS, AD, etc., servers.

What's New in 2.1
Version 2.1 of our product includes many new features and enhancements.

2.1.6 Modbus TCP to RTU Gateway

We’ve enhanced our Serial over IP (SolIP) feature with a Modbus TCP to Modbus RTU gateway. After configuring
Modbus via the HIPswitch SolP settings in Conductor, the HIPswitch will accept Modbus TCP commands from
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servers, issue the commands to serially-connected Modbus RTU device(s), and return the responses via Modbus TCP
back to the server. The HIPswitch accepts pipelined requests from the server(s). This provides optimal efficiency for
Modbus traffic in terms of throughput, latency, and number of messages as compared to transparent Serial over IP.

2.1.6 DHCP Relay

HIPswitches can now relay DHCP requests to a central DHCP server as an alternative to your existing DHCP server.
This allows additional deployment flexibility where extended DHCP options are needed, or an existing DHCP server
integrates with other systems such as Active Directory and DNS.

Note: When moving devices from one HIPswitch to a different one, the central DHCP server may issue the
same IP address to the device, which could result in policy or routing conflicts depending on your network.

.
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2.1.6 Wireless Underlay Failsafe

The HIPswitch Link Manager, introduced in version 2.1.0, intelligently monitors the health of the underlay
connection, detecting when there are no options for the HIPswitch to connect to Conductor or peer HIPswitches.

Link Manager is now enhanced to reboot the HIPswitch which may restore the wireless connection to a healthy state.
Occasionally, changes made in the wireless provider network will drop or hang a cellular or WiFi HIPswitch uplink in
such a way that the modem cannot recover. Rebooting the HS will force the modem and cell tower or access point to
renegotiate their connection; sometimes this restores a healthy connection. This behavior is on by default for wireless
models, and can be disabled and configured per HIPswitch in the Conductor UI. You can configure the amount of
time Link Manager waits to reboot the HIPswitch after first detecting underlay failure, and a minimum amount of
time to wait between reboot attempts. By default, all wireless models enable this feature with a wait-to-reboot value
of 10 minutes, and min-wait-between-reboots value of 30 minutes.

Note: See known issue DEV-9877 for additional information in reference to running a HIPswitch on the
Microsoft Azure platform.

\J

2.1.6 APAC Modem Support

The HIPswitch cellular expansion module SFF-MOD-MC7430 (PLF-0118-01) is now available for the HIPswitch
150, which includes the Sierra Wireless MC7430 modem for operation in Hong Kong, Macau, and Japan.

Note: Firmware release 2.1.6 is required to use this expansion module.

2.1.6 HIPswitch 250 Series Revision 2 Support
The HIPswitch 250 Revision 2 is now available and includes the following SKUs:

» HIPswitch 250e (PLF-0062-02)
» HIPswitch 250g (PLF-0066-02)
» HIPswitch 250gd (PLF-0111-02)

Revision 2 provides improved SFP compatibility, modem watchdog support, and improved modem carrier
compatibility.
2.1.6 Wired Interface Support for Android

The HIPclient for Android now supports wired ethernet connectivity.

2.1.6 Tag integration with HIP invitations

You can now specify tags for HIP invitations, which apply to HIP services as they activate. This makes it easy to
organize newly-activated HIP services and, when combined with smart device groups, automatically give them
communications policy in overlay networks.
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2.1.6 Longer HIPswitch UIDs

HIPswitches which are licensed with a 2.1.6 or higher firmware may generate a longer serial number portion of the
UID (up to 20 characters), compared to the previous 12 characters. HIPswitches licensed from a previous release will
not change their UID.

2.1.5FIPS

Tempered Networks now offers FIPS 140-2, based on the HS-500 and Conductor-500 platforms. With FIPS, private
keys are stored on the FIPS-certified HSM (hardware security module). The HSM performs all cryptographic
operations. For this added key security, performance may be noticeably slower in terms of data plane throughput and
firmware update processing. Redundant HA FIPS is not supported at this time.

2.1.5 Improved time management

NTP sync is now configurable from the Conductor. Various improvements have been made to ensure the Conductor
and HIPswitch times remain closely synchronized, eliminating time-drift.

Note: We recommend pointing your HIP-enabled servers and clients to the same NTP Time source to ensure
proper synchronization.

\J

2.1.5 HIPswitch 75w Series

We now offer the HIPswitch 75 Series with a built-in WiFi module. Software version 2.1.5 does not currently provide
WiFi LED status on the outside of the unit, but the WiFi uplink functions correctly. This will be addressed in a future
release.

2.1.5 HIPswitch 150e Series

We now offer the HIPswitch 150e base platform, suitable for ICS and SCADA environments and includes 4x Gig-E
and 1x SFP port, 1x micro-USB console port, and can be powered by PoE or external single- or dual-power supply.
The HS-150 can sustain 75 Mb/s, and burst up to 100 Mb/s. This new platform supports field-upgradeable expansion
modules.

2.1.5 HIPswitch 150 Series cellular module

This release supports a cellular expansion module suitable for North American cell carriers, which accepts 3FF Micro
SIM cards. ATT, Verizon, T-Mobile, Rogers, and Telus have been field-tested at the time of this release.

2.1.5 HIPswitch 250 Series single- and dual-modem automated recovery

We added an internal watchdog monitor for cell carrier uplink connections. If a HIPswitch cannot connect to
Conductor via any means, then occasionally (approx. once per day) it will perform a full reset, which may re-establish
the carrier connection in certain environments. This will only occur when the HS-250 has no means of reaching the
Conductor or peer HIPswitches.

2.1.5 HIPrelay bandwidth reporting

It is now possible to view the bandwidth of relayed connections between HIP Services in Conductor! An extra
tab will appear in Conductor at HIPservice > Reporting > HIPrelay Stats for each HIPrelay. These statistics
provide visibility into your network utilization with full-color, layered bandwidth graphs. They are also useful for
troubleshooting underlay network relayed connection issues.

2.1.5 Service-specific CPU and memory reporting

For 2.1.5 and above, your HIP Services will report resource utilization more granularly, and you will be able to see
this diagnostic information in HIPswitch > Reporting > Graphs.
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2.1.5 Headless install for Windows HIPclient and HIPserver

You can now perform non-interactive installations of the Windows 7 HIPclient or HIPserver using Microsoft’s System
Center Configuration Manager (SCCM). Previous releases required manual acknowledgment by an administrator

to complete the installation of an unsigned network tap (TAP) driver on Windows. We have patched the driver and
obtained Microsoft certification, so this step is no longer necessary.

2.1.5 Tags public API

All basic tagging capabilities released in software version 2.1.4 are exposed in the public API. This includes

the ability to index the tags, set or unset tags on taggable objects, such as devices, device groups, HIP Services,
HIPservice groups, networks, and people. You can manage tags, retrieve various objects by tag, manage tag
expirations, and perform other tag-based actions on several taggable objects at once. Advanced tag management, such
as using tags in smart device group rules, or managing monitor event-actions that manipulate tags, will be added in a
future release.

2.1.5 Custom CA alerts & public API

Though technically possible, it was difficult to use a non-Airwall CA at scale with your Conductor and Airwall Edge
Services. Prior releases required you to manually copy/paste each CSR and cert from the Conductor GUL. Now you
can automate the process using new public API calls. This enables a scriptable, scalable Conductor-centric workflow.
Also, an admin alert is created in Conductor when custom CA certs are near expiration.

2.1.4 Airwall Agent for Android

With this release, the Airwall Agent is available for Android. Your Android devices can now natively connect to your
Airwall overlay, giving them a trusted and verifiable connection wherever you are. Multiple profiles allow you to
easily switch between different Airwall overlays as needed.

2.1.4 Improved Conductor Ul Navigation
Several Ul elements have been redone to improve navigation:

» Conductor settings are now accessed from the gear icon in the upper right corner of the Ul

* The logged in user profile, API docs, EULA, and sign-out are accessed from the user account icon in the upper
right corner of the UL

+ Item names in many lists throughout the UI now actively link to properties pages and dialogs. This greatly
simplifies navigation between related elements.

2.1.4 Tags

Tags provide flexible asset management in the Conductor. Devices, Device Groups, Airwall Gateways, Airwall
Groups, Overlay Networks, and People can be tagged directly. The Tag information dialog allows you to Navigate
directly to any tagged item, perform bulk Actions (Enable, Disable, or Untag tagged items), and edit Properties.
Items can be tagged permanently or until you untag them. You can also set an expiration date, which will untag a
component after a configurable period of time. You can create tags from the Tags page, access from the tag icon in the
upper right corner of the UL

You can also create tags inline while modifying an item’s tag members by entering a new tag name and select colors
for easy classification. Tags have been integrated into searching and filtering throughout Conductor.

Tags can be used in matching rules to greatly simplify Smart Device Groups. They can also be added to or removed
from taggable items in Event Monitor Actions, which allows monitor results to affect overlay network policies. By
using tags with these features, you can optimize your workflows. For example, you can create temporary network
policies for specific devices, easily revoke policy directly from devices or HIPswitches without having to navigate to
a network, and allow multiple admins to keep track of their assets in a single Conductor.
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2.1.4 Relay Probes

An Airwall Gateway with this option selected periodically sends probe packets to all of its relays, and use the closest
relay when initiating secure tunnels. This reduces the amount of network traffic used to build new tunnels, and allows
auto-connect to be turned off. You can find this option in the Advanced settings section of a HIPswitch's settings

page.

2.1.4 Conductor Diagnostics

Similar to diagnostics offered for Airwall Gateways, the Conductor now has a set of maintenance and diagnostic
functions consolidated under the Diagnostics tab of the Settings page. These include Creation or Restoration of a DB
Backup, downloading a Conductor support bundle, and viewing a Conductor diagnostic report. Network diagnostics
allow you to generate a packet capture on the Conductor interface, ping, and traceroute.

2.1.3 The Airwall 75 Series

The Airwall 75, released with 2.1.3, is designed for medical devices, point of sale systems, and others like building
automation controls. It securely connects and protects those endpoints across all networks with little to no change to
existing infrastructure. The 75 plug and play design makes universal connectivity and segmentation simple, fast, and
cost-effective.

2.1.3 Airwall Agent for Linux

With this release, the Airwall Agent is now available for Linux. Your Linux devices now can natively connect to your
Airwall overlay, giving them a trusted and verifiable connection wherever you are. Multiple profiles allow you to
easily switch between different Airwall overlays as needed.

2.1.3 New platform support for Microsoft Azure and Google Cloud

You can now create, manage, and retire Microsoft Azure and Google Cloud HIP Services directly from the Conductor
UL

2.1.3 Support for offline Conductor licensing

We have added support to allow Conductors without access to the public Internet to complete voucher and
provisioning requests with our licensing and provisioning server. You can export a sync package, send it to Tempered
Networks Support, and import a file containing your licenses back in to your Conductor from a drop-down on the
Settings > Licensing tab.

2.1.3 New API token system and improved token management

We have updated the API to make tokens more secure. All API requests now require two headers:

*  X-API-Client-ID is unique by user and can be found on your user preferences page
* X-API-Token is generated from your user preferences page. This token is secret, so if you lose it, you must
generate a new one. Whenever you refresh your token, all previous tokens will be expired.

The client ID and a refreshed secret token may also be acquired via the API using basic authorization at/api/v1/
token/generate. Please refer to the API documentation for details.

Note: The X-Person-Email and X-Person-Token headers are deprecated and no longer function.

2.1.3 New network creation wizard

New in this release is the ability to quickly create a hub-and-spoke or full mesh network using a simple, wizard-driven
UL
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2.1.2 The HIPswitch 250 Series

The Airwall 250 Series is our newest hardware product and the industry’s first identity-based industrial [oT gateway
for Industrial Control Systems, OT, SCADA, and critical infrastructure. The Airwall 250 includes highly available
uplinks over ethernet and up to two different cellular carriers, all actively monitored using fast failover and the ability
to prioritize across both cellular and wired links. It also provides 8 x 1 Gbps and 4 x SFP (fiber or copper) with

PoE, eliminating the need for ethernet switches and additional power sources. The HIPswitch 250 can also act as a
HIPrelay, a feature introduced in version 2.0 of our software.

2.1.2 Airwall Agent for macOS and iOS

With this release, the Airwall Agent is now available for macOS and iOS. Your devices now can natively connect
to your IDN overlay, giving them a trusted and verifiable connection wherever you are. Multiple profiles allow you
to easily switch between different IDN overlays as needed. Additionally, integration with Airwall Relay gives you
seamless and secure mobility for your computers running Apple's macOS and your devices running iOS.

2.1.2 Link Manager

Link Manager supports all cellular platforms, including our new Airwall 250 Series, providing uplink redundancy
and intelligent monitoring for one wired and two cellular uplinks. Dynamic switching occurs based on which port
provides the best performance. Default monitors can be customized with your own destinations.

2.1.2 Integration with AWS

You can now create, manage, and retire AWS Airwall Edge Services directly from the Conductor. After creating a
template, you can easily create more HIP Services to function as HIPrelays or protect virtual machines in your VPCs.

2.1.2 HIP Invitations

Airwall Invitations, a new feature in 2.1, allows you to add mobile phones, tablets, and computers running a Airwall
Agent or Airwall Server to your Airwall solution by sending the user an email containing an invitation. When the user
accepts the invitation, the Conductor automatically takes care of all the steps to provision, license, manage, name,
group, and create policy for the new Airwall Agent or Airwall Server without manual steps by the administrator.
Airwall Invitations can be sent in bulk to entire organizations, and the Conductor will handle the rest.

2.1.2 Improved alerts and monitoring

In this release we added additional monitors, such as the HTTP GET monitor that allows you to parse web responses
from devices in an overlay. Monitors have been expanded to support device groups and HIPservice groups. The event
history graphs will now display frequently or recently triggered monitors.

2.1.2 Improved performance

We made significant performance improvements across the board for all platforms, with virtual Airwall Gateways and
the Airwall 400 roughly doubling in performance.

Definitions of Key Terms

Before you get started, you may want to review our list of key terms and definitions you will find in our
documentation relating to Tempered products and services.

Product, Technology and Service terms

Note: These terms are specific to Tempered products, technologies, or services and may have additional
definitions or descriptions unique to Tempered.

\J

HIP Host Identity Protocol. The secure protocol that ties our
products together.
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IF-MAP/MAP/MAP2 Interface to Metadata Access Points. Airwall Edge
Services use this client/server protocol to communicate
with the Conductor, which provides authentication keys
and communication policy to them.

Conductor The physical, virtual, or cloud-based appliance that
centrally manages all connected Airwall Edge Services
and devices.

Airwall Edge Service Any HIP-enabled hardware or software connected to the
Conductor. A collective term for all Airwall Gateways,
Airwall Agents, and Airwall Servers. Formerly known as
HIPservices.

Airwall Gateway A physical, virtual, or cloud-based appliance that
provides overlay network connectivity to connected
devices. Formerly known as HIPswitch.

Airwall Agent Software program that allows people to connect to
protected resources using their cell or laptop devices
(available on Windows, macOS, i0S, and Android).
Formerly known as HIPclient.

Airwall Server Software program that allows people to connect to
protected resources using their Windows or Linux Server.
Formerly known as HIPserver.

Underlay The Underlay is your existing Layer 2 networks,
including the Internet if your Airwall Edge Services
traverse it. Your Airwall Gateways and Conductor
communicate with each other over this network.

Overlay An Overlay is an Airwall secure network, where your
devices and resources are protected by Airwall Gateways
and accessed securely through Airwall Agents and
Servers.

Terms related to our technology

Note: These terms are not specific to Tempered products, technologies, or services and have definitions or
descriptions relating to networks and networking in general.

.
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Microsegmentation Compartmentalizing your network into isolated segments
in which devices are only exposed to each other when
they have a need to communicate.

Multihoming Connecting a single device to multiple networks,
physical and/or virtual.

Tunneling Encapsulating network traffic in an encrypted connection
between two points (e.g. a virtual private network).

Bump-in-the-Wire (BITW) An antiquated term for a communications device
introduced to a legacy system to enhance it. While we
rarely use this terminology, it accurately describes our
Airwall Gateway line of products, especially when used
with legacy systems to enhance security.

Back-haul Interface (BHI) An interface that carries traffic from a central network to
the network's edge. Airwall Edge Services are considered
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a type of Back-haul Interface, carrying overlay traffic to
and from protected devices.

IPsec A secure network protocol stack for encrypting packets
of data sent over an [Pv4 network.

Encapsulating Security Payload (ESP) An encryption protocol used by IPsec.

Legacy and deprecated terms

Note: Although no longer used, older white papers, web articles, and videos may use these terms. Internally,
the product may refer to components using these terms as well, such as in log files, for example.
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Asguard/Asguard Networks Our previous company names. Sometimes you will
see ama, which stands for Asguard Management
Appliance, a previous internal name for the Conductor.

SimpleConnect Previous term for the Conductor. Sometimes you will see
sc as a prefix in log entries and exported files, meaning
that they are related to the Conductor.

Endbox Previous term for an Airwall Edge Service. This term is
still used internally, so you might see it in logs.

Host Identity Protocol (HIP)

HIP is an open standard that delivers a better approach to security, authentication, mobility, and resiliency for
networks. The protocol has been under development for over 20 years in coordination with several Fortune 500
companies and standards bodies, before being officially approved in 2015 by the IETF. Tempered is the first company
to commercially leverage the technology.

HIP separates the role of an IP address as both host identity and location within a network, such that hosts are
instead identified using cryptographic identities in the form of public keys. We can then define device-to-device trust
relationships based on the host identity instead of the IP address.

In a traditional networking model, referred to below as address-defined networking, routing is done via IP addresses.
The upper layers of the standard networking framework, or stack, represent software that implements network
services like encryption and connection management. The lower layers of the framework implement hardware-related
functions like routing, addressing, and flow control.

Address Defined Networking

Application (L5-L7) IP Address: Port
Transport (L4) IP Address: Port
Network (L3) IP Address

Link & Data (L1-L2) MAC Address

Untrusted
Networks based on non-verifiable IP.

In an identity-defined networking model, the HIP identity layer inserts itself in the stack between the network and
transport layers. As a result, applications and transport protocols use a host identity tag instead of an IP address.
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Each host is now identified on the network with a unique cryptographic identity, while the IP address is used only for
location.

Identity Defined Networking

Application (L5-L7) Host Identity Tag: Port
Transport (L4) Host Identity Tag: Port
Host Identity Protocol
Netwark (L3) IP Address
Link & Data (L1-L2) MAC Address

Trusted

Networks based on verifiable machine identity.

The Airwall Solution

The Airwall Solution makes your connected ‘things’ invisible. It eliminates network-based attacks, secures remote
access at scale, and extends the life of existing infrastructure investments. It effectively reduces cyber risk and makes
securing a corporate network less complex.

Airwall addresses the problems inherent in the existing solutions that tell you that you need more firewalls, VPN,
VLANSs, ACLs, SSH keys, etc., but that you are never really secure.

The problems with TCP/IP

The root of the problems with the existing solutions lies within IP’s own shortcomings. TCP/IP was created with
connectivity, not security, in mind. As the number of devices on a network increases, so too does the vulnerability to
cyber attacks and the complexity of IP-based network security. The answer to these challenges is a trusted networking
architecture model based on cryptographic identities.

Airwall offers a better way
The Airwall Solution is an infinitely better way to keep it all safe. It enables you to:

* Secure first, and connect later.

» Provide secure access and total invisibility at any scale, across any network.

» Secure your local datacenter and your global infrastructure with a solution that allows connections across both.
» Secure every endpoint in your network, with true micro-segmentation and secure remote access.

Make all of your things Invisible

Airwall allows only trusted and cryptographically-identified “things” to connect, creating a network that is more
secure and flexible than the traditional TCP/IP model. The network just doesn't respond to any non-trusted sources, so
all of your "things" are protected.

Easily deployed

The Airwall Solution enables you to easily deploy and extend a unified, trust-based, and encrypted network. Micro,
macro, and cross-region segmentation, as well as global IP mobility are simple to set up. Deploying and maintaining
intra-cloud (region to region), cloud-to-cloud, and cloud-to-data center cryptographic trust-based communications
becomes simple, verifiable, and secure.
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Airwall works on Existing Networks

Airwall requires little to no modification of the underlying network or security infrastructure. It provides a simple,
policy-based configuration of devices or groups of devices that are explicitly trusted based on allowlisting. This
trust, based on unique cryptographic identities, determines what systems or machines can initiate and establish
communication before any data is exchanged.

The Airwall Solution is set up using the Airwall Conductor, an intuitive, visual, point-and-click management and
orchestration engine. The Conductor easily manages a network, regardless of how many devices are part of it. Our
Airwall Edge Services are software products delivered in different forms to support our commitment to securing any
device, anywhere.

Built on the Host Identity Protocol (HIP)

The Tempered Airwall Solution uses Host Identity Protocol (HIP), an open-standard network security protocol that
provides provable host identities. This technology has been recognized by the Internet Engineering Task Force
(IETF) as the next possible major improvement in IP architecture, making HIP a true paradigm shift in networking
that solves the fundamental security flaws of TCP/IP. HIP was formally ratified by the IETF in 2015, capping 15
years of successful development and deployment in coordination with several major companies (Boeing, Verizon,
Nokia) and standards bodies (Trusted Computing Group, IEEE 802).

Instead of using the flawed dual function of the IP address, HIP assigns identity with 2048-bit RSA public keys and
assigns location with the original IP address. These identities are permanent, location-independent cryptographic
identities that are connected to machines or networks, enabling security by default with verifiable authentication,
authorization, and host-to-host encryption.

Within TCP/IP, there are two globally-deployed namespaces that allow the Airwall Solution to uniquely identify a
host or service: IP addresses and DNS names. However, due to the fundamental flaws of TCP/IP, both namespaces are
problematic for networks. HIP introduces a third option for namespaces: the Host Identity Namespace (HIN). The
HIN is compatible with the current namespaces, and provides global IP mobility and security policies based on unique
cryptographic identities. It overcomes many of the fragile and costly challenges of traditional TCP/IP networking.

How to get support

You can often find answers to your questions in Airwall helpthe guide, or by logging in to your Support account and
searching the knowledge base articles. If you still cannot find what you are looking for, you can contact support for
help.

Note: You must have a current support contract with Tempered to open a support ticket.

There are several ways to contact support.

Open a case on the Tempered Support Web Portal

Go to https://www.tempered.io/support/supportReq.html.
Sign in using your support account log in.

Click + or New.

Fill in the name and contact information.

Provide the Information to Include listed below.

Attach the support bundle from the affected devices.

For network issues, attach a packet capture.

A A S

Contact Tempered Support via email

1. Send an email message to Customer Success.
Provide the Information to Include listed below.
Attach your support bundle to the email.

For network issues, attach a packet capture.

Eal ol


https://tempered.force.com/TemperedSupportCenter/s/contactsupport
mailto:support@tempered.io
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Information to Include
Provide the following information when you open a case with Tempered Support:
* A full description of the issue, including the following details:

* The symptoms of the issue, including a brief description of all systems applicable to the configuration.
» The approximate time the issue first occurred.
* The number of times the issue has recurred.
» Any error output provided by the system.
» Steps to reproduce the issue.
* Any changes you made to the system close to when the issue first occurred.
* Any steps you've taken to resolve the issue.
*  Whether this is a new implementation.
* How many data centers and devices are applicable to the configuration.
*  Which devices are affected by the issue.
* A description of the impact the issue is having on your site.

» Days and times you are available to work on the issue, and any alternative contacts that can work on the issue if
you are not available.

Get a Support Bundle

The Support Bundle is the technical information about the device. To best answer support issues, Tempered Support
needs the Support Bundle from the Conductor and Support Bundles from any Airwall Gateway, Airwall Agent, and/
or Airwall Server that is part of the issue you are reporting. For more assistance, see Create a support bundle for a
Conductor on page 481.

Get a Packet capture

If the issue involves the network, perform a packet capture while the issue is occurring. Provide this packet capture
when you open the case. For more assistance, see Do a packet capture for an Airwall Gateway on page 482.

Copyrights
All rights reserved by Tempered, Inc. ("Tempered") and its licensors.
Copyright © 2012- 2022

This source code and the methodology disclosed by it include proprietary and confidential information belonging to
Tempered and its licensors ("Source Code"). The Source Code may not be copied, modified, or distributed without the
prior express written permission of Tempered.

By using the Source Code, You agree to be bound by these terms and conditions of use. You acknowledge that this

is only a limited, nonexclusive, non-transferable license. Tempered and its licensors remain the owners of all titles,
rights, and interests in the Source Code. Further, use of the Source Code is governed by the terms and conditions of
Your license agreement with Tempered regarding the Source Code, which license agreement is incorporated herein by
reference.

Use of the Source Code is permitted to You only as a Partner of Tempered under written agreement and for no other
purpose than the partnered work You are doing with Tempered. The Source Code may not be disclosed to or used by
anyone other than Your employees or contractors working on Tempered product development projects. You may not
disclose, assign, sublicense, lease, or in any other way transfer the Source Code to any third party without the prior
express written consent of Tempered. Any product developed using the Source Code may be distributed, displayed,
licensed, sold, or used in object code format only and as specified in a written license with Tempered permitting such
distribution, display, license, sale or use.

Tempered has the right to terminate this License Agreement and Your right to use the Source Code upon any material
breach of the License Agreement by You.
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You agree to defend and indemnify Tempered and to hold Tempered harmless from all claims, losses,damages,
complaints, or expenses connected with or resulting from Your business operations relating to use of the Source Code.

THE SOURCE CODE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESSOR
IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE WARRANTIES OF TITLE, MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM,DAMAGES OR OTHER LIABILITY,
WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOURCE CODE OR THE USE OR OTHER DEALINGS IN THE SOURCE CODE.

Host Identity Protocol
Copyright © 2012-2022 Tempered, Inc. All Rights Reserved.

Tempered, Inc. (“Tempered”), hereby grants worldwide permission, free of charge and without a signed licensing
agreement, for the duration of the copyright, to any person obtaining a copy of this software and associated
documentation files (“The Software”), the right to deal in The Software without restriction, including, without
limitation, the right to use, copy, modify, merge, publish, distribute,sublicense, and/or sell copies of The Software, to
make, publish, distribute, and/or sell derivative works based on The Software, and to permit persons to whom The
Software is furnished to do so, subject to the following conditions:

The above copyright notice and this Permission Notice shall be included in all copies or substantial portions of

The Software and in all modifications and distributions of The Software, including derivative works based on The
Software. Neither the names of Tempered nor the Authors, nor any of their trademarks or service marks, may be used
to endorse products derived from The Software without the express prior permission of Tempered.

Except as expressly stated herein, nothing in this Permission Notice grants any license to Tempered's trademarks,
service marks, copyrights, patents, trade secrets, or other intellectual property. No license is granted to the trademarks
of Tempered even if such marks are included in The Software. Nothing in this Permission Notice shall be interpreted
to prohibit Tempered from licensing under terms different from this Permission Notice any Original Work that
Tempered otherwise would have a right to license.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED,
INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF TITLE, MERCHANTABILITY, FITNESS

FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM,DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION
WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE. THE AUTHORS AND
COPYRIGHT HOLDERS HAVE NO OBLIGATION UNDER THIS PERMISSION NOTICE TO PROVIDE
MAINTENANCE, SUPPORT, UPDATES, ENHANCEMENTS, OR MODIFICATIONS TO THE SOFTWARE.

Deploy an Airwall secure network

Deploy, Install, Configure, License

Building an Airwall Solution requires a minimum of three components: An Airwall Conductor and two or more
Airwall Edge Services with devices attached behind them. You can manage these Airwall Edge Services and their
attached devices from the Conductor dashboard. The Airwall Edge Services create a zero-trust virtual protected
network. The Conductor acts as a centralized management dashboard for the network, pushing policy and trust
information to the Airwall Edge Services. Every Airwall Edge Service within the protected network knows the
network layer and state of its peers, and every peer maintains Identity-Based Routing (IDR) tables.

A typical deployment requires the following steps:

O-0—e0—C—-0—©

Confirm network Set up the Set up Airwall Connect Create protected Configure
settings Conductor Edge Services Devices networks device trust
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Note: If you are installing a physical Conductor or Airwall Edge Service, make sure you are familiar with
4 your model, including the variety of power options and physical installation steps before you begin your
deployment. Refer to the Platform or Install Guide included with your hardware.

o Tip: For additional information about the Airwall Solution, see the What makes up an Airwall secure
network? on page 141 in the Get Started with the Airwall Solution on page 140 section.

o Tip: For additional information about the Airwall Solution, see What makes up an Airwall Secure
Network in the Get Started section of our online documentation.

Deployment Checklist
A checklist for deploying the Airwall Solution

Also check out:

* A roadmap to topics to help you deploy: Deployment Roadmap on page 184
* The Airshell command setup-ui at Airshell (airsh) Command Reference on page 362
» Startup tutorials for the Conductor at Get Started using Conductor Help and Tutorials on page 140

A typical deployment requires the following steps:

1. Plan your deployment
Confirm your Network Settings on page 187
Deploy and Configure a Conductor on page 197

El o

Deploy and Configure Airwall Edge Services on page 274

a) Set up Airwall Gateways on page 274

b) Connect People's Devices to your Airwall secure network on page 64
c) Configure Airwall Edge Service Settings on page 359

d) License a Conductor and Airwall Edge Services on page 191

5. Connect and Configure Devices on page 414
6. Create and Manage an Overlay (Protected) Network on page 418
7. Configure Device Trust on page 427

If you have special configuration needs, see Configure Advanced Airwall Edge Service Options on page 384 for
different options on how to configure Airwall Edge Services.

Deployment Roadmap
A roadmap to the most helpful topics for getting the Airwall Solution up and running on your network.

Get Familiar with the Airwall Solution
This content helps you understand the components of the Airwall Solution and help you get started.

*  What makes up an Airwall secure network? on page 141

* Definitions of Key Terms on page 177

Prepare to Deploy the Airwall Solution
Make sure your network is ready for deployment.

* Confirm your Network Settings on page 187
» Review the Software Downloads and Release Notes on page 514
» Create topics for Capacity Planning, etc?

Deploy and Configure your Conductor

If you run into issues, see Diagnostics and Troubleshooting on page 477 or Submit a support request.


https://www.tempered.io/support/supportReq.html

Deploy a Conductor
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The Conductor is what you use to orchestrate your zero-trust network, including the resources you are protecting and
who can access them.

Get Started using Conductor Help and Tutorials on page 140
The Conductor Dashboard on page 32
Conductor Icon Reference on page 35

Deploy a Conductor on page 197

1.

AN

Deploy a Conductor in VMware ESX/ESXi on page 230

Deploy a Conductor on Amazon Web Services (AWS) on page 205

Deploy a Conductor on Microsoft Azure on page 211

Manually deploy a Conductor on the Google Cloud Platform (GCP) on page 219
Deploy a Physical Conductor on page 199

Log in and Configure the Conductor

Log in and Configure the Conductor on page 201
Best Practices for Conductor Configuration on page 235

Add Airwall Edge Service Licenses

Add Airwall Edge Service Licenses to the Conductor on page 192

License a Conductor and Airwall Edge Services

License a Conductor and Airwall Edge Services on page 191
If you are deploying in an Isolated (dark) environment, here's how to license your Conductor and Airwall Edge

Services: License a Conductor and Airwall Edge Services in an Isolated Environment on page 196

Deploy and Configure Airwall Gateways

If you run into issues, see Diagnostics and Troubleshooting

Deploy and Configure Airwall Edge Services

Set up Airwall Gateways

Set up Physical Airwall Gateways

Set up a physical Airwall Gateways

Set up 75-series hardware

Set up 110-series hardware

Set up 150-series Hardware

Set up 250-series hardware

Set up 500-series hardware (either Conductor or Airwall Gateway)
Set up Advantech hardware - Latest Firmware and Software

Other helpful topics:

Connect to the console port using Windows

Connect to the console port using Linux or macOS
Airwall Gateway Airshell console commands - airsh
Configure an Airwall Gateway with airsh Setup Wizard
Deploy Airwall Gateways using Activation Codes


https://webhelp.tempered.io/webhelp/content/topics/web_top_diagnostics.html
https://webhelp.tempered.io/webhelp/content/topics/setup_hip_services.html
https://webhelp.tempered.io/webhelp/content/topics/setup_airwall_gateways.html
https://webhelp.tempered.io/webhelp/content/topics/hip_config.html
https://webhelp.tempered.io/webhelp/content/topics/setup_75.html
https://webhelp.tempered.io/webhelp/content/topics/setup_110.html
https://webhelp.tempered.io/webhelp/content/PDFs/Airwall-150%20Series%20Platform%20Guide.pdf
https://webhelp.tempered.io/webhelp/content/PDFs/Airwall-250%20Series%20Platform%20Guide.pdf
https://webhelp.tempered.io/webhelp/content/PDFs/Airwall%20500%20Series%20Hardware%20Platform%20Guide.pdf
https://webhelp.tempered.io/webhelp/content/topics/setup_Advantech.html#setup_AV3200
https://webhelp.tempered.io/webhelp/content/topics/downloads_latest.html
https://webhelp.tempered.io/webhelp/content/topics/console_port_windows.html
https://webhelp.tempered.io/webhelp/content/topics/console_port_linux_osx.html
https://webhelp.tempered.io/webhelp/content/topics/aw_airsh_cmd.html
https://webhelp.tempered.io/webhelp/content/topics/airsh_setup-ui.html
https://webhelp.tempered.io/webhelp/content/topics/prov_aw_codes.html#prov_aw_codes_deploy

Set up Virtual Airwall Gateways
If you run into issues, see Diagnostics and Troubleshooting
Set up virtual Airwall Gateways

* Setup a virtual Airwall Gateway in VMware ESX/ ESXi
» Setup a virtual Airwall Gateway in Microsoft Hyper-V

+  COMING SOON- KVM?

*  COMING SOON-VirtualBox?

Set up Cloud Airwall Gateways
If you run into issues, see Diagnostics and Troubleshooting
Set up cloud Airwall Gateways

» Setup an Amazon Web Services (AWS) Airwall gateway
* Setup a Microsoft Azure Airwall gateway

* Setup a Google Cloud Platform (GCP) Airwall gateway

* Alibaba Cloud — Set up an Airwall Gateway on page 315

Add the Devices you want to Protect

» Connect and Configure Devices on page 414
» Add devices to the Conductor on page 414

» Use device discovery on page 414

» Enable passive device discovery on page 414
* Detect devices manually on page 414
* Import devices using a .csv file on page 415

*  CSV Template
* Add devices manually on page 416

Create and Configure your Protected Networks (Overlays) and Trust
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To create a protected network in your Airwall Solution, you create an overlay (a secure network), add protected
devices to it, and then set up the trust policy between devices and Airwall Edge Services (Airwall Gatewaysand

Airwall Agents and Servers) on the protected network.

* Create and Manage an Overlay (Protected) Network

» Configure Airwall Relay rules

» Set an Overlay to Automatically Manage Relay Rules
» Set up device trust

Connect People’s Devices to yourAirwall secure network

For people to connect to your Airwall secure network and access resources, they need to install the Airwall Agent
or Server software for their device and you’ll need to grant them access. The easiest way to do that is with Airwall

Invitations.

Invite People to Join your Airwall secure network

Here are two ways to use Airwall Invitations to invite people and grant them access

* Send Airwall Invitations

*  Walkthrough - Onboard people to your Airwall secure network with User Authentication


https://webhelp.tempered.io/webhelp/content/topics/web_top_diagnostics.html
https://webhelp.tempered.io/webhelp/content/topics/add_virtual_environments.html
https://webhelp.tempered.io/webhelp/content/topics/setup_virtual_vmware.html#setup_300v_vmware
https://webhelp.tempered.io/webhelp/content/topics/setup_virtual_hyperv.html#setup_virtual_hyperv
https://webhelp.tempered.io/webhelp/content/topics/web_top_diagnostics.html
https://webhelp.tempered.io/webhelp/content/topics/add_cloud_provider.html
https://webhelp.tempered.io/webhelp/content/topics/setup_hip_aws.html#setup_hip_aws
https://webhelp.tempered.io/webhelp/content/topics/setup_hip_azure.html#setup_hip_azure
https://webhelp.tempered.io/webhelp/content/topics/setup_hip_gcloud.html#setup_hip_gcloud
content/PDFs/import_devices.csv
https://webhelp.tempered.io/webhelp/content/topics/overlay_config.html
https://webhelp.tempered.io/webhelp/content/topics/hip_relay_policy.html?hl=configure%2Cairwall%2Crelay%2Crules
https://webhelp.tempered.io/webhelp/content/topics/overlay_auto_relay_2.html
https://webhelp.tempered.io/webhelp/content/topics/dev_trust_setup.html?hl=trust
https://webhelp.tempered.io/webhelp/content/topics/invite_send_airwall_invitations.html
https://webhelp.tempered.io/webhelp/content/topics/connect_people_walk_auth.html
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Manually Add People’s devices

You can also have users install and connect manually. They first install the Airwall Agent or Server on the computer
or mobile device they are going to use to connect, and then request to connect to your network. An Airwall secure
network administrator then grants these devices access, manages them, and then adds them to the overlays and sets up
trust policy.

Install Airwall Agents and Servers

Point the people who you want to connect to these topics to install an Airwall Agent or Server:

* Operating system requirements for Airwall Agents and Servers on page 7
» Install an Airwall Agent or Server on page 6

Connect Airwall Agents and Servers to your Airwall secure network
Then point the people who have installed an Airwall Agent or Server to these topics to connect to your Conductor:
* Link my Airwall Agent or Server to an Airwall secure network on page 14

* I have an Airwall invitation

» I have an Activation code

* [ have an “Finish Setting up my account” email
» [ want to request to connect

Grant Access and Set Trust Policy for People's Devices

You can then grant the requests and set what resources the people connecting to your Airwall secure network can
access.

* Allow an Airwall Agent or Server to access your Airwall secure network

» Configure Device Trust on page 427

Show or Hide Conductor Setup progress bar
You can show or hide the Conductor Setup progress bar on the Dashboard in your user preferences.

1. Log in to the Conductor with your existing password.
2. Select the profile icon E, and then select Preferences.
3. Scroll down to Show progress on dashboard, and toggle it on or off.

For more information on the Conductor tutorials, see Get Started using Conductor Help and Tutorials on page 140.

Confirm your Network Settings
Check that your network is set up to start deploying the Airwall Solution.
Your existing network is the underlay network, made up of your existing private networks and the Internet. It is
any network that you connect an Airwall Edge Service to, and any network used to communicate between other

Airwall Edge Services in your Airwall deployment. For Airwall to work correctly, all components must be able to
communicate with each other from where they are installed.

The Conductor

The Conductor is the central management dashboard for all Airwall Edge Services. It tells the Airwall Edge Services
how to contact one another and enforces policies on the protected network — allowing or preventing communication
between devices. It also manages licensing and provides diagnostic tools.

Your Conductor can be either virtual or physical and can be configured in a high-availability (HA) pair. It passes no
protected network traffic and does not communicate with the HIP protocol.

The Conductor must have at least two network interfaces. The recommended configuration is as follows:


https://webhelp.tempered.io/webhelp/content/topics/agent_setup_invite.html
https://webhelp.tempered.io/webhelp/content/topics/agent_setup_code.html
https://webhelp.tempered.io/webhelp/content/topics/agent_setup_password.html
https://webhelp.tempered.io/webhelp/content/topics/agent_setup_request.html#agent_setup_request
https://webhelp.tempered.io/webhelp/content/topics/hipapp_cond_config.html
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Port 1 Connect to the Internet, either directly or with port
forwarding.
Port 2 Connect to your Local Area Network (underlay)

For the Conductor to work, it must be able to listen on the following ports:

TCP 8096 (MAP) This is the port in which Airwall Edge Services
communicate with the Conductor.
TCP 443 (HTTPS) This is the port in which the Conductor Management can

be accessed.

Airwall Edge Services
An Airwall Edge Service carries out or facilitates the connectivity between two connecting devices.

An Airwall Gateway is a network appliance that allows Ethernet devices to be added to the protected network
(Overlay). It connects to a Conductor via a Metadata Access Point (MAP) for policy and peer addresses, and it
connects to peer Airwall Edge Services to establish secure tunnels between locations.

An Airwall Gateway can be either virtual or physical and can be configured in an HA pair. It passes traffic between
devices over a HIP tunnel.

An Airwall Gateway must have at least two network interfaces. The recommended configuration is as follows:

Port 1 Connect to the Local Area Network (Underlay). Must
be able to reach the Conductor and other Airwall Edge
Services.

Port 2 Protected Device Network (Overlay). Must be able to

reach the devices to add to the overlay.

It is possible to connect Ports 1 & 2 to the same network and provide existing device access to the Overlay, without
isolating the protected devices inside of a separate network segment.

For the Airwall Gateway to work, it must have outbound connectivity on the following ports:

TCP 8096 (MAP) Must have outbound connectivity to MAP to the
Conductor.
UDP 10500 (HIP) Must have outbound connectivity to HIP and to any other

Airwall Edge Service it is a must to communicate with.
At least one Airwall Gateway on one end of a tunnel must also be able to listen on the following port:

UDP 10500 (HIP) Must have outbound connectivity to HIP and to any other
Airwall Edge Service it is a must to communicate with.

Alternately, if Airwall Edge Services cannot be configured to listen for incoming connections, you can employ an
Airwall Relay to get around a network address translation (NAT).

Airwall Relays

An Airwall Relay is, typically, a virtual cloud-hosted appliance, running the Airwall Gateway 300v VM. It is able to
listen for HIP traffic, allowing Airwall Gateways behind firewalls and routers to establish a tunnel between each other
even when NATed.

For the Airwall Relay to work, it must have outbound connectivity on the following ports:

TCP 8096 (MAP) Must have outbound connectivity to MAP to the
Conductor.
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UDP 10500 (HIP) Must have outbound connectivity to HIP and to any other
Airwall Edge Service it is a must to communicate with.

It must also be able to listen on the following port:

UDP 10500 (HIP) This is the port, in which Airwall Edge Services
communicate with the Conductor.

Airwall Relays are still considered a type of Airwall Edge Service, but they serve a special role. Any Airwall Gateway
- physical or virtual - can be turned into an Airwall Relay. Once configured as an Airwall Relay, it is not advisable

to add any devices to it, but instead use it exclusively to bridge Airwall Edge Services that are not able to listen for
incoming connections.

Changing network ports

You can change the MAP and HIP ports from their defaults of 8096 and 10500 in the Conductor. This will change the
settings for all Airwall Gateways connected to that Conductor.

These settings rarely need to be adjusted. When they are, it is either to get around some immutable firewall settings or
to add extra security by using atypical ports.

Note: If you change the MAP port, you will need to manually reconfigure all Airwall Edge Services to point
to the Conductor with the new port. This might involve traveling to remote sites and putting devices into
diagnostic mode, so adjust this setting carefully.

>

If you change the Airwall Edge Service port, the change takes effect on all Airwall Edge Services connected to the
Conductor, so make certain that they have the proper outbound connectivity and port forwarding configured before
adjusting this setting.

To change the default ports:

1. In the Conductor, go to Settings.

2. Find the Advanced section near the bottom of the Settings page. Next to Global HIPservice settings, click Edit
Settings.

3. Under Port settings, change the default ports, and click Save.

HIP and MAP Diagrams

Below are some diagrams illustrating successful and unsuccessful MAP and HIP configurations:
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Figure 3: HIP configurations
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Figure 4: MAP configurations

Check Your Underlay Settings

Check the following settings to confirm they are set for the new ports:

Firewalls

DHCP and DNS

Private Network Conductor
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If a firewall is enabled between the Conductor and
Airwall Edge Services in the solution, you must open the

required firewall ports.

If you prefer to configure your Conductor with a
hostname or assign Airwall Edge Services IP addresses
using DHCP, confirm that the underlay's DHCP and DNS
settings are configured to support it.

If the Conductor is located in a private network, either

a firewall or router must provide a static public IP
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address so the Conductor can be reached by Airwall
Edge Services outside the private network.

Private Network Airwall Gateway If Airwall Edge Services located in a private network
need to be accessed by Airwall Gateways outside the
private network, a firewall or router must provide a
static public IP address so the Airwall Edge Services can
communicate.

License a Conductor and Airwall Edge Services
Everything you need to know about licensing your Conductor and Airwall Edge Services.

How Airwall Licensing Works
How licensing works in your Airwall Solution.

Tempered requires a license for each Conductor and Airwall Edge Service you have in use. Certain configurations
also require add-on licenses, such as configuring an Airwall Gateway as an Airwall Relay.

When you purchase licenses, you receive a voucher code that allows you to apply your purchased licenses to
a Conductor, or to Airwall Edge Services in a Conductor. The Conductor automatically consolidates licensing
vouchers.

There is a significant difference between Conductor licenses and Airwall Edge Services licenses -- Conductor licenses
are not transferrable, while Airwall Edge Service licenses are. More specifically:

» Conductor licenses cannot be reused or transferred once you’ve used it to license a Conductor.

» Airwall Edge Services licenses can be reused and are transferrable by type, and across Conductors. Some
examples:

» In a Conductor, you can delete a license from one Airwall Gateway-150 by revoking it and reassign the license
to a different Airwall Gateway-150.

*  You cannot transfer a license from one type of Airwall Edge Service to another type.

You must have enough licenses available in your Conductor before you can provision Airwall Edge Services. For a
list of the Airwall Edge Service licenses you have available, see the Licensing tab under Conductor Settings.

To purchase new or renew expired licenses, contact sales@tempered.io.
For how-to instructions on licensing and transferring licensing, see these topics:

* License your Conductor, sce the License and Provisioning section in Deploy a Physical Conductor. Licensing
and provisioning is the same for physical and virtual Conductors.

» License Airwall Edge Services, see Provision and License Airwall Edge Services on page 193.

* View your Licenses in Conductor, see View Licenses in Conductor on page 192.

» Transfer a License to Another Airwall Edge Service, see Transfer a license to another Airwall Edge Service on
page 196.

* License an Isolated Conductor and Airwall Edge Services, see License a Conductor and Airwall Edge Services in
an Isolated Environment on page 196.

License and Provision a Conductor (v2.2.8 and earlier)
To get a Conductor up and running, you need license and provision it. You need your licensing voucher to complete
these steps.

Supported Versions Conductor v2.2.8 and earlier

Note: For v2.2.10 and later, licensing and provisioning is included in the Initial Conductor configuration
wizard. Start at Log in and Configure the Conductor on page 201.

.
\J

In v2.2.8 and earlier, you license the Conductor, and then Log in and Configure the Conductor on page 201.

1. If you have a physical Conductor, apply power to it, and connect a computer to Port 1 on the Conductor hardware
using an Ethernet cable. Refer to your unit's Platform Guide for specific instructions.


mailto:sales@tempered.io
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2. In a web browser:

* Physical Conductor — go to: https://192.168.56.2

* Cloud Conductor — Click the link in your order email, or go to the public IP you set up when creating your
Conductor.

The Conductor Provisioning page opens so you can license your Conductor.

Tempered Networks Conductor Provisioning

Follow these steps to provision the Conductor

1. Enter a voucher code from Tempered Networks with an available Conductor License
2. Submit your request by clicking the 'Provision now' button

3F914CB4FF3D1ABC

— Disable secure offiine sync

— Disable network proxy settings

IP address or hostname Port

3. If you have a proxy server between your Conductor and the Tempered licensing server, under Disable network
proxy settings, configure proxy server settings to allow your Conductor to reach the licensing server.

4. If you are licensing an isolated (dark) Conductor, you will use the Disable secure offline sync section. For more
details, see License a Conductor and Airwall Edge Services in an Isolated Environment on page 196.

5. In the Voucher code box, enter the voucher code you received from Tempered.

6. Click Provision now. It takes a moment to finish applying the voucher. Once complete, you should see the
following:

Tempered Conductor Provisioning Completed

Conductor successfully provisioned. Please accept the new signed certificate when prompted by the browser.

Click here to start using the Conductor

7. Select Click here to start using the Conductor.
8. Log in and Configure the Conductor on page 201.

Add Airwall Edge Service Licenses to the Conductor
The first step in licensing Airwall Edge Services is to add your licensing vouchers to the Conductor.
To add Airwall Edge Service licenses:

1. In Conductor, open Settings, and go to the Licensing tab.
2. Click Enter Voucher.

3. Type or paste your Voucher code, and click Enter. The licenses are added to your pool of licenses on the
Licensing page.

Note: The Conductor automatically consolidates licensing vouchers.

View Licenses in Conductor
See what licenses you have available in the Conductor.

Note: Only Airwall Edge Service licenses are shown in the Conductor. Your Conductor license is not shown.
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Note: The Conductor automatically consolidates licensing vouchers.

1. In Conductor, open Settings, and go to the Licensing tab.
2. Under Licenses, you can see the Airwall Edge Services licenses you have, and how many are in use.
3. Select a specific Airwall Edge Service license if you want to view your license count, type, and expiration date.

Provision and License Airwall Edge Services
How to provision and license Airwall Edge Services. You need to add Airwall Edge Services licenses to the
Conductor before you can provision and license Airwall Edge Services.

1. In Conductor, open Settings, and go to the Licensing page.

2. Ifyou have a license voucher, Add Airwall Edge Service Licenses to the Conductor on page 192. If you don’t
have a license voucher, contact sales@tempered.io to get one before continuing.

3. Install the Airwall Edge Services you want to license and connect them to the Conductor. For more information,
see Deploy and Configure Airwall Edge Services on page 274 and Connect Airwall Gateways to the Conductor
on page 292.

4. Under Provisioning Requests, select the check boxes for the Airwall Edge Services you want to provision,
and under the Actions dropdown, click Grant Request to provision your Airwall Edge Services. They should
reconnect to the Conductor and appear in your Airwall Edge Services list as unmanaged.

Note: You can also grant provisioning requests from the Provisioning tab on the Dashboard.

5. On pre 2.2x Conductors, click Syne.
6. On the Conductor dashboard, click the Show all Airwalls box and filter the Airwall Edge Services by unmanaged.

7. In the row for the Airwall Edge Service you want to license, in the far right column, click the arrow to open the
drop down menu, and select Manage Airwalls.

Airwall™ edge Show all Airwalls
services
Airwall « Model Status /
» AW-500 Physical Airwall-500 ] ®
© BHI®40130#E17CBE5801100057 v2.2.3
» Cloud Airwall Relay [EITITg Airwall-300v #% 172.16.0.60 av
5a

& BHI@401304EC2397DB7AAE v223

Provision Airwall Gateways using Activation Codes
If you are deploying Airwall Gateways, you can use Activation codes to quickly set up and provision them using the
console and airsh.

When you deploy Airwall Gateways using activation codes, they are automatically managed in the Conductor as they
connect, and put into any Airwall groups you specified when creating the activation codes.

Note: Console access is required to input the activation code on Airwall Gateways. Some cloud providers do not
provide console access to their servers (notably AWS), so you will need to provision them in a different way.

Before you begin

* Make sure the Airwall Gateways you are using can be accessed using the console. If you do not have console
access, you need to deploy them in a different way. See License and Provision a Conductor (v2.2.8 and earlier) on
page 191.

» Setup Airwall groups for the deployed Airwall Gateways.

* Setup any tags you’d like to use for the deployed Airwall Gateways.

* Determine how many Airwall Gateways you want to deploy, and how many are in each group. Go through this
procedure for each group of Airwall Gateways.

To deploy Airwall Gateways using activation codes, you need to:
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1. Create the activation codes

2. Use the console to apply the activation codes to the Airwall Gateways.

3. License the Airwall Gateways as described in License and Provision a Conductor (v2.2.8 and earlier) on page
191.

Create Activation Codes

1. In Conductor, go to Airwalls, and open Airwall Invitations.
2. Click Create Airwall Invitations.

3. On the Airwall Invitations page, select Download activation codes and distribute them manually , and enter
how many Airwall Gateways are in this group. Click Next.

4. Seclect how the Airwall Gateways are named as they connect to the Conductor. Click in the Generated Airwall
name box for help with how to dynamically create names.

Airwall Invitations x

Configure settings for how to download, install and activate Airwalls

Generated Airwall name
) Dynamically name Airwall agents when they
${a|rwall_type£> connect to the Conductor by enclosing them in
${field_name}.

Activation code expiration date

06/26/2020

Available fields:
email - User's email
email_name - User's email without domain

airwall_type - Installed Airwall type
ip - Airwall agent's overlay device IP

<< Back >> Next Cancel

5. Change the Activation code expiration date, if needed, and sclect Next.

6. On the Additional settings page, select the Airwall groups and tags you want to apply to this group of Airwall
Gateways.

Note: You can skip the other options, as they are forAirwall Agents and Servers only.
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Airwall Invitations x

Additional settings used when activating Airwall agents via invitation.
Overlay device IP network (CIDR) *

e.g. 192.168.16.0/20

Overlay networks *

v
Add an entry
X
Device groups *
Add an entry v
x
Airwall groups
(oroup 1 s
Tags ©
v

building2, waponi

* Only applies to Airwall agents when using an activation code

<< Back Generate Cancel

7. Click Generate.

8. Copy or download the activation codes. If you download the codes, the text file includes a summary of the options

you’ve chosen for this group of activation codes.

Configuration

Profile name:

Conductor hostname or IP: cond.example.com
Generated Airwall name: ${airwall type}-${ip}-groupl
Activation code expiration date: 06/19/2020

Overlay device IP network (CIDR): undefined

Overlay networks:

Device groups:

Airwall groups: Group 1

Tags: building2, waponi

Activation codes
702d2fce3wee

82130£f85eed9
99508e9090qgc

You’re now ready to provision Airwall Gateways using these activation codes.

Deploy Airwall Gateways using Activation Codes

1.

Plug in the Airwall Gateways you want to provision, and connect them to a network where they can reach the
Conductor.

For physical Airwall Gateways, connect your laptop using the console port. For details, see Connecting to the
console port on an Airwall Gateway on page 297. For console access on your cloud and virtual gateways,
consult your cloud or virtual provider.

At the console, log in with name: airsh, and password: airsh

Use the airsh activate command, and enter your activation code when prompted.
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5. To finish setting up the Airwall Gateway, use airsh to also add the Conductor URL and map port (if not using
the standard port). See Airshell (airsh) Command Reference on page 362.

6. Repeat with any other Airwall Gateways you want to provision, using a different activation code for each one.
Once you’ve set the activation code and Conductor URL, the Airwall Gateways will automatically connect to the

Conductor, and be provisioned and managed in the Conductor using the options you selected when creating the
activation codes.

You can now license your Airwall Gateways. See the License section of Provision and License Airwall Edge Services
on page 193.

Transfer a license to another Airwall Edge Service
You can transfer Airwall Edge Service licenses within the Conductor.

There are two ways to transfer a license from one Airwall Edge Service to another:

* Replace — Replacing an Airwall Edge Service transfers all of the settings from the replaced Airwall Edge Service
along with the license. Follow the instructions in Replace an Airwall Gateway on page 132.

* Revoke — Revoking an Airwall Edge Service frees only the license for use, and does not transfer the settings.

Transfer a license by Revoking the Airwall Edge Service

1. Make sure the Airwall Edge Service you want to transfer the license to is installed and provisioned, but
unmanaged (unlicensed).

2. Revoke the Airwall Edge Service you want to un-license. For details, see Revoke and Reactivate an Airwall Edge
Service on page 496.

3. On the Conductor dashboard, filter the Airwall Edge Services by unmanaged.

4. Click the drop down on the Airwall Edge Service you want to license, and click Manage Airwalls.
Renew Expired Licenses

To renew Airwall Edge Service licenses:

1. Contact sales@tempered.io to renew your subscriptions.

2. Once you've received confirmation from Tempered that your subscription has been renewed, in Conductor, open
Settings, and go to the Licensing tab.

3. On the right top, click Full Sync to update your vouchers.

Note: If Tempered provides new vouchers, see Add Airwall Edge Service Licenses to the Conductor on page
192.

\J

License a Conductor and Airwall Edge Services in an Isolated Environment
To license a Conductor and Airwall Edge Services in an Isolated environment (also commonly called a dark or offline
environment), you need to take a few additional steps.

To license an Isolated Conductor

1. On the Tempered Conductor Provisioning page, where it’s asking for a voucher code, enter the voucher you
received when you purchased the Conductor.

Click Enable secure offline sync.

Click Export encrypted package.

Save the exported package on the Conductor, and copy the package to a USB drive or other removeable device.
Mail the package to Customer Success for licensing.

When Customer Success sends you your encrypted licensing package, download it to a USB drive.

A Al ol

Click Import encrypted package (you may need to click Enable secure offline sync again to show the page),
select the package you downloaded, and click Import.

8. After the package is opened and finished processing, your Conductor is licensed, and will move to the Log In
page.
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Follow the steps from starting at Log In and Configure in Deploy a Physical Conductor.
To provision and license Isolated Airwall Edge Services

1. In the licensed Isolated Conductor, open Settings, and go to the Licensing page.

2. Ifyou have a license voucher, Add Airwall Edge Service Licenses to the Conductor on page 192. If you don’t
have a license voucher, contact sales@tempered.io to get one before continuing.

3. Under Secure offline Conductor, select Enabled to enable offline licensing.

4. Install the Airwall Edge Services you want to license and connect them to the Conductor. For more information,
see Connect Airwall Gateways to the Conductor on page 292.

5. Under Provisioning Requests, sclect the check boxes for the Airwall Edge Services you want to provision, and
under the Actions dropdown, click Grant.

Click Export encrypted package, and click Save.
Mail the package to Customer Success for licensing.
When Customer Success sends you your encrypted licensing package, download it.

L ® R

In the Conductor, on the Licensing page, click Import encrypted package
10. Select the package you downloaded, and click Import.

11. After the package is opened and finished processing, your Airwall Edge Services are provisioned. They should
reconnect to the Conductor and appear in your Airwall Edge Services list as unmanaged.

12. Click the drop down on the Airwall Edge Service you want to license, and click Manage Airwalls.

Deploy and Configure a Conductor
The Airwall Conductor helps you deploy, configure, administer, and update your Airwall Solution.

Deploy a Conductor
To set up a Conductor for the first time, you need to configure a few basic settings. After completing the following,
you can connect the Conductor to your underlay.

Before you begin these steps

The Conductor manages policy for all distributed Airwall Edge Services, delivering simple control of the network.
Confirm your existing network settings such as DHCP, DNS and firewalls to decide where your Airwall solution will
exist within your environment. For more information, see Confirm your Network Settings on page 187.

(] Important: Do not connect any Airwall Edge Services or hardware until after the Conductor is configured.

Note: The Conductor uses a Tempered security certificate. This certificate is anchored to the Tempered
’ Certificate Authority (CA). You may need to explicitly trust the certificate to connect to the user interface. If
you would like to use your own certificate, see Install a Custom CA Certificate Chain on page 239.

Conductor Configuration Wizard Settings
Here are the settings you can configure in the Conductor Configuration Wizard.

For steps, see Log in and Configure the Conductor on page 201. For more settings see Best Practices for Conductor
Configuration on page 235 and Configure a Conductor on page 235.

Supported Versions v2.2.10 and later Conductor
Wizard page Setting Description
Define hostname settings Hostname and Domain name Enter a hostname and domain name

to create a friendly URL for your
Conductor. See Configuring a
Conductor IP, Friendly URL, or Port
on page 236.
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Wizard page Setting Description

Configure network adapters Enable network adapter Set up the Network adapters to
communicate with your existing
network (the underlay). By default:

* For physical and virtual
Conductors, Network adapter
1 is configured with a static IP
address of 192.168.56.2.

e For cloud Conductors, the
IP address should match the
Internal IP or public IP of your
Conductor instance.

» Network adapter 2 is configured
for DHCP IP addressing.

Enable web access to Conductor This setting enables or disables the
web server (the Conductor UI) on
the port. You have to have at least
one enabled, unless they are both
DHCEP, then they both have to have it

enabled.
Network configuration
Static routes Define static routes for each
network interface if required for
communication.
Apply network configuration Apply Confirm that the network settings

are correct, then select Apply.

If the network configuration has
been changed, then you may need
to manually navigate to the new
location in your browser.

Create a second administrative Fill in the Username and other It is best practice to only use the
account details for a second administrative ‘admin’ account for top-level
account. administration. Creating user

accounts for each person who will be
administering the Conductor lets you
see who is making changes in the
system when you review log details.

Configure date and time settings Use NTP and NTP Servers Enable Use NTP and select the
NTP servers to use to set the time.
While you can set your system time
manually, using NTP (Network
Time Protocol) servers ensures your
system time stays synchronized with
Coordinated Universal Time (UTC).
See Set the Conductor system time.

Enter time manually Check this box to set the time
manually, and then enter the time, or
select Set from browser time to use
your browser's setting.
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Wizard page Setting Description

Configure email settings These email settings are used to

send messages from the Conductor
for Airwall invitations, alerts and
password resets. If you do not set
these up, you will not be able to send
or receive email from the Conductor.

Provision Conductor Provision online or Provision Provision your Conductor online by
offline accessing the Tempered licensing
servers. You need to be able to access
licensing.temperednetworks.com on
the Internet. If you're provisioning a
dark Conductor, the wizard will walk
you through the process.

Provision Conductor online Voucher code Enter the voucher code you received
when purchasing your Conductor
license.

Use proxy server Enable and enter your proxy server

information if you need to go
through a proxy server to access the
Conductor licensing server.

Provision Conductor offline Follow the steps to license your
isolated (or "dark") Conductor
offline:

1. Generate a secure licensing
request.

2. Send the licensing request to
Tempered at Customer Success.

3. Import the encrypted licensing
package you receive from
Customer Success.

For more details, see License

a Conductor and Airwall Edge
Services in an Isolated Environment
on page 196. If you get
disconnected from the wizard
during this step, it'll continue at

the provisioning select screen. If
that's the case, then select Provision
Offline again and continue to the
next step.

g Note: When you start up your Conductor, you will have to proceed past the security warning (for example, in
Firefox, click Advanced and then Accept risk). To avoid this warning, you can replace the Conductor-signed
certificate with a custom certificate. See Install a Custom CA Certificate Chain on page 239.

Deploy a Physical Conductor

Tempered offers two physical Conductor models, the Conductor 400 Series and the Conductor 500 Series. Both are
1U rack-mount security appliances that facilitate private overlay networks between customer-provided equipment and
devices.
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Note: The hardware for an Conductor-500 and an Airwall Gateway-500 are similar. If your order contains
4 both, check the bottom of the unit or the box for a sticker that marks Conductor hardware.

Note: For Conductor-500, use only Port 1 or Port 2. Do not connect anything to any of the other ports. For
4 provisioning, and connection to the underlay network, connect to Port 1. For Diagnostics, connect to Port 2.

Familiarize yourself with your model's front panel layout, specifications, power requirements, and safety warnings
before use. These can be found in your model's Platform Guide, included with your Conductor. If you are

unable to locate your Platform Guide, you can download a PDF from the Documentation Downloads on page
810Documentation Downloads section of Airwall help.

License and Provision a Conductor (v2.2.8 and earlier)
To get a Conductor up and running, you need license and provision it. You need your licensing voucher to complete
these steps.

Supported Versions Conductor v2.2.8 and earlier

Note: For v2.2.10 and later, licensing and provisioning is included in the Initial Conductor configuration
wizard. Start at Log in and Configure the Conductor on page 201.

\J

In v2.2.8 and earlier, you license the Conductor, and then Log in and Configure the Conductor on page 201.

1. If you have a physical Conductor, apply power to it, and connect a computer to Port 1 on the Conductor hardware
using an Ethernet cable. Refer to your unit's Platform Guide for specific instructions.

2. In a web browser:

* Physical Conductor — go to: https://192.168.56.2
* Cloud Conductor — Click the link in your order email, or go to the public IP you set up when creating your
Conductor.

The Conductor Provisioning page opens so you can license your Conductor.
Tempered Networks Conductor Provisioning

Follow these steps to provision the Conductor

1. Enter a voucher code from Tempered Networks with an available Conductor License
2. Submit your request by clicking the *Provision now button

3F914C64FF3D1A6C

— Disable secure offiine sync

& Export encrypted package... & import encrypted package...

= Disable network proxy settings

IP address or hostname Port

3. If you have a proxy server between your Conductor and the Tempered licensing server, under Disable network
proxy settings, configure proxy server settings to allow your Conductor to reach the licensing server.

4. Ifyou are licensing an isolated (dark) Conductor, you will use the Disable secure offline sync section. For more
details, see License a Conductor and Airwall Edge Services in an Isolated Environment on page 196.

5. In the Voucher code box, enter the voucher code you received from Tempered.

6. Click Provision now. It takes a moment to finish applying the voucher. Once complete, you should see the
following:
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Tempered Conductor Provisioning Completed

Conductor successfully provisioned. Please accept the new signed certificate when prompted by the browser.

Click here to start using the Conductor

7. Select Click here to start using the Conductor.
8. Log in and Configure the Conductor on page 201.
Log in and Configure the Conductor

The first step in setting up a Conductor is to log in and configure it.
Before you begin

Before you begin, you will need the following:

* The IP or hostname of a cloud or virtual Conductor. Follow the link in your order email, or go to the public IP you
set up when creating your Conductor.

*  Your Conductor license voucher code.
Set up a v2.2.10 or later Conductor

When you first set up a Conductor, it walks you through the initial configuration steps, then licensing and
provisioning. For descriptions of the settings, see Conductor Configuration Wizard Settings on page 197.

1. If you have a physical Conductor, apply power to it, and connect a computer to Port 1 on the Conductor hardware
using an Ethernet cable. Refer to your unit's Platform Guide for specific instructions.

2. In a web browser:

* Physical Conductor — Goto: https://192.168.56.2

* Cloud Conductor — Follow the link in your order email, or go to the public IP you set up when creating your
Conductor.

* Virtual Conductor —Goto https://192.168.56. 2, or the IP address for Network adapter 1 or 2 that
you set up when deploying your virtual Conductor.

Note: Depending on your browser, you may have to bypass the Your connection is not private warning
to access your Conductor.

.0
3. Enter the default username (admin) and the password from your Tempered Order Delivery email, from your cloud
provider (Tnw-<instance ID>, or the default password (admin123), and select Sign in.
4. Change your password when prompted, and select Update.
5. You're now in the Conductor Configuration Wizard. Follow the wizard to configure essential settings on your

Conductor, and then license and provision it.

After provisioning is complete, accept the new Conductor certificate. Now you can Add Airwall Edge Service
Licenses to the Conductor on page 192.

Note: When you start up your Conductor, you will have to proceed past the security warning (for example, in
Firefox, click Advanced and then Accept risk). To avoid this warning, you can replace the Conductor-signed
certificate with a custom certificate. See Install a Custom CA Certificate Chain on page 239.

\J

2.2.8 and earlier Conductor

With 2.2.8 and earlier, you need to License and Provision a Conductor (v2.2.8 and earlier) on page 191 first, then
configure it.
1. In a browser window, enter the URL for your Conductor.

2. Enter the default username (admin) and the password from your Tempered Order Delivery email, from your cloud
provider (usually Tnw-<instance ID>), or the default password (admin123), and select Sign in.

3. Change your password when prompted.
4. Select Update.
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5. On the System Configuration dialog, you can leave all the fields as they are and select Configure. For
recommended configuration, see Best Practices for Conductor Configuration on page 235.

6. Once configuration is finished, select Return to settings.

You should see the Conductor Settings page. You are now ready to connect Airwall Edge Services and devices, and
create overlays.

Add Airwall Edge Service Licenses to the Conductor

The first step in licensing Airwall Edge Services is to add your licensing vouchers to the Conductor.

To add Airwall Edge Service licenses:

1. In Conductor, open Settings, and go to the Licensing tab.

2. Click Enter Voucher.

3. Type or paste your Voucher code, and click Enter. The licenses are added to your pool of licenses on the
Licensing page.

Note: The Conductor automatically consolidates licensing vouchers.

Deploy a Conductor on a Cloud Platform
You can deploy a Tempered Conductor on several cloud platforms and manage physical, virtual, and cloud Airwall
Edge Services and Airwall Agents.

Currently, you can deploy a Conductor on the following cloud platforms:

* Amazon Web Services (AWS)

*  Microsoft Azure Cloud Platform

* Google Cloud Platform (GCP)

* Amazon Web Services (AWS)

* Microsoft Azure Cloud Platform (Azure)
* Google Cloud Platform (GCP)

There are several reasons you may choose to deploy your Conductor on a cloud platform:

» Conductor administrators can access a Conductor regardless of location.

» All three supported cloud platforms promise 99.9% up-time meaning that a Conductor will always be available
and supported by each respective platform provider.

» Deploying a Conductor to the cloud reduces the risk associated with managing on-premises infrastructure, which
can result in a significant cost savings over time.

If you decide to host your Conductor on a cloud platform, use the specific deployment instructions linked above for
your chosen platform.

Deploy a Conductor on Alibaba Cloud
You can deploy an Airwall Conductor on Alibaba Cloud to manage physical, virtual, and cloud Airwall Edge
Services, and Airwall Agents. Use the following steps to deploy a Conductor on Alibaba Cloud.

Supported Versions Conductor 2.2.8 and later

Note: Click the print icon = at the top right of this topic to print or create a PDF.

Before you Begin
Before you begin, you need:

* Access to an Alibaba Cloud account. If you do not have an account, you can create one here.
+ Billing information set up for your Alibaba Cloud account.

* A Conductor license voucher. You need to purchase a voucher to license and log in to your Conductor once you’ve
deployed it on Alibaba Cloud.
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Note: See Alibaba Cloud for details and up to date instructions.

Step 1: Set up a Security Group

Before you start setting up the Conductor, you need to set up a Security Group and Networks in Alibaba Cloud for the
Conductor.

1. Follow the instructions on Alibaba Cloud to log in to your account.

In Alibaba Cloud, on the Elastic Compute Service side menu, go to Networks and Security, then Security
Groups.

Create a new Security Group for your Conductor, and set up the following Inbound Security Group Rules:

a) Allow ICMP IPv4 access. This allows the Conductor to check network communication and reachability (for
example, ping).

b) Allow TCP on port 8096. This is the port the Conductor uses to communicate.

c) Allow TCP on 443/443. This opens up https:// for the Conductor's web interface and API calls.

E

=8 (- Alibaba Cloud Sl T

g
< iaarritoca
tnw-sg-conductor « earn more

Security Group Rules

Inbound Outbound
Instances in Securit

ENIs in Security Gro.

Allow All ICMP (IPv4) =11 IPv4 CIDR Block 0.0.0.0/0 - 1

Allow Custom TCP 8096/8096 IPv4 CIDR Block 0.0.0.0/0 - 1

Allow Custom TCP 443/443 IPv4 CIDR Block 0.0.0.0/0 - 1

Step 2: Set up Networks

1. In Alibaba Cloud, on the Elastic Compute Service side menu, go to Networks and Security, then VPCs.

Create a VPC for your Conductor.

. Set up 2 subnets in that network, and select the datacenter and zone for them (these need to be the same as you

choose for the Conductor in the next step):

* public_network
* private_network

Now you’re ready to set up the Conductor.
Step 3: Set up a Conductor in Alibaba Cloud

Set General Settings

1.
2.
3.

7.

Search for Tempered Airwall Conductor in the Alibaba Cloud marketplace.
Select Choose Your Plan.

Select your Billing method and Region. Make sure you choose the same datacenter and zone as the subnets you
set up earlier.

For Instance Type, select ecs.g5.large.

For Image, leave it on the default Marketplace image.

Under Storage, set:

a) System Disk - Set to Ultra Disk with the minimum storage of 40 GiB.

b) Data Disk — Add a second Enhanced SSD drive with 120 GiB for the database and log files.
Select Next: Networking at the bottom to continue.

Set Networking Settings

8.

Under Network Type:
a) Type - Choose VPC.



| Deploy Airwall™ | 204

b) Select a VPC - Select the VPC network you set up earlier
¢) Select a VSwitch — Select the public_network subnet you set up earlier.
9. Under Public IP Address, check the Assign Public IP Address box.
10. Under Bandwidth Billing, select Pay by Traffic.
11. Under Security Group, select the security group you created earlier.
12. Leave the rest of the settings as the default, and select Next: System Configurations.
Set System Configurations
13. For Logon Credentials, select Set Later.
14. For Instance Name, set to Conductor-<date>. For example, Conductor-20200501.
15. (Optional) Fill in the Description, and set a Hostname if you have it set up.
16. Select Next: Grouping, then Next: Preview. (You do not need to set any Grouping settings.)
Preview your Settings and Create
17. On the Preview page, check your settings, check to accept the terms of service, and then select Create Instance.

Elastic Compute Service (ECS) Quick Launch

@ sasic configurations ———————— (@) Networking

Contigurations Selected

Basic Billing Method : Pay-As-You-Go Region: V
Configurations

Instance Type : Ge

Quantity : 1 Units Image : Te:

Conductor v2.2.3 v2.2.3 System Disk : Uitra D

Data Disk : 1 Unit(s

Networking Network Type : VPC VPC: trw-network/ vpc-0xi0SS MUt 18NS msov rr—

Network Billing Method : Pay-By-Traffic 5Mbps Security Group : 1). tnw-sg-conductor | sg-0xi3y635750xI19ahmpe

System Logon Credentials : Set
Configurations

You get a confirmation that your instance has been created.

18. Click Console to go to your Conductor instance page, where you can see the status of the instance being created.
Under IP address, note the IP of your Conductor.

Step 4: (Optional) Assign a permanent IP to your Conductor

If needed, you can assign a permanent IP address under Networks & Security, EIP. See the Alibaba Cloud help for
instructions.
Verify, Configure, Provision, and License a Cloud Conductor

At this point the Conductor instance is running in your cloud provider.

To verify, paste your Conductor IP into a browser window. It should show you the Initial Conductor Configuration
page. To log in, configure, and license your Conductor, see Log in and Configure the Conductor on page 201.

Note: In v2.2.8 and earlier, it shows the Provisioning page. See License and Provision a Conductor (v2.2.8
and earlier) on page 191.

.
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It may take several minutes for the Conductor to become available after it starts, so if you attempt to access it and
your browser appears to stop responding, please try again in a few minutes.

Here are the default passwords for cloud Conductors. You are prompted to change the password as soon as you log in:

* Alibaba Cloud — Tnw-<instanceID>

* Amazon Web Services — Tnw-<instanceID>

* Microsoft Azure — Tnw-<privateIpOfPublicNic>
* Google Cloud — Tnw-<instancelD>

g Note: In Microsoft Azure, if you do not see a password on the Azure Outputs page next to
conductorPassword, it is likely you are not using the Managed image.
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Note: When running the Conductor for the first time, you may receive notifications indicating the connection
is not private. Once you have finished configuring the Conductor, you can install a custom certificate on the
Conductor that prevents these notifications in the future.

\J

For more information, see:

» Conductor v2.2.8 and earlier only — License and Provision a Conductor (v2.2.8 and earlier) on page 191
* Log in and Configure the Conductor on page 201

* Add Airwall Edge Service Licenses to the Conductor on page 192

» Conductor Configuration Wizard Settings on page 197

Conductor v2.2.8 and earlier — Set Conductor System Time

After you've finished provisioning and licensing your v2.2.8 or earlier Alibaba Cloud Conductor, you may need to
change the system time, as the default time zone may be out of sync with your current time. In v2.2.10 and later, you
are prompted to set the system time during initial configuration.

1. In your Conductor, go to Settings.
2. Under System time, select Edit Settings.
3. Select Set browser time, and then select Update.

You can also enable NTP servers to set the system time. See Set the Conductor system time in Airwall help or your
Airwall Deployment Guide.

You can also enable NTP servers to set the system time. See Set the Conductor system time on page 236.

Deploy a Conductor on Amazon Web Services (AWS)
You can deploy an Airwall Conductor on AWS and manage physical, virtual, and cloud Airwall Edge Services, and
Airwall Agents. Use the following steps to deploy a Conductor on the AWS platform.

"} Note: Click the printicon = in the top right to print or download this topic.
/ p p g p

Prerequisites
To get started, you need to have:

* Access to a Amazon Web Services (AWS) account. If you do not have an account, you can create a free AWS Free
Tier account and upgrade it to a full account later.

+ Billing information set up on your AWS account. You cannot create a project until you are able to link your billing
information to your newly created project.

» A Conductor license voucher if you want to start the Conductor and verify it is set up correctly. Fulfillment will
provide this to you in an email after your purchase is complete.

* The Amazon Machine Image (AMI) ID that you received from Tempered Fulfillment when you purchased your
AWS Conductor.

Log in to AWS

From a Web browser, navigate to https://console.aws.amazon.com/ and log in to your account to get to the AWS
Management Console, pictured below:


https://aws.amazon.com/free/
https://aws.amazon.com/free/
https://console.aws.amazon.com/

Services v

| Deploy Airwall™ | 206

Resource Groups ~ % ~  N.California ~  Support ~

AWS Management Console

AWS services

Access resources on the go

Find Services ) Access the Management Console
You can enter names, keywords or acronyms. E using the AWS Console Mobile
& App.Learn more [2
Q Pp.
v Recently visited services Explore AWS
{0 ec2 &) CloudFormation Support
=N Run Serverless Containers with AWS
[ silling & s3

Create a Launch Instance

Fargate

AWS Fargate runs and scales your containers

When you sign up for Amazon Web Services (AWS), your AWS account is automatically signed up for all services in
AWS, including Amazon EC2. You add the Tempered Conductor as an EC2 instance, so make sure you have the AMI
ID that you received from Tempered Fulfillment when you purchased your AWS Conductor.

To create an instance:

1. On the top bar of the AWS Management Console, select Services and then select EC2 to access the EC2

Dashboard.

aws

EC2 Dashboard
Events
Tags
Reports
Limits
=) INSTANG
Instances.
Launch Templates
Spot Requests
Reserved Instances
Dedicated Hosts
Capacity Reservations
=) IMAGES
AMIs
Bundle Tasks
=) ELASTIC BLOCK STORE
Volumes
Snapshots

Lifecycle Manager

a\W/Sv Services ~  Resource Groups v
History { ‘
EC2
Console Home @
Compute
Billing EC2
CloudFormation Lightsail &
s3 ECR
ECS
Support EKS
Lambda
Batch

Elastic Beanstalk

Serverless Application Repository

Service Status: US West (N. California):

2. In the Create Instance section, click Launch Instance.

Services v  Resource Groups v % L ~  N.California v  Support +
Resources ¢ Account Attributes S
You are using the following Amazon EG2 resources in the US West (N. California) region Supported Platforms

0 Running Instances 0 Elastic IPs VPG
0 Dedicated Hosts 0 Snapshots Defauit VPG
0 Volumes 0 Load Balancers Vpo-512b1738
0 Key Pairs 1 Security Groups
Y Y Group Resource ID length management
0 Placement Groups Console experiments
’ Learn more about the latest in AWS Compute from AWS re:Invent by viewing the EC2 Videos. e Additional Information
Getting Started Guide
Create Instance Documentation
All EC2 Resources
To start using Amazon EC2 you will want to launch a virtual server, known as an Amazon EC2 instance. i
orums
Contact Us
Note: Your instances will launch in the US West (N. California) region
i AWS Marketplace
Service Health ¢ Scheduled Events s P

Find free software trial products in the AWS
Marketplace from the EC2 Launch Wizard. Or



| Deploy Airwall™ | 207

Create Instance

To start using Amazon EC2 you will want to launch a virtual server, known as an Amazon EC2 instance.

LaunchInstance

Note: Your instances will launch in the US West (N. California) region

3. Click Launch Instance to start the instance setup wizard.
Step 1: Choose an Amazon Machine Image (AMI)

The AMI is a custom template used to create a Conductor as a virtual machine in AWS. It contains the Conductor's
root volume, permissions, and device mappings necessary to deploy the Conductor to your account.

1. On the Choose AMI tab, click My AMISs on the left.
2. Under Ownership, check the Shared with me box. You should see the Conductor image listed in the right pane.

Services v Resource Groups v % [l Furdintnw v N.California v Support v
1.Choose AMI  2.Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags. 6. Configure Security Group 7. Review
Step 1: Choose an Amazon Machine Image (AMI) Cancel and Exit

An AMI is a template that contains the software configuration (operating system, application server, and applications) required to launch your instance. You can select an AMI provided by AWS, our user community, or the AWS
Marketplace; or you can select one of your own AMIs.

Q X

Quick Start 1to10f1AMIs

My AMIs a SCMP-x86_64-hvm-r2.1.X-1144-20190312-1725 - ami-0b03200affofefcct m

SCMP-x86_64-hvm-r2.1.X-1144-20190312-1725
AWS Marketplace - 64-bit (x86)

Root device type: ebs  Virualizaton type: hvm  Owner: 935635677792 ENA Enablec: No
Community AMIs

~ Ownership

@ Owned by me
@ Shared with me

¥ Architecture

3. Click the Select button on the right to continue.
Step 2: Choose an Instance Type

The Amazon EC2 instance type identifies the combination of memory, networking capacity, CPU, and storage
required by an application. For the Conductor we recommend a minimum machine type of t2.medium.

1. On the Choose Instance Type tab, select your desired instance type and click Next: Configure Instance Details.

Important: DO NOT select the Review and Launch button, as this option will use the default settings
. for this instance type. You will need to make changes for the Conductor to operate correctly.

Services v Resource Groups v % Ll Furin-tow v N. California v Support v

1.Choose AMI 2, Choose Instance Type 3. Configure Instance  4.Add Storage ~ 5.Add Tags 6. Configure Security Group 7. Review

Step 2: Choose an Instance Type
Amazon EC2 provides a wide selection of instance types optimized to fit different use cases. Instances are virtual servers that can run applications. They have varying combinations of CPU, memory, storage, and networking
capacity, and give you the flexibility to choose the appropriate mix of resources for your applications. Learn more about instance types and how they can meet your computing needs.

Filterby: | Allinstance types . Current generation v Show/Hide Columns

Currently selected: t2.medium (Variable ECUs, 2 vCPUs, 2.3 GHz, Intel Broadwell E5-2686v4, 4 GiB memory, EBS only)

Family Type vCPUs (i Memory (GiB) Instance Storage (GB) (i

¥ 1Pv6
EBS. Ovtlmlxlad Available =

Support (i
General purpose t2.nano 1 05 EBS only - Low to Moderate Yes
General purpose e 1 1 EBS only - Low to Moderate Yes
General purpose t2smal 1 2 EBS only - Low to Moderate Yes

(] General purpose t2.medium 2 4 EBS only - Low to Moderate Yes
General purpose 12.large 2 8 EBS only - Low to Moderate Yes
General purpose t2.xlarge 4 16 EBS only - Moderate Yes
General purpose t2.2xlarge 8 32 EBS only - Moderate Yes

[} General purpose t3nano 2 05 EBS only Yes Up to 5 Gigabit Yes

Cancel Previous Next: Configure Instance Details
2. Click Next: Configure Instance Details to continue.

Step 3: Configure Instance Details
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Your new instance requires that you to make a few changes to ensure the Conductor has access to resources needed
for proper operation. Make the following changes as outlined below.

1. On the Configure Instance tab, do the following:
a) Select your desired VPC from the Network drop-down.
b) Select your region from the Subnet drop-down.
c) Select Enable termination protection (recommended)

You can leave all other settings as is.

aws ices v i o o o
2 Services Resource Groups * Qo N. Calffornia v Support
1.ChoossAMI 2.Choose Instanca Type 3. Configure Instance 4. Add Storage  5.Add Tags 6. Configurs Security Group 7. Review

Step 3: Configure Instance Details
Configure the instance to suit your requirements. You can launch multiple instances from the same AMI, request Spot instances to take advantage of the lower pricing, assign an access management role to the instance, and
more.

Number of instances (i 1 Launch into Auto Scaling Group (i
Purchasing option (i Request Spot instances
Network (i vpe-5¢2b1738 (default) B C Create new vPC

Subnet (i No preference (default subnet in any Availability Zone) B Create new subnet

Auto-assign Public IP Use subnet setting (Enable) B

Placement group Add instance to placement group

Capacity Reservation

Open B C Create new Capacity Reservation

IAM role C Create new 1AM role

None

Shutdown behavior stop B

Enable termination protection (i & Protect against accidental termination

Monitoring Enable CloudWatch detailed monitoring

Additional charges apply.

Tenancv (i ‘Shared - Run a shared hardware instance

2. Click Next: Add Storage to continue.
Step 4: Add Storage

The Conductor AMI supplied by Tempered is relatively small in size. The configuration information and storage,
however, requires a second hard disk, which you set up as part of the instructions below.

1. On the Add Storage tab, click Add New Volume.

P Note: The volume must be a minimum of 32 GB. This size should be sufficient for normal operation;
however, you can resize your volume later should you require additional space. See Modifying the Size,
Performance, or Type of an EBS Volume in the AWS documentation for more information.

2. Change the following information on the new volume:
a) Select /dev/sdf from the Device drop-down.
Important: We recommend you use /dev/sdf for your second volume. Do not select /dev/sdb, /dev/
. sdc, or /dev/sdd as the Conductor will not function correctly. Other partitions may work but are not
currently supported.
b) Enter the value 32 in the Size (GiB) field.
¢) Check Delete on Termination.

You can leave all other settings as is.


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-modify-volume.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-modify-volume.html
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aws Services v Resource Groups v % o ~  N.Calfornia v  Support ~
1.ChoossAMI 2. ChooselnstanceTyps 3. Configurs Instance 4, Add Storage  5.AddTags 6. Configurs Secury Group 7. Review

Step 4: Add Storage

Your instance will be launched with the following storage device settings. You can attach additional EBS volumes and instance store volumes to your instance, or
edit the settings of the root volume. You can also attach additional EBS volumes after launching an instance, but not instance store volumes. Learn more about
storage options in Amazon EC2.

Throughput Delete on
Volume Type (i Device (i Snapshot (i Size (GiB) (i Volume Type (i 10Ps (i (MB/s)gT Termination  Encrypted (i
i
Root Idevisda2 Snap-03a69db0eBAf00754 1 Magnetic (standard) B NA NA @ Not Encrypted
e8s B Jdovjsde [ 32 General Purpose SSD (gp2) B 100/3000  NA [ - 9

Add New Volume

General Purpose (SSD) volumes provide the ability to burst to 3000 IOPS per volume, independent of volume size, to meet the performance needs of
most applications and also deliver a consistent baseline of 3 IOPS/GIB. Set my root volume to General Purpose (SSD)

Free tier eligible customers can get up to 30 GB of EBS General Purpose (SSD) or Magnetic storage. Learn more about free usage tier eligibility and
usage restrictions.

Cancel  Previous [WGEVEMELETEIETE  Next: Add Tags

3. Click Next: Add Tags to continue.
Step 5: Add Tags

Tagging your Conductor instance can help you identify it if you have a large number of instances deployed to your
account. While not required, we recommend you add a tag so you can find it quickly.

1. On the Add Tags tab, click Add Tag and enter the following:

a) Enter Name in the Key column.
b) Enter a name for your Conductor in the Value column.

Services v Resource Groups v % L runinw v N Caimornia v Supporc v

1.Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 5: Add Tags

Atag consists of a case-sensitive key-value pair. For example, you could define a tag with key = Name and value = Webserver.
A copy of a tag can be applied to volumes, instances or both.

Tags will be applied to all instances and volumes. Learn more about tagging your Amazon EC2 resources.

Key (127 characters maximum) Value (255 characters maximum) Instances (i Volumes (i
Name Tempered Conductorf [/ /] Q
Add another tag (Up to 50 tags maximum)

Cancel | Previous [IGEVCUELEIENUEE  Next: Configure Security Group

2. Click Next: Configure Security Group to continue.
Step 6: Configure Security Group

Configuring a security group is synonymous with configuring firewall rules. You need to add three rules: ICMP to
allow Airwall Edge Services to validate their link to the Conductor, HTTPS to allow for Conductor management, and
a custom rule to allow Airwall Edge Services to communicate with the Conductor on port 8096.

1. In the Assign a security group section, select the Create a new security group radio button.

2. In the Security group name field, enter a name for your security group.

3. In the Description field, enter a description for your security group, or leave the default.

4. Add three rules to your security group:

a) Click Add Rule, sclect All ICMP — IPv4 from the Type drop-down, select Anywhere from the Source drop-
down, and enter ICMP in the Description column.
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b) Click Add Rule, select HTTPS from the Type drop-down, select Anywhere from the Source drop-down, and
enter SSL in the Description column.

¢) Click Add Rule, sclect Custom TCP Rule from the Type drop-down, enter 8096 in the Port Range column,
select Anywhere from the Source drop-down, and enter MAP in the Description column.

Services v Resource Groups v % A N. California v Support ~

1.Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage  5.AddTags 6. Configure Security Group 7. Review

Step 6: Configure Security Group

groups.
Assign a security group: @Create a new security group
Select an existing security group
Security group name: Tempered Conductor SG
Description: launch-wizard-1 created 2019-04-03T10:44:31.385-07:00
Type (i Protocol (i Port Range (i Source (i Description (i
aliewe - pva [ CMP 0 - 6553! Anywhere IcMP Q
HTTPS 2] cP Anywhere ssL [x]
Custom TCP Ru [ TCP 8096 Anywhere MAP [x]
Add Rule
A Waming

You will not be able to connect to this instance as the AMI requires port(s) 22 to be open in order to have access. Your current security group doesn't have port(s) 22 open.

A Waming

Rules with source of 0.0.0.0/0 allow all IP addresses to access your instance. We recommend setting security group rules to allow access from known IP addresses only.

=L JVETCMl Review and Launch

5. Click Review and Launch to continue.

Note: If you receive a Boot from General Purpose (SSD) dialog, select the Continue with Magnetic as
the boot volume for this instance radio button and then click Next.

Step 7: Review

1. Review your setup information and if everything is correct, click Launch.

aws Services v  Resource Groups v % o o e o S o
1.ChooseAMI 2. Chooselnstance Typs 3. Configure nstance 4. AddStorage 5. Add Tags 6. Configure Securlty Group 7. Review

Step 7: Review Instance Launch

Please review your instance launch details. You can go back to edit changes for each section. Click Launch to assign a ke pair to your instance and complete the launch process.

A Improve your instances' security. Your security group, Tempered Conductor SG, is open to the world.
Your instances may be accessible from any IP address. We recommend that you update your security group rules to allow access from known IP addresses only.
You can also open additional ports in your security group to facilitate access to the application or service you're running, e.g., HTTP (80) for web servers. Edit security groups

~ AMI Details Edit AMI
SCMP-x86_64-hvm-r2.1.X-1144-20190312-1725 - ami-0b03200affoféfcct

a SCMP-x86_64-hvm-r2.1.X-1144-20190312-1725

Root Device Type: ebs  Virtualizaion type: hvm

v Instance Type Edit instance type

Instance Type ECUs VCPUs Memory (GiB) Instance Storage (GB) EBS-Optimized Available Network Performance

t2.medium Variable 2 4 EBS only - Low to Moderate
~ Security Groups Edit security groups

Security group name Tempered Conductor SG
Description launch-wizard-1 created 2019-04-03T10:44:31.385-07:00

2. In the Select an existing key pair or create a new key pair dialog, create a new key pair or enter one of your
existing key pairs.

. Note: This keypair is required to complete the wizard, but is never used since SSH is not enabled on
Conductors.

3. Click Launch Instance.
Verify, Configure, Provision, and License a Cloud Conductor
At this point the Conductor instance is running in your cloud provider.

To verify, paste your Conductor IP into a browser window. It should show you the Initial Conductor Configuration
page. To log in, configure, and license your Conductor, see Log in and Configure the Conductor on page 201.
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Note: In v2.2.8 and earlier, it shows the Provisioning page. See License and Provision a Conductor (v2.2.8
and earlier) on page 191.

\J

It may take several minutes for the Conductor to become available after it starts, so if you attempt to access it and
your browser appears to stop responding, please try again in a few minutes.

Here are the default passwords for cloud Conductors. You are prompted to change the password as soon as you log in:

+ Alibaba Cloud — Tnw-<instanceID>

* Amazon Web Services — Tnw-<instanceID>

*  Microsoft Azure — Tnw-<privateI[pOfPublicNic>
*  Google Cloud — Tnw-<instancelD>

Note: In Microsoft Azure, if you do not see a password on the Azure Outputs page next to
4 conductorPassword, it is likely you are not using the Managed image.

Note: When running the Conductor for the first time, you may receive notifications indicating the connection
4 is not private. Once you have finished configuring the Conductor, you can install a custom certificate on the
Conductor that prevents these notifications in the future.

For more information, see:

» Conductor v2.2.8 and earlier only — License and Provision a Conductor (v2.2.8 and earlier) on page 191
* Log in and Configure the Conductor on page 201

* Add Airwall Edge Service Licenses to the Conductor on page 192

* Conductor Configuration Wizard Settings on page 197

Additional Information

Once your Conductor is installed, you can configure and manage it as you would a physical Conductor. See Configure
a Conductor on page 235. For additional help, you can accesssearch Airwall help by using the search bar at the top
of the page or the navigation links to the left.

Deploy a Conductor on Microsoft Azure
You can deploy an Airwall Conductor on Azure and manage physical, virtual, and cloud Airwall Edge Services, and
Airwall Agents. Use the following steps to deploy a Conductor on the Microsoft Azure platform.

Note: Click the print icon = in the top right to print or download this topic.

Prerequisites

To get started, make sure you have access to your Azure account. If you do not have an account, you can create a free
Microsoft Azure account and upgrade it to a full account later. If you have an existing Azure account, make sure your
billing information is set up. You cannot create a project until you are able to link your billing information to your
newly created project.

You need to purchase a Conductor license voucher for your Conductor to complete Step 3. After your purchase is
complete, you get an email from Tempered Fulfillment with your voucher code.

Note: If you are familiar with how Azure organizes the components, you should be able to easily understand
what is required and create them manually. However, this document does not cover a full manual deployment
of a Conductor in Azure.

\J

Step 1: Log in to Azure Cloud

From a Web browser, navigate to https://portal.azure.com and log in using your Azure credentials.


http://azure.microsoft.com/
https://portal.azure.com/
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Microsoft Azure P Search resources, services, and docs > & Q & ? © DEFAULT DIRECTORY Qi

+ OERE EEED Azure services Seeall (100+) >

A Home & | @ @ % <&
[ Dashboard Virtual machines Storage accounts App Services SQL databases Azure Database for  Azure Cosmos DB Kubernetes Function App
= All services PostgreSQL services
FAVORITES
/A Microsoft Learn =4\ Azure Monitor ¥ Security Center Cost Management
All resources L . " > -
% Learn Azure with free Monitor your apps and Secure your apps and Analyze and optimize your
() Resource groups online training from infrastructure infrastructure cloud spend
Microsoft
#’ Quickstart Center
(2 App Services
<% Function Apps Recent resources See all your recent resources > See all your resources > Useful links
& saL databases NAME TYPE LAST VIEWED Technical docs 4
pscrioti . Azure products [Z
< Azure C DB Pay-As-You-Go Subscription 8 min ago
& Azure Cosmos Azure latest updates [
%2 Virtual machines Azure blog 2

% Load balancers

[ storage accounts Azure mobile app

GETITON

2 Downiosd onthe -
& Virtual networks @& AppStore | P Google Play

0 Azure Active Directory
) Monitor

% Advisor

) Security Center

+) Cost Management + Billing

Step 2: Add a Conductor image
You add a Conductor image from the Azure marketplace to your project to create an instance.
1. In Azure, select Create a Resource, and search for Tempered Conductor Deployment.

2. Select Tempered Airwall Conductor Deployment Wizard 2.2, go to the Plans tab and check the version of the
Conductor, and then select Create.

Tempered Airwall
Conductor Deployment
Wizard v2.2

By Tempered Networks, Inc

Tempered Airwall Conductor
Orchestration Engine
Deployment Wizard version 2.2

Price varies
Get it now

3. On the Create Tempered Airwall Conductor Managed 2.2 page, Basics tab:

Subscription Select your subscription model from the drop-down.

Resource group Create a resource group for your virtual network. To
do this click Create New, enter a new name, and click
OK.

Region Select the region for this instance.
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All services > New > Tempered Airwall Conductor Deployment Wizard v2.2 >

Create Tempered Airwall Conductor Deployment Wizard v2.2

Basics  Virtual Machine settings ~ Endpoint settings  Review + create

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and
manage all your resources.

Subscription * (O Pay-As-You-Go ~ ]

Resource group * @ v
Create new

Instance details A resource group is a container that holds related

Region* @ resources for an Azure solution. o

Name *

Cancel |

Next: Virua Macine stings >

4. Select Next: Virtual Machine Settings. On the Virtual Machine settings tab:

Virtual Machine name Enter a prefix for the virtual machine.

Configure virtual networks Select or create a Virtual network.

Public shared subnet Select a public subnet from the virtual network you
selected.

All services > New > Tempered Airwall Conductor Deployment Wizard v2.2 >

Create Tempered Airwall Conductor Deployment Wizard v2.2

Basics  Virtual Machine settings ~ Endpoint settings ~ Review + create

Virtual machine name prefix * @ [tnconductor -
Virtual machine size * @ 1x Standard A2 v2

2 vepus, 4 GB memory

Change size
Configure virtual networks
Virtual network * @ [ mew) vneton v

Create new

Public shared subnet * [ (new) publicsubnet (103.0.0/24) v
Virtual machine data volume size * © [ 120 |

Virtual machine data volume type * © | Standard_LRS |

[ <Previous | | Next:Endpoint settings >

5. Select Next: Endpoint settings. On the Endpoint Settings page:

Conductor Public IP address Select Create new, then under Create public IP
address, set SKU to Basic and Assignment to Static,
and select OK.

DNS label Enter a prefix for the DNS name. Check to make sure
you get the green check, indicating the name is valid.



All services > New > Tempered Airwall Conductor Deployment Wizard v2.2 >

Create Tempered Airwall Conductor Deployment Wizard v2.2

Basics  Virtual Machine settings

Conductor Public IP address * ©

DNS label * ©

Endpoint settings

Review + create

‘ (new) ip01

Create new

[ tn-demo-conductor

.westus.cloudapp.azure.com

[ | <Previous | [ Next:Review + create >

6. Select Next: Review + create.

Create public IP address

Name *

X

[ipo1

SKU O

@ Basic O Standard

Assignment

O Dynamic @ Static
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7. Review your settings, and accept the Terms of Use, and then select Create. Azure starts deploying your image to
the resource group you specified.

All services > New > Tempered Airwall Conductor Deployment Wizard v2.2 >

Create Tempered Airwall Conductor Deployment Wizard v2.2

o Validation Passed

Basics

Subscription
Resource group

Region

Virtual Machine settings

Virtual machine name prefix

Virtual machine size

Virtual network

Public shared subnet

Address prefix (Public shared subnet)
Virtual machine data volume size

Virtual machine data volume type
Endpoint settings

Public IP address

Domain name label

Pay-As-You-Go

00tn-conductor

West US

tnconductor

Standard_A2_v2

vnet01
publicSubnet
10.3.0.0/24
120
Standard_LRS

ip01

tn-demo-conductor

Next

Step 3: Verify the install

Download a template for automation

At this point the Conductor instance is running in your cloud provider.

To verify, paste your Conductor IP into a browser window. It should show you the Initial Conductor Configuration
page. To log in, configure, and license your Conductor, see Log in and Configure the Conductor on page 201.

\J

Note: In v2.2.8 and earlier, it shows the Provisioning page. See License and Provision a Conductor (v2.2.8
and earlier) on page 191.
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It may take several minutes for the Conductor to become available after it starts, so if you attempt to access it and
your browser appears to stop responding, please try again in a few minutes.

Note: When running the Conductor for the first time, you may receive notifications indicating the connection
is not private. Once you have finished configuring the Conductor, you can install a custom certificate on the
Conductor that prevents these notifications in the future.

\J

1. When Azure finishes deploying, it takes you to the Conductor instance. Leave this page up as you verify the
install. Navigate to Qutputs, and next to publiclp, select the copy icon to copy the public IP for your cloud
Conductor.

2. Go to a web browser, enter in the IP you copied, and bypass the security warning.
3. Sign in to the Conductor:
a) Go back to Azure Outputs page, and next to conductorPassword, click the copy icon to copy the Conductor
password.

Note: If you do not see a password on this page, it is likely you are not using the Managed image.

b) Enter username: admin, and the password you copied. The default is Tnw-<privateIpOfPublicNic>.
¢) Change your password when prompted.

4. The Conductor starts the Initial Conductor Configuration wizard. To log in, configure, and license your
Conductor, see Log in and Configure the Conductor on page 201.
Note: In v2.2.8 and earlier, it shows the Provisioning page. See License and Provision a Conductor

(v2.2.8 and earlier) on page 191.

5. When you've finished configuring, licensing, and provisioning your Conductor, you can sign in to start using or
continuing configuring your Conductor.

For more information, see:

* License and Provision a Conductor (v2.2.8 and earlier) on page 191
* Log in and Configure the Conductor on page 201

* Add Airwall Edge Service Licenses to the Conductor on page 192

* Conductor Configuration Wizard Settings on page 197

Verify, Configure, Provision, and License a Cloud Conductor
At this point the Conductor instance is running in your cloud provider.

To verify, paste your Conductor IP into a browser window. It should show you the Initial Conductor Configuration
page. To log in, configure, and license your Conductor, see Log in and Configure the Conductor on page 201.

Note: In v2.2.8 and earlier, it shows the Provisioning page. See License and Provision a Conductor (v2.2.8
and earlier) on page 191.

>

It may take several minutes for the Conductor to become available after it starts, so if you attempt to access it and
your browser appears to stop responding, please try again in a few minutes.

Here are the default passwords for cloud Conductors. You are prompted to change the password as soon as you log in:

* Alibaba Cloud — Tnw-<instanceID>

* Amazon Web Services — Tnw-<instancelD>

*  Microsoft Azure — Tnw-<privateIpOfPublicNic>
*  Google Cloud — Tnw-<instancelD>

Note: In Microsoft Azure, if you do not see a password on the Azure Outputs page next to
4 conductorPassword, it is likely you are not using the Managed image.

Note: When running the Conductor for the first time, you may receive notifications indicating the connection
4 is not private. Once you have finished configuring the Conductor, you can install a custom certificate on the
Conductor that prevents these notifications in the future.

For more information, see:
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» Conductor v2.2.8 and earlier only — License and Provision a Conductor (v2.2.8 and earlier) on page 191
* Log in and Configure the Conductor on page 201

* Add Airwall Edge Service Licenses to the Conductor on page 192

» Conductor Configuration Wizard Settings on page 197

Additional Information

Once your Conductor is installed, you can configure and manage it as you would a physical Conductor. See Configure
a Conductor on page 235. For additional help, you can accesssearch Airwall help by using the search bar at the top
of the page or the navigation links to the left.

Deploy a Conductor on the Google Cloud Platform (GCP)

You can deploy an Airwall Conductor on GCP to manage physical, virtual, and cloud Airwall Edge Services,
and Airwall Agents. Use the following steps to deploy a Conductor using the GCP marketplace. Alternatively,
see Manually deploy a Conductor on the Google Cloud Platform (GCP) on page 219 if you require a special
configuration.

Prerequisites

* A Google Cloud account with billing information set up. If you do not have an account, you can create a free
Google Cloud account and upgrade it to a full account later.
* A Google Cloud project. Use an existing project, or see Create and configure a project on page 219.

* A Conductor license voucher to start the Conductor and verify it is set up correctly. Fulfillment provide this to you
in an email once your purchase is complete.

1. Log on to Google Cloud Platform and click into your project.

2. Navigate to the External IP addresses page. Click Reserve External Address.

3. Specify the Name and selct the Region where your instance will be deployed. Click Reserve.
Il vecnetwork & Reserve a static address

& VPCnetworks Name *
my-conductorip [2]
(&}
&
& Bring your own IP
Description

Firewall

Routes Network Service Tier @

F ]

@ Premium (Current preject-level tier, change) @
VPC network peering O Stenderd @

Bd  Shared VPC IP version

@® P
O we

Serverless VPG access
Wl Packet mirroring
Type
@ Regional
O Global {to be used with Global forwarding rules Learn more [

Region
us-centrall (lowa) - @

Attached to
None - @

d due 1o the Extemal IPs for VM instance

A StaticIP addresses not altached to an instance of load balancer are billed
at a higher hourly rate Pricing details (5

<l

4. Navigate to the Tempered Airwall Conductor marketplace page. Alternatively, enter Tempered Airwall Conductor
in the search bar.


https://console.cloud.google.com/networking/addresses/list
https://console.cloud.google.com/marketplace/product/tempered-networks-public/tempered-conductor-v300
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< Product details

Tempered Airwall Conductor v3.0.0
Tempered

Tempered Airwall Conductor Orchestration Engine, v3.0.0

LAUNCH VIEW PAST DEPLOYMENTS

5. Click Launch. Sign in with your Google Cloud provider account details.
6. Specify the Deployment name. Select Zone, Machine type, Data disk type, and Data disk size.

New Tempered Airwall Gateway v3.0.0 deployment

Deployment name *
tempered-airwall-v300-1

Zone
us-centrall-f - @

Machine type

+ General purpose Compute optimized

Machine types for commaon workloads, optimized for cost and flexibility

Series

N1 -

Powered by Intel Skylake CPU platform or one of ils predecessors

Machine type

n1-highcpu-2 (2 vCPU, 1.8 GB memory) -
vCPU Memory
2 1.8GB

7. Select Network and Subnetwork for your network interface. From the dropdown menu, select the External IP
address that you created in step 3.

New Tempered Airwall Conductor v3.0.0 deployment

Networking
Network interfaces

Metwork interface ~
Network

default - @
Subnetwork

default ~ @
External IP

[my-mnducml-ip - OI

DONE

ADD NETWORK INTERFACE

8. Specify the Source IP ranges for TCP port 8096 and HTTPS traffic. Click Deploy.



Verify, Configure, Provision, and License a Cloud Conductor

At this point the Conductor instance is running in your cloud provider.

New Tempered Airwall Conductor v3.0.0 deployment

DONE

ADD NETWORK INTERFACE

Firewall @

Add tags and firewall rules to allow specific network traffic from the Internet

Creating certain firewall rules may expose your instance to the Internet.
Please check if the rules you are creating are aligned with your security
preferences. Learn more [2

Allow TCP port 8096 traffic from the Internet

- Source IP ranges for TCP port 8096 traffi
0.0.0.0/0 o

Allow HTTPS traffic from the Internet

Source IP ranges for HTTPS traffic

0.0.0.0/0 0
IP forwarding \
Oon v @ ‘
A SHOW LESS

DEPLOY
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To verify, paste your Conductor IP into a browser window. It should show you the Initial Conductor Configuration
page. To log in, configure, and license your Conductor, see Log in and Configure the Conductor on page 201.

\J

and earlier) on page 191.

Note: In v2.2.8 and earlier, it shows the Provisioning page. See License and Provision a Conductor (v2.2.8

It may take several minutes for the Conductor to become available after it starts, so if you attempt to access it and

your browser appears to stop responding, please try again in a few minutes.

Here are the default passwords for cloud Conductors. You are prompted to change the password as soon as you log in:

Alibaba Cloud — Tnw-<instanceID>

Amazon Web Services — Tnw-<instancelD>
Microsoft Azure — Tnw-<privateIpOfPublicNic>
Google Cloud — Tnw-<instancelD>

For more information, see:

Note: In Microsoft Azure, if you do not see a password on the Azure Outputs page next to
conductorPassword, it is likely you are not using the Managed image.

Note: When running the Conductor for the first time, you may receive notifications indicating the connection
is not private. Once you have finished configuring the Conductor, you can install a custom certificate on the
Conductor that prevents these notifications in the future.

Conductor v2.2.8 and earlier only — License and Provision a Conductor (v2.2.8 and earlier) on page 191

Log in and Configure the Conductor on page 201

Add Airwall Edge Service Licenses to the Conductor on page 192

Conductor Configuration Wizard Settings on page 197

Additional Information
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Once your Conductor is installed, you can configure and manage it as you would a physical Conductor. See Configure
a Conductor on page 235. For additional help, you can accesssearch Airwall help by using the search bar at the top
of the page or the navigation links to the left.

Manually deploy a Conductor on the Google Cloud Platform (GCP)

You can deploy an Airwall Conductor on GCP and manage physical, virtual, and cloud Airwall Edge Services, and
Airwall Agents. Use the following steps to manually deploy on the Google Cloud platform. If you do not require any
special configuration, see Deploy a Conductor on the Google Cloud Platform (GCP) with marketplace.
Prerequisites

To get started, make sure you have access to your Google Cloud account. If you do not have an account, you can
create a free Google Cloud account and upgrade it to a full account later. If you have an existing Google Cloud
account, make sure your billing information is set up. You cannot create a project until you are able to link your
billing information to your newly created project.

Note: You should be familiar with using Google Cloud before attempting to deploy a Tempered Conductor or
4 Airwall Gateway on the platform. To get started, we recommend you review the following content offered by
Google:

* Google Cloud Platform Overview

* Google Cloud Storage

* Virtual Private Cloud

* Google Compute Engine Documentation

A Conductor license voucher is necessary at the end of this procedure if you want to start the Conductor and verify it
is set up correctly. Fulfillment will provide this to you in an email after your purchase is complete.

Log in to Google Cloud

From a Web browser, navigate to https://console.cloud.google.com. You will see one of two pages, the Getting
Started page if you have no projects or the Home page if you have existing projects.

Create and configure a project

A Google Cloud project organizes all of your resources into a logical group for easier management. You will add
the Tempered Conductor to a new or existing project, so you need to have a project created before you deploy the
Conductor.

Note: If you are adding the Conductor to an existing project, you can skip step 2 and proceed directly to step
3 in this document.

1. On the top bar of the Google Cloud page, click Select a project.

= Google Cloud Platform Selectaproject v

2. On the upper-right corner of the Select a project dialog, click New Project.

Select a project E3  NEWPROJECT

Search projects and folders
G

RECENT ALL

Name D

M No organization 0

3. In the Project Name field, enter a name for your new project. By default, your new project is assigned a default
ID, which you can change by clicking Edit to the right of the Project ID field.

4. Optional: If you want to add your project to an organization you have already created, select it in the Location
field by clicking Browse to the right. For more information about organizations, see Quickstart Using
Organizations in the Google Cloud documentation.


https://cloud.google.com/
https://cloud.google.com/docs/overview/
https://cloud.google.com/storage/docs/
https://cloud.google.com/vpc/
https://cloud.google.com/compute/docs/
https://console.cloud.google.com
https://cloud.google.com/resource-manager/docs/quickstart-organizations
https://cloud.google.com/resource-manager/docs/quickstart-organizations
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New Project

You have 22 projects remaining in your quota. Request an increase or
delete projects. Learn more

MANAGE QUOTAS

Project name *
My Project 43972

Project ID *
liquid-fuze-235914 C

Project ID can have lowercase letters, digits, or hyphens. It must start with a lowercase
letter and end with a letter or number.

Location *
M No organization BROWSE

Parent organization or folder

CREATE CANCEL

5. Once you are finished, click Create.

It will take a moment to set up your project. A notification window will indicate when the operation is complete. You
can then select Home in the Google Cloud sidebar to access your dashboard.
Set up firewall rules

GCP firewall rules will manage the traffic coming into your instance on a network. By default, you have a network
with a default set of firewall rules for your region, and you will need to make a few changes to set up your
environment so the Conductor can function correctly.

Note: This step assumes you are using the default network for your region. If you would like to create a
separate virtual private cloud (VPC) network, please review the topic Virtual Private Cloud (VPC) Network
Overview in the Google Cloud documentation.

To set up firewall rules:

1. In the Google Cloud sidebar, navigate to the Networking section, hover over VPC network, and select Firewall
rules.

Google Cloud Platform 8 My New Project v

ﬂ VPC network Firewall rules CREATE FIREWALL RULE C REFRESH DELETE
&  VPCnetworks Firewall rules control incoming or outgoing traffic to an instance. By default,
incoming traffic from outside your network is blocked. Learn more
[5  External IP addresses Note: App Engine firewalls are managed here.
25 Firewall rules
= Filter resour Columns ~
N Routes
Name Type Targets Filters Protocols /ports  Action Priority Network ~
<»  VPC network peering default-allow-icmp Ingress  Applytoall  IPranges: 0.0.0.0/0 icmp Allow 65534 default
B4 Shared VPC defaultallowdintemal  Ingress  Applytoall  IPranges:10.128.0.0/9  tcp:0-65535 Allow 65534 default
udp:0-65535
icmp
default-allow-rdp Ingress  Applytoall  IP ranges: 0.0.0.0/0 1cp:3389 Allow 65534 default
default-allow-ssh Ingress  Applytoall  IP ranges: 0.0.0.0/0 tepi22 Allow 65534 default

2. Click Create Firewall Rule.

Firewall rules CREATE FIREWALL RULE C REFRESH DELETE
3. Fill in the Create firewall rule page with the following information:

Name You can use any name you choose, but it must be
lowercase with no spaces.

Description This can be anything you like. We recommend
something descriptive such as Firewall access rules
for Tempered Conductor.


https://cloud.google.com/vpc/docs/vpc
https://cloud.google.com/vpc/docs/vpc

Network

Direction of traffic
Action on match
Targets

Target tags

Source filter
Source IP ranges

Protocols and ports
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Select default from the drop-down unless you are using
a different network.

Select the Ingress radio button.
Select the Allow radio button.

Select Specific target tags from the drop-down.

Enter tempered-conductor-rules

Note: Remember this tag. You will need it
later in this procedure.

Select IP ranges from the drop-down.

Enter 0.0.0.0/0.

Select the Specified protocols and ports radio button
and enter 443,8096.

Pa Note: Do not check the box next to tep and
then select the field to enter your ports — the
box will revert to unchecked and disable both
fields. Click only on the field to enter your
ports.

Leave all other fields as is.

Your page should look similar to the image below:
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& Create a firewall rule

Firewall rules contral incoming or outgoing traffic to an instance. By default,
incoming traffic from outside your network is blocked. Learn more

Name

tempered-conductor

Description [0

Firewall access rules for the Tempered Conductor

Logs
Tuming on firewall logs can generate a large number of logs which can increase costs in
Stackdriver. Learn more
On
e Off

Network

default -
Priority
Priority can be 0 - 65535 Check priority of other firewall rules

1000

Direction of traffic
@ Ingress
Egress

Action on match
@ Allow
Deny

Targets

Specified target tags -

Target tags
tempered-conductor-rules €3

Source filter

IP ranges -
Source IP ranges

0.0.0.0/0

Second source filter

Naone v

Protocols and ports
Allow all
® Specified protocols and ports

 tep: 443,8096
udp

Other protocols

Disable rule

Equivalent REST or command line

4. Click Create. It will take a moment to finish the operation. Once complete, you should see the following in your
rules list:

Name Type Targets Filters Protocols / ports Action Priority Network ~

tempered-conductor Ingress tempered-conductor-rules IP ranges: 0.0.0.0/0 tcp:443,8096 Allow 1000 default

Add a Conductor Image
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Add a Conductor image to create an instance in your Google Cloud project.

To add an image:

1. In the Google Cloud sidebar, navigate to the Compute section, hover over Compute Engine, and select Images.

Google Cloud Platform s My New Project v

{e} Compute Engine Images [#] CREATE IMAGE C REFRESH
B  VMinstances
= Filter image:

&4  Instance groups
B Instance templates

Te u 1 vl Next
B  Soletenant nodes

Name Size
B  Disks @& co-deeplearning-common-cu100-20190312 3068

=

Snapshots

@ ci-deepleaming-pytorch-1-0-cu100-20190314

@ c2-deeplearning-t-1-13-cu100-20190314

Images
@ centos-6v20190326

TPUs

»

@ centos7+20190213

Committed use discounts @ centos7-v20190326

S Metadata

@ coreos-alpha-2093-0-0-v20190326

@ coreos-beta-2079-1-0v20190326

B Health checks

@ coreos-stable-2023-5-0-v20190312

C0569-10895172:0
¥  Marketplace @

@ 0573116471120

< @ cos-beta74-1189532-0
2. Click Create Image.

Images [+] CREATE IMAGE

C REFRESH

3068

3068

1068

1068

1068

1068

1068

1068

Columns ~

Created by

EPRECATE DELETE HIDE INFO PANEL

Select an image

PERMISSIONS LABELS

Please select at least one resource.

c0-deeplearning-common-

cl-deeplearning-pytorch-1

c2-deeplearing-tf-1-13-cu

Centos
Centos
Cent0S
Core0S
Core0S
Core0S
Google
Google

Google

CREATE INSTANCE DEPRECATE DELETE

3. Fill in the Create an image page with the following information:

Name
Description
Source

Cloud Storage File

You can leave all other fields as they are.

Enter conductor-r300-1721.
Enter Tempered Conductor version 3.0.0.

Select Cloud Storage file from the drop-down.

Enter tempered-image-storage/conductor-
r300-1721.tar.gz.

4. Click Create. It will take a moment to finish the operation.

Once complete, you should see the following in your images list:

Name

& conductor-r216-1144

\J

the Created by column.

Create a Conductor Instance

Size

1GB

Created by

My New Project

Note: If you have multiple projects, make sure the image is associated with your desired project, listed in

The Conductor image can now be used to create a virtual machine instance. The image supplied by Tempered
contains the Conductor and is relatively small in size. Configuration information and storage requires a second hard
disk, which you will set up as part of the instructions below. This image must be a minimum of 120 GB.

To create a Conductor instance:

1. Select the image in the list by clicking on its name. You have several options available: Select Create Instance.
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& Images 2/ EDIT @ DELETE [} CREATE INSTANCE

conductor-r216-1144

Labels
None

Creation time
Mar 28, 2019, 1:37:23 PM

Encryption type
Google managed

Equivalent REST

2. Fill in the Create an instance page with the following information:

Name Enter a name of your choice, but it must be lower case
and without spaces.

Region Select the region of your choice from the drop-down.

Zone Select the zone of your choice from the drop-down.

You can leave all other fields as is.

Name

tempered-conductor

Region Zone
us-west1 (Oregon) v us-west1-b v
Machine type

Customize to select cores, memory and GPUs.

1vCPU v 3.75 GB memory Customize

Upgrade your account to create instances with up to 96 cores

Container
Deploy a container image to this VM instance. Learn more

Boot disk

b New 1 GB standard persistent disk
Image

conductor-r216-1144 Change

Identity and API access

Service account

Compute Engine default service account v

Access scopes

® Allow default access
Allow full access to all Cloud APIs
Set access for each API

Firewall
Add tags and firewall rules to allow specific network traffic from the Internet

Allow HTTP traffic
Allow HTTPS traffic
Management, security, disks, networking, sole tenancy

3. Click Management, security, disks, networking, sole tenancy.
4. On the Disks tab, leave all settings as is and click + Add new disk.
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Management Security Disks Networking Sole Tenancy

Boot disk
Deletion rule
v/ Delete boot disk when instance is deleted

Encryption

Data is encrypted automatically. Select an encryption key management solution.
® Google-managed key

No configuration required

Customer-managed key

Manage via Google Cloud Key Management Service
Customer-supplied key

Manage outside of Google Cloud

Additional disks

=+ Add new disk I I =+ Attach existing disk

5. In the New disk dialog enter the following:

Name You can leave this field as disk 1, otherwise enter a
name of your choice.

Type Select Standard persistent disk from the drop-down.

Source type Select Blank disk.

Deletion rule Select the Delete disk radio button

Size (GB) Enter the value 200

You can leave all other settings as is.
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New disk (disk-1, Blank, 200 GB)

[ ]
>

Name (Optional)

disk-1

Description (Optional)

NS

Type
Standard persistent disk -

Source type
Blank disk = Image

Mode
® Read/write
Read only

Deletion rule
When deleting instance

Keep disk
® Delete disk

Size (GB)
200

Estimated performance
Operation type Read Write
Sustained random IOPS limit 150.00 300.00

Sustained throughput limit (MB/s) 24.00 24.00

Encryption
Data is encrypted automatically. Select an encryption key management solution.
® Google-managed key

No configuration required

Customer-managed key

Manage via Google Cloud Key Management Service
Customer-supplied key

Manage outside of Google Cloud

This new disk will be added once you create the new instance

Done  Cancel

6. Click Done. The dialog will close, and you should see the following:

Additional disks (Optional)

New disk (disk-1, Blank, 200 GB) Ve

[ =+ Add new disk l I =+ Attach existing disk l

7. Click the Networking tab to the right of the Disk tab and enter the tag name you created for your firewall rules in
step 3.
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Management Security Disks Networking Sole Tenancy

Network tags

tempered-conductor-rules

Hostname
Set a custom hostname for this instance or leave it default

Network interfaces

default default (10.142.0.0/20) /7

To create another network interface you need to have a new network first.

8. Click Create. It will take a moment to finish the operation. Once complete, you should see the following:

Columns ~

Name ~ Zone Recommendation In use by Internal IP External IP Connect

@ instance-1 us-east1-b 10.142.0.2 (nic0) 104.196.3.72 SSH ~

Note: The External IP for your instance is the address you will use to connect to the Conductor.

Verify, Configure, Provision, and License a Cloud Conductor
At this point the Conductor instance is running in your cloud provider.

To verify, paste your Conductor IP into a browser window. It should show you the Initial Conductor Configuration
page. To log in, configure, and license your Conductor, see Log in and Configure the Conductor on page 201.

P Note: In v2.2.8 and earlier, it shows the Provisioning page. See License and Provision a Conductor (v2.2.8
and earlier) on page 191.

It may take several minutes for the Conductor to become available after it starts, so if you attempt to access it and
your browser appears to stop responding, please try again in a few minutes.

Here are the default passwords for cloud Conductors. You are prompted to change the password as soon as you log in:

* Alibaba Cloud — Tnw-<instanceID>

* Amazon Web Services — Tnw-<instanceID>

* Microsoft Azure — Tnw-<privateI]pOfPublicNic>
* Google Cloud — Tnw-<instanceID>

Note: In Microsoft Azure, if you do not see a password on the Azure Outputs page next to
’ conductorPassword, it is likely you are not using the Managed image.

Note: When running the Conductor for the first time, you may receive notifications indicating the connection
’ is not private. Once you have finished configuring the Conductor, you can install a custom certificate on the
Conductor that prevents these notifications in the future.

For more information, see:

* Conductor v2.2.8 and earlier only — License and Provision a Conductor (v2.2.8 and earlier) on page 191
* Log in and Configure the Conductor on page 201

* Add Airwall Edge Service Licenses to the Conductor on page 192

» Conductor Configuration Wizard Settings on page 197

Additional Information
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Once your Conductor is installed, you can configure and manage it as you would a physical Conductor. See Configure
a Conductor on page 235. For additional help, you can accesssearch Airwall help by using the search bar at the top
of the page or the navigation links to the left.

Conductor for Google Cloud Platform Quick Start

To get started, make sure you have access to your Google Cloud account. If you do not have an account, you can
create a free Google Cloud account and upgrade it to a full account later. If you have an existing Google Cloud
account, make sure your billing information is set up. You cannot create a project until you are able to link your
billing information to your newly created project.

A Conductor license voucher is necessary at the end of this procedure if you want to start the Conductor and verify it
is set up correctly. Fulfillment will provide this to you in an email after your purchase is complete.

Log in to Google Cloud

From a Web browser, navigate to https://console.cloud.google.com. You will see one of two pages, the Getting
Started page if you have no projects or the Home page if you have existing projects.

Step 2: Select the Tempered Conductor from the Marketplace
Select the Conductor in the Google Cloud Marketplace.

1. From your GCP Dashboard, select Marketplace on the left sidebar.
2. In the Search field at the top of the page, enter tempered networks conductor and press enter.

3. In the results list, locate and select Tempered Networks Conductor v2.1.

The product page opens where you can deploy the Conductor.
Step 3: Install the Conductor Image

1. On the product page, click LAUNCH ON COMPUTE ENGINE.

2. The Conductor deployment uses a template so most settings you can leave as is, however you may want to make
the following changes:
a) Deployment name: Enter a name for your Conductor.

b) Zone: Select a zone from the drop-down. The zone determines what computing resources are available and
where your data is stored and used.

¢) Machine type: Leave as is. Machine type determines the amount of memory, virtual cores, and persistent disk
limits for the Conductor. The default settings are required for the Conductor to function correctly.

d) Data Disk: Leave the Data disk type and Data disk size in GB fields as is.

e) Networking: Leave the Network, Subnetwork, External IP, Firewall, and IP forwarding fields as is.
Note: Some fields may be hidden based on your screen size. To view these fields, click More just
above the Deploy button.

3. Click Deploy.

\J

Step 4: Finalize the Deployment

It will take a few moments for the process to complete. You can view the progress of your deployment by viewing the
tree hierarchy of you components on the page.

Once complete, the message changes indicating your deployment is complete.
Step 5: Obtain your Conductor Address and Credentials

When your Conductor finishes installing, its information appears in the right pane of the page. You need three
pieces of this information to log in to your Conductor for the first time: your Conductor site address, username, and
temporary password.

Conductor site address Copy from Site address, or click Visit the site to open it
in your browser.

Username and password Copy from the shaded box near the bottom.


https://cloud.google.com/
https://console.cloud.google.com
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Tempered Networks Conductor v2.1

Solution provided by Tempered Networks

Site address . 7
Instance tempered-conductor-v21-1-vm
Instance zone us-central1-f

Instance machine type n1-highcpu-2

More about the software

Get started with Tempered Conductor v2.1

Visit the site

Suggested next steps

Request a license
This is a BYOL solution which requires a valid license
to use. Request a license [7

The temporary Conductor password
A temporary Conductor password has been assigned
to the Conductor

$ Username: I_I:I
Password:

Step 6: Verify the install

At this point the Conductor instance is running in Google Cloud. You should verify it is installed correctly by logging
in and licensing the Conductor. It may take several minutes for the Conductor to become available after it starts, so if
you attempt to access it and your browser appears to stop responding, please try again in a few minutes.

Note: When running the Conductor for the first time, you may receive notifications indicating the connection
is not private. Once you have finished configuring the Conductor, you can install a customer certificate on the
Conductor that preventd these notifications

>

To verify the install:

1. Point your web browser to the external IP address for your Conductor. Make sure you begin the address with
https://.

2. An unlicensed Conductor will display the initial Provisioning page where you enter your license voucher.

3. Enter the voucher code you received from Tempered in the Voucher code field.

4. Click Provision now. It will take a moment to finish the operation. Once complete, you should see confirmation
page.

5. Select Click here to start using the Conductor.

6. Enter the default username and password you received when you completed installation and click Sign in.

7. You will be prompted to enter a new password. Enter the default password in the Current password field and a
new password of your choosing in the New password and Confirm new password fields.

8. Click Update.
9. On the System Configuration dialog, leave all the fields as is and click Configure.
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10. It will take a moment to complete the operation. Once finished, click Return to settings.

You should see the Conductor Settings page. On the right side in the Network adapter 1 section, the IP address
should match the Internal IP of your instance in the GCP portal.

Configuration Setup

Hostname
conductor

Firmware version
2.2.3

Serial number
42305592D699

Airwall Conductor device ID
AMA@40130442305592D699

Network adapter 1

Web access is enabled

IP address 172.16.126.122
Netmask 255.255.0.0
Default gateway 172.16.0.254
DNS servers 8.8.8.8
Network adapter 2

Web access is enabled

IP address 10.126.10.122
Netmask 255.255.255.0

Proxy server settings Edit settings
Disabled

Deploy a Conductor in VMware ESX/ESXi

Prerequisites

* An existing installation of VMware ESX/ESXi server version 6.5.0 and later
* A VMware open virtual appliance (OVA) for a Conductor or Airwall Gateway.

System Requirements
The following VMware ESX/ESXi server hardware is required:
Processor +  Minimum requirement of a single processor with

hyper-threading support, VT-x technology, and 64-bit
architecture.
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* Optimum configuration is minimum 4 processing
cores with hyper-threading support, VT-x technology,
64-bit architecture, and AES-NI enabled in the host's
BIOS.

Virtual image Below are the minimum configuration requirements
available for a virtual Conductor or Airwall Gateway

image:

Platform Memory Disk
Conductor 4GB 120GB*
Airwall 1GB 1GB*
Gateway

* Already included in the default OVA package

To deploy a virtual Conductor

1. Deploy a new OVF template from within vSphere or vCenter. For most deployments, the default settings are
sufficient.

Browse to the location of the downloaded OVA file.

Give the virtual machine a unique name and select its storage location.

Map the virtual machine's network interfaces with the correctly assigned port groups for the Conductor.
Disk provisioning can be set to Thin Provisioned

SANRA

Verify the configuration, check Power on after deployment, and then click Finish to begin the update.

To configure the Conductor
An unlicensed, new VMware Conductor deploys with the default configuration.

* Network adapter 1 is configured with a static IP address of 192.168.56.2
* Network adapter 2 is configured for DHCP IP addressing

To determine the IP address assigned to network adapter 2, at the console, log in with name: airsh, and password:
airsh, and then type status.

Run the Conductor web UI on either of the network adapters. To continue:

* For a v2.2.10 and later Conductors, see Log in and Configure the Conductor on page 201.
* For v2.2.8 or earlier Conductors, see License and Provision a Conductor (v2.2.8 and earlier) on page 191.

For more information, see:

* License and Provision a Conductor (v2.2.8 and earlier) on page 191
* Log in and Configure the Conductor on page 201
* Add Airwall Edge Service Licenses to the Conductor on page 192

Deploy a Conductor in Microsoft Hyper-V
The virtualization server role for Windows Server 2012 R2 or 2016 is called Hyper-V Manager. The following
documentation show the steps to implement and manage a secure Conductor on Hyper-V.

Prerequisites:

* An existing installation of Microsoft Hyper-V, v2012 or later.
* A Conductor virtual image (.vhdx). Request a Hyper-V Virtual Conductor .vhdx file from Customer Success.

Step 1: Create a new Conductor virtual machine

1. In Hyper-V Manager, under Actions, select New > Virtual Machine, and then select Next.


mailto:support@tempered.io

3.
4.

5.
6.

Give the Conductor a descriptive name (for example, Cond-v3.0.3), and select Next.

§§~ per-V Manage
File Action View Help
| x5 HE

E Hyper-V Manager
E HP-WIN3 Virtual Machines
Name State CPU Usage Assianed Memory Uptime.
E3 New Virtual Machine Wizard X

[ Specify Name and Location

Before You Begin Choose a name and location for this virtual machine.
Specify Name and Location The name is displayed in Hyper-V Manager. We recommend that you use a name that helps you easily
Specify Generation identify this virtual machine, such as the name of the guest operating system or workload.
Assign Memory Name: |Cond-v3.0.3|
Configure Networking You can create a folder or use an existing folder to store the virtual machine. If you don't select a
Connect Virtual Hard Disk folder, the virtual machine is stored in the default folder configured for this server.
Installation Options [ store the virtual machine in a different location
Summary C:\ProgramData Microsoft\Windows\Hyper-V\ Browse

< Previous Finish Cancel

Under Specify Generation, select Generation 1, and select Next.
Under Assign Memory:

» Startup Memory — Enter no less than 8192 MB. Hardware Conductors ship with 8 GB or more.
* Use Dynamic Memory for this virtual machine — Leave clear.

Select Next.

Under Configure Networking, you will set that up later, so select Next.

Under Connect Virtual Hard Disk, seclect Use an existing virtual hard disk and then select Browse.

1 vas s v urauc AU ISHIUL wuus

EH New Virtual Machine Wizard X

=] Connect Virtual Hard Disk

Before You Begin A virtual machine requires storage so that you can install an operating system. You can specdify the
Specify Name and Location storage now or configure it later by modifying the virtual machine’s properties.
Specify Generation O Create a virtual hard disk

g Memon Use this option to create a VHDX dynamically expanding virtual hard disk.
Configure Networking Cond-v3.0.3.vhdx
Connect Virtual Hard Disk C:\Hyper-V\HIP-Images\ B _
Summary

127 GB (Maximum: 64 TB)

(® Use an existing virtual hard disk
Use this option to attach an existing virtual hard disk, either VHD or VHDX format.

Location: yper-V\HIP-Images\Conductor r3.0.3-1791-combined-ext4.vhdx|Jil: V= -

O Attach a virtual hard disk later
Use this option to skip this step now and attach an existing virtual hard disk later.

< Previous Finish Cancel
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7. Go to and select the Conductor*.vhdx file you downloaded, and select Open.
8. Select Next, then Finish.
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Important: Do not start the virtual machine yet. You need to finish the configuration before you start it.

. If you already started it, you will need to delete the virtual machine and start over.

Step 2: Configure the Conductor virtual machine

1. With the new virtual machine selected, on the right, select Settings.

2. Open Processor, and under Number of virtual processors, sclect 8. Select Apply.

) Settings for Cond-v3.0.3 on HP-WIN3

Cond-v3.0.3

v

4 0

X

A Hardware
!’ Add Hardware

n Processor

8 Virtual processors
= [ 1DE Controller 0
# o Hard Drive

[+

[ 1DE Controller 1
DVD Drive

& scst Controller

Y Network Adapter

+

@ com1

§ com2

l; Diskette Drive

1] Name
|-] Integration Services

., Checkpoints

: Smart Paging File Location

1 Processor

You can modify the number of virtual processors based on the number of processors on

the physical computer. You can also modify other resource control settings.

Number of virtual processors: HS

Resource control

You can use resource controls to balance resources among virtual machines.

Virtual machine reserve (percentage): ‘j’
Percent of total system resources: 0
Virtual machine limit (percentage):
Percent of total system resources: 50
Relative weight:

0 This virtual machine is configured with the following:

Sockets: 2

NUMA nodes per socket: 1

Virtual processors per NUMA node: 8
Memory per NUMA node: 4680 MB

3. Open IDE Controller 0. Select Hard Drive, then Add. This is a second hard drive for the data partition.

4. Configure a new Virtual hard disk for the data partition — On the Hard Drive page, under Virtual hard disk,
select New and configure the drive:

Choose Disk Format — Select VHDX. Select Next.
Choose Disk Type — Sclect Fixed Size. Select Next.
Specify Name and Location — Enter a descriptive name, and keep the default location. Select Next.

Configure Disk — Select Create a new blank virtual hard disk and for Size, enter 15 GB. Select Next.
Summary — Check your details, and select Finish.



[

| B2 settings
Cond-v3.03 v 4 0
[2 d [

5. Wait while Hyper-V creates the new virtual hard disk. This process can take up to 15 minutes.

wa New Virtual Hard Disk Wizard

- Completing the New Virtual Hard Disk Wizard

You have successfully completed the New Virtual Hard Disk Wizard. You are about to create the
following virtual hard disk.

Before You Begin

Choose Disk Format

Choose Disk Type Description:

Specify Name and Location Format:  VHDX
Configure Disk Type:  fixed size

Name: Cond_data_drive.vhdx
Location: C:\Hyper-V\HIP-Images

Size: 15GB

To create the virtual hard disk and dose this wizard, dick Finish.

< Previous lext Cancel

5 CNECRpOINTS
Production v

oK Cancel Apply
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6. Add a second Network Adaptor — Still under the new Conductor virtual machine Settings, at the top, select Add
Hardware. Select Network Adapter, and then select Add.

7. Attach Network Adapters — Now you will assign the network adapters for your Conductor:

a) Select the first Network Adapter, and under Virtual switch, attach it to your Administration network (or your
underlay, if they are the same), and select Apply to save.

B Settings for Cond-v3.0.3 on HP-WIN3

DVD Drive
None
= Hard Drive
Cond_data_drive.vhdx
€l scsI Controller
.E. Network Adapter
Not connected
® ~:r Network Adapter
Not connected
f com1
None
f com2
None
[ Diskette Drive

None

m Name
Cond-v3.0.3
U Integration Services

Some services offered

Cond-v3.0.3 v 4 (V]
A Hardware A 9 Network Adapter
r Add Hardware
[ 5105 Specify the configuration of the network adapter or remove the network adapter.
Boot from CD Virtual switch:
@ security INot connected v
Key Storage Drive disabled Not comnected
W Memory
8192MB
& [} Processor 172-Admin
8 Virtual processors P
= [l 1DE Controller 0
s Hard Drive 2
Conductor_r3.0.3-17
= | 1E Controller 1 Bandwidth Management

[] Enable bandwidth management

To remove the network adapter from this virtual machine, dick Remove.

Remove

o Use a legacy network adapter instead of this network adapter to perform a
network-based installation of the guest operating system or when integration
services are not installed in the guest operating system.
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b) Configure the second Network Adapter, if needed, and select Apply to save.
8. Select Ok to exit the Settings page.

Step 3: Configure the Network Adapter on the Conductor Virtual Machine

In the Hyper-V Manager, select the Conductor virtual machine.
On the right, under Actions, select Start. It will take a few minutes for the Conductor virtual machine to initialize.

Select Connect, which opens a terminal window, and then type airsh to get into Airshell.

B

Type conf network and press Enter. If the system is still starting up, it will let you know. When it brings up
the Configure network adapters menu, you can proceed.

é] =;_—‘ Cond-3.0.3-RTM-5.30-209 on HP-WIN3 - Virtual Machine Connection
File Action View Help File Action Media Clipboard View Help

9|2z BE |& DO u |k

| Hyper-V Manager -
B Hyp g
8 HP-WIN3 Configure network adapters
1. Configure adapter 1 (172.16.101.209, static)
2. Configure adapter 2 (10.5.30.209, static)

Actions

. Show adapter information
. Show ARP cache

. Show routing table

. Ping IP address

. Quit

5. Type 1 or 2 and follow the menu to configure adapter 1. You may want to set the IP to its actual address on the
network. Set the following options, as needed:

» IP address — Set to the IP for the Virtual Machine on the network.

* Netmask — Set as needed.

* Default gateway — Set as needed.

*  DNS - Set to your preferred DNS server, so the Conductor can access the Tempered Licensing Server.

6. Type g to quit to the main menu, then s to save your changes.
7. Type g again to quit to the main Airshell screen. You may need to type reboot to restart the Conductor.

Step 4: Configure the Conductor
An unlicensed, new Hyper-V Conductor deploys with a static IP address of 192.168.56.2 on Network adapter 1.

To determine the IP address assigned to network adapter 2, at the console, log in with name: airsh, and password:
airsh, and then type status.

Run the Conductor web UI on either of the network adapters. To continue:

* For a v2.2.10 and later Conductors, sece Log in and Configure the Conductor on page 201.
* For v2.2.8 or earlier Conductors, see License and Provision a Conductor (v2.2.8 and earlier) on page 191.

For more information, see:

* License and Provision a Conductor (v2.2.8 and earlier) on page 191
* Log in and Configure the Conductor on page 201
» Add Airwall Edge Service Licenses to the Conductor on page 192

Configure a Conductor
The Settings page contains many configurable options to help you customize Conductor behavior to support your
environment.

When you finish deploying the Conductor in your environment, you may want configure additional settings. See Best
Practices for Conductor Configuration on page 235.

Best Practices for Conductor Configuration
Here are some best practices for configuring your Conductor.
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Conductor Initial Setup
Configure these settings when you're setting up your Conductor.

» Use NTP servers to set System Time — While you can set your system time manually, using NTP (Network Time
Protocol) servers ensures your system time stays synchronized with Coordinated Univeral Time (UTC). See Set
the Conductor system time on page 236.

* Create a human-readable Conductor URL — You can just keep your Conductor as an IP address, but giving it a
human-readable name makes it easier for humans. See Configuring a Conductor IP, Friendly URL, or Port on page
236.

* Create separate accounts for each person administering the Conductor - Only use the ‘admin’ account for
top-level administration. Creating user accounts for each person who will be administering the Conductor lets you
see who is making changes in the system when you review log details. For how to create a user account, see Add a
Person on page 54.

* Configure email settings - Configuring your email settings ensures your Conductor has an email address from
which to send alerts Airwall and invitations. See Configure Email Settings on page 238.

* Get and Set up a CA Certificate - Setting up a CA Certificate will stop the warnings that your site is unsafe. See
Install a Custom CA Certificate Chain on page 239.

Deploying Airwall Edge Services

* Add a DNS SRY record pointing to your Conductor — Adding this record allows easier deployment of physical
Airwall Edge Services, as they can find and set the Conductor URL automatically once you connect them to your
underlay network. See Connect an Airwall Gateway with a DNS SRV record on page 294.

* Configure WiFi Settings - When you configure WiFi settings on the Conductor, any Airwall Edge Services with
WiFi capabilities can retrieve the WiFi settings once they connect to the Conductor. See Configure Wi-Fi Settings
on page 241.

Managing Airwall Edge Services

* Create Event Monitors — Create monitors for events to help you manage the activity and health of your Airwall
secure network. See Create an Event Monitor on page 119.

Set the Conductor system time

Set how your Conductor system time is determined.

1. Go to Settings, scroll down to System Time and click Edit Settings.
2. Under Use NTP, click Enabled.

Note: You can manually set your system time, but it is a best practice to use an NTP (Network Time
Protocol) server.

\J

3. Under NTP Servers, enter at least one NTP server, such as us.pool.ntp.org or time.google.com.

4. Click Update.

Configuring a Conductor IP, Friendly URL, or Port

Set up the Conductor URL using the Conductor Configuration Wizard Settings on page 197. Use these instructions

to edit the IP, URL, or Port if needed.
v3.0 and later

Friendly URLs cannot have spaces or special characters except - dash.

1. Go to Settings.
2. In Orchestration Settings, select Edit Settings.
pm Note: The Shared Airwall key is assigned for your Conductor automatically. You do not need to change

it unless you want to move an Airwall Gateway from one Conductor to another, see Move an Airwall
Gateway to a Different Conductor on page 132.

3. Optional: If you need to change the Conductor port, you can do it here.
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4. Beside Airwall Conductor IP addresses or hostnames, sclect the +, and enter an IP or friendly name for your
Conductor.

Note: Version 3.3.x and later also support https and wss URLs.

Orchestration settings X

Shared Airwall key @
k3443cu3FM9BWWU

Conductor Addresses

Conductor port @

8096

Airwall Conductor IP addresses or hostnames  + [J Replace Airwall URLs @
myconductor.com v ow
mystandbyconductor.com 1+ ]

Save Cancel

5. Select Save.

You can now use your friendly URL when connecting to the Conductor, and can provide it for others to connect
manually, or using Airwall Invitations.
Before v3.0

Friendly URLs cannot have spaces or special characters except - dash.

Go to Settings.

N

In the Configuration section, click Setup.

w

Under Hostname, enter a friendly name for your Conductor.

b

Under Domain name, enter your domain. For example, the settings in the dialog below sets a friendly Conductor
URL of friendly.tempered.io:

System Configuration x

Hostname Domain name
friendly tempered.io|
Network adapter 1 Network adapter 2

Enable network adapter Enable web access to Airwall
Conductor

Network configuration
Automatic (DHCP) s

Staticroutes 4

No static routes defined

Configure | Cancel

5. Click Configure.

You can now use your friendly URL when connecting to the Conductor, and can provide it for others to connect
manually, or using Airwall Invitations.
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Configure Email Settings

If you are a member or manager of an Overlay network, you can set up the Conductor to send email notifications
when specific events occur there. There are three steps involved: Add your email settings for the Conductor to send
email, add emails to receive notifications, and turn on or off notifications.

v3.0 and later

1. Add email settings for the Conductor to set the email address the Conductor sends notifications from.
a) Go to Settings > Services > Email Server and select Edit Settings.
If you do not see it as a choice, select Add service and select Email Server.
b) Make sure Enable is On (green with the bubble to the right).
c) Enter the settings for the email you want Conductor notifications to come from.

d) Under Prefix for subject line, enter a prefix for the Subject of the emails, if desired. For example, enter
Airwall Alerts.

e) Select Configure.
f) Once email settings have been configured, go to Settings > Services > Email Server and then select Send test
email... to verify that the settings are valid.
2. Add emails to receive notifications:
a) Inthe Conductor, go to People.
b) Select an existing person, or Add a Person on page 54.
¢) Under Alert email trigger level, select the alert level of notifications for that person to receive.
3. Add the person to the Overlays for which you want them to receive notifications:
a) Go to Overlays, and create or select an Overlay.
b) On the right, open the People tab, and select Update.
c¢) For the person you want to add to the Overlay, click the column to make them a Viewer or Editor of the
Overlay.
d) Select Close.

Before v3.0

1. Add email settings for the Conductor. This sets the email address the Conductor sends notifications from.
a) Go to Settings > Email Server and click Edit Settings.
b) Click Enabled.
c) Enter the settings for the email you want Conductor notifications to come from.

d) Under Prefix for subject line, enter a prefix for the Subject of the emails, if desired. For example, enter
Airwall Alerts.

e) Click Save.
f) Once email settings have been configured, go to Settings > Email Settings and click Send Test Email... to
verify that the settings are valid.
2. Add emails to receive notifications:
a) Inthe Conductor, go to People.
b) Select an existing person, or Add a Person on page 54.
c) Under Alert email trigger level, select the alert level for that person to receive notifications.
3. Add the person to the Overlays that you want them to receive notifications for:
a) Go to Overlays, and create or select an Overlay.
b) On the right, under People, click Update.
c¢) For the person you want to add to the Overlay, click the column to make them a Member or Manager of the
Overlay.
d) Click Close.

Set a Proxy Server
You may need to set a proxy server to allow the Conductor to reach the Tempered licensing server, update the OUI
list, or to download firmware updates.
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1. In Conductor Settings, scroll down to Proxy server settings, and sclect Edit Settings.
Proxy server settings Edit settings

Disabled

2. Toggle Use proxy server to on, and then enter the IP address and Port name for your proxy server.

Proxy Server Settings ”

Use proxy server

IP address or hostname Port
MMM 8080
Username Password

admin

© Note: Proxy server settings apply to licensing, updating the OUI list, and downloading
firmware

Save Cancel

3. Enter the user name and password for your proxy server, if needed.
4. Select Save.

Configure Monitor and Alert Settings

Keep track of the health and activity on your Airwall secure network with monitors and alerts. For more information,
see Monitor Activity with Events and Alerts on page 117.

Install a Custom CA Certificate Chain

You can install or replace a custom CA Certificate chain for the Conductor, which allows the Conductor to generate
the CSRs you need to get signed certificates, and so the Conductor can verify the signed certificates you install. When
you install custom certificates, they replace the default Tempered factory-installed certificate chain.

Before installing custom certificates on Conductor and Airwall Edge Services, you need to upload the intended
certificate chain to Conductor. To install a custom certificate authority chain:
1. Log in to the Conductor with a System Administrator account.
2. Go to Settings > General Settings > Certificates.
3. To install certificates initially, select Install CA certificates.
To replace certificates, select Replace CA certificates (supported in v2.2.8 and later)

4. Select Choose File and select a concatenated PEM file containing all of CA chain certificates (the full CA chain
including the root). This is the certificate chain against which Conductor validates the signed Certificate Signing
Request.

5. Select Upload.
The Conductor checks that the uploaded certificates validate the chain of trust and are not expired. You can now Add

or Replace a Signed Certificate for the Conductor Ul on page 239.
Add or Replace a Signed Certificate for the Conductor Ul

Versions v2.2.8 and later Conductors

By default, the Conductor comes with a Tempered factory-installed certificate. You can add your own custom
certificate to prevent the “Your connection is not private” messages received on some browsers. A custom signed
certificate is used by the Conductor for the SSL connection.

Important: For Conductors in HA environments, both Conductors must not be HA paired to upload and install
custom certificates. Follow the steps for each Conductor. Once complete, HA pair the Conductors.
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Note: When you are in the process of replacing a certificate, the Conductor uses the existing certificate until
the replacement is complete.

\J

Before you Begin

Before you can upload or replace a signed certificate, you need to have a CA certificate chain installed so that the
Conductor can verify the certificates. For more information, see Install a Custom CA Certificate Chain on page
239.

Step 1: Request and copy a CSR (Certificate Signing Request) for the Conductor

Once you’ve installed CA certificates (see Install a Custom CA Certificate Chain on page 239), you can generate a
Certificate Signing Request (CSR) to create a certificate (for example, with a PKI Registration Authority):

1. In Conductor Settings, under Airwall Conductor Identity, click Actions, and then select Create certificate or
Replace certificate.

Airwall Conductor identity

Certificate Actions ~

Distinguished # Create certificate
\stinguishe JOU=Domain Control Validated/CN=kibbles.temperednetworks.com

Name 13 Replace certificate

Status Active @ Delete

Issued by /C=US/ST=Arizona/L=Scottsdale/O=GoDaddy.com,

Inc.fOU=http://certs.godaddy.com/repository//CN=Go Daddy Secure Certificate Authority - G2
Valid since  01/14/2020
Valid until 01/14/2021

2. Under Distinguished Name, enter the Identity (Distinguished Name) of the Conductor. If you’re replacing a
certificate, you can leave the Distinguished name the same. For example, /C=US/O=Tempered/0OU=Dev/
CN=cond.example.com

Airwall Conductor certificate x

Distinguished Name

/OU=Domain Control Validated/CN=cond|example.com

Ex: /C=US/O=CompanyName/OU=Department/CN=Asset-ID

Request CSR

Save Cancel

3. Under CSR, select either Copy or Download to generate and get the CSR you need to get a signed certificate. (In
versions 2.2.5 and earlier, select and copy the CSR.)

4. Select Save.
Getting a signed certificate

Use the CSR to request a new signed certificate. You can generate a new signed certificate using your organization’s
own process, or with a public PKI Registration Authority.

1. Submit the Certificate Signing Request (CSR) you copied or downloaded to your Enterprise PKI Registration
Authority. They use it to create your certificates.

2. When you get the certificates, download or copy them.

Step 3: Upload the signed certificate to the Conductor

1. In Conductor Settings, under General settings, scroll down to Airwall Conductor Identity, and select Edit.
2. Under Signed Certificate, paste the custom-CA signed certificate to install the certificate on the Conductor.
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Create Airwall Conductor certificate X

Distinguished Name
/OU=Domain Control Validated/CN=cond.example.com
Ex: /C=US/O=CompanyName/OU=Department/CN=Asset-ID

CSR
£ Copy
& Download

Signed certificate

A After saving the certificate, you may need to refresh the page for your browser
to function correctly.

Save Cancel

3. Select Save.

4. Refresh your browser window to apply the new certificate.

Configure Wi-Fi Settings
You can configure Wi-Fi settings for connectivity to the underlay in the Conductor. Once a Wi-Fi-enabled Airwall
Gateway is assigned to an overlay network, it retrieves the Wi-Fi settings.

Airwall Gateways must first connect to the underlay with a wired connection to retrieve Wi-Fi settings. Once
you've configured the Wi-Fi settings on the Airwall Gateway, it will switch to Wi-Fi whenever the wired underlay
connection is unavailable. If you want an Airwall Gateway to only use the Wi-Fi configuration, just disconnect the
underlay wired connection.

Note: You can configure Wi-Fi settings for an Airwall Gateway in the Conductor, or in diagnostic mode on
the Airwall Gateway.

-0
Note: You cannot configure EAP-TLS Wireless networks in conjunction with Customer Certificates.

Set up a Wi-Fi network

Wi-Fi networks you configure on the Conductor are available to all Airwall Edge Services that have Wi-Fi network
interfaces. If you delete a Wi-Fi network, all configured Airwall Edge Services remove the Wi-Fi network from their
configuration.

g Note: Prior to defining an EAP-TLS connection, you must have a Customer CA Chain installed on the
Conductor. Airwall Edge Services will not apply the EAP-TLS configuration until they have been provisioned
with a Customer-signed PKI Certificate. EAP-TLS configurations use the Subject Common Name (CN)
component of the Customer-signed Certificate Distinguished Name (DN) as the identity for the EAP-TLS
transaction.

1. In the Conductor, go to Settings > General Settings and scroll down to Wi-Fi Networks.

2. Select New connection, and under SSID, enter the name of your Wi-Fi network. If needed, under Auth type
select how your network authentication protocol and enter your Wi-Fi network key.
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. X
Add connection
SSID Wi-Fi network enabled
.

company_wifi
Auth type

WPA-PSK v
Key

(J show Wi-Fi network key

Save Cancel

3. Select Save.

Once you've set up the Wi-Fi network in the Conductor, you can Set the Wi-Fi network for an Airwall Gateway on
page 383.

Note: The Airwall Gateway automatically detects the wireless family and channel, and has two reverse-
polarity SMA (RP-SMA) connectors for antenna connections used in diversity mode to improve wireless
signal reception. If only a single antenna is used, connect the antenna to the main antenna connector.

\J

Configure Authentication Options
Manage the settings for user login authentication, such as password requirements and lockout time.

To configure user account settings:

1. Log in to the Conductor with a system administrator account.
2. Go to Settings > Authentication > Settings > Edit Settings.
3. Configure User authentication settings:

* Default authentication provider — Select the default authentication displayed when users log in.

* Login attempts before lockout — Set the number of unsuccessful login attempts before lockout. Set to 0 to
disable.

* Password expiration — Set the number of days until password expires (default 180 days). Set to 0 to disable.

* Lockout time — Set the amount of time to track unsuccessful login attempts (default 1 hour).

* API token expiration — Set the number of days before API tokens expire. Set to 0 to disable.

* Show "Forgot Your Password?" — Check to display a Forgot your Password? link that allows a user to
reset their password (enabled by default).

4. Configure Password requirements:
*  Minimum password length — Enter the required minimum number of characters
* At least one number — Check to require at least one number

» Upper and lowercase characters — Check to require both upper- and lowercase letters
* At least one symbol — Check to require at least one symbol

5. Configure Session settings:

* Conductor session expiration — Set the number of hours before a Conductor session expires.

* Conductor session inactivity timeout — Set the number of minutes before a Conductor session times out due
to inactivity.

6. Configure Global Airwall agent authentication settings:

* Require Airwall agent authentication — Check to require authentication, and select an option:



| Deploy Airwall™ | 243

* for all agents to require authentication, which may require some people to update their Airwall
Agents)
+ for supported agents to allow older agents that do not support authentication to log in.

* Require Airwall agent authentication for Linux servers — Check to enforce authentication for Linux
servers. Authentication is not required by default.

» Retain session on service restart — Check to allow an Airwall Agent to reconnect to a session after it restarts.
By default, restarting ends the session.

* Require owner for Airwall Agent authorization — If checked, once an owner is set for an Airwall Agent, no
other person will be able to log in from that Airwall Agent.

* Auto-assign Airwall agent owner on login — If checked, will assign the first person to log in with an Airwall
Agent as the owner.

* Airwall agent authentication provider — Select Username and password to require Conductor
username and password to log in, choose an authentication provider, or choose A11 authentication
providers to allow the user to select how they log in.

* Session timeout — Set the number of hours before an Airwall Agent times out. Note that changing the session
timeout does not affect current sessions.

7. Click Save.

Note: If you have email settings correctly configured in Settings > Email Settings, and you have a Forgot
4 your Password? link on the Conductor login screen, all users can enter their username and click the link to
send a password recovery email to the address associated with that username.

The password recovery email is sent from the address configured in Email settings, so if it is not set up, users
will not be able to recover their passwords this way. If the password recovery email does not arrive within 5
minutes, check your spam folder and explicitly allow the address.

For instructions on setting up Conductor Email settings, see Configure Email Settings on page 238.
Configure user authentication for Airwall Agents and Airwall Servers

You can configure user authentication for Airwall Agents and the Windows Airwall Server by requiring a username or
password before they can connect to an Overlay.

Note:
Linux servers don’t support any form of user authentication.

Note: For user authentication compatibility and functionality, make sure your Conductor and all Airwall
4 Agents and Airwall Servers are on the latest version (v3.0.3).

1. In the Conductor, on an Airwall Agent or Server configuration page, select Edit Settings, and check the Require
authenticated Airwall session. Select Update Settings.
Airwall agent authentication

#|Require authenticated Airwall session
Provider Session timeout @

Global default (All authentication provi + Global default (3)  hours

Retain session on service restart @

Global default (On)

LL3

Note: If you do not see the Edit Settings, you do not have permissions to edit that Airwall Agent or
Server.

2. Connect the Airwall Agent or Airwall Server to the Conductor.
3. Verify that:

» Logging in requires you enter Conductor or LDAP credentials.
* The Airwall Agent or Airwall Server has access to the Overlay.
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4. You can monitor user connections from the information pages in the People tab in Conductor.

You also have the ability to end the session on-demand as an administrator.

Remote Access

End Remote Access Session

(Logged into Windows 7 Client at 05/31/2018 2:14
am from "Windows7vBOX")

See also:

» Integrate Third-party Authentication with OpenID Connect on page 247
» Configure LDAP authentication on Conductor and Airwall Edge Services on page 257
»  Walkthrough - Onboard people to your Airwall secure network with User Authentication on page 83

Walkthrough - Onboard people to your Airwall secure network with User Authentication
How to set up global user/password authentication for Airwall Agents and Servers connecting to your Airwall secure
network.

This walkthrough walks you through setting up authentication for all people connecting to your Airwall secure
network.

Note: This walkthrough covers globally onboarding people with authentication. You can also turn on
authentication for individual Airwall Agents and Servers.

.
\J

Supported Versions Conductor v2.2.10 and later. This walkthrough is based
on v3.0, so some things may be slightly different on
carlier versions.

The basic steps are:

1. Require User authentication globally.
2. Onboard people using People Groups.
3. Add people as Remote Access Users.

These steps are covered in more detail below.

Note: For pre-2.2.8 Airwall Agents and Servers only: There is an extra step to provide access at the end of
this walkthrough.

\J

Best Practice:
Finding the right balance between ease of use and security is an ongoing challenge.

This walkthrough shows how you can easily onboard and provide trust to a person, but you may choose to keep
additional security checks in place, like granting the provisioning request based on the Device ID a person gives you.

A balanced option might include automatic onboarding, but only granting trust to a benign device that they can ping
for communication verification and then provide final trust to secure environments once information has been verified
verbally.

Step 1: Require user authentication globally

1. Go to SettingsAuthentication, and under Settings, select Edit Settings (in pre-v3.0, this is under Global Airwall
agent authentication settings).

2. Check or set your authentication options:

» Check Require Airwall agent authentication and select the option for all agents.
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Under Airwall agent authentication, under Airwall Agent Authentication Provider, select Username
and password, or an OpenlD Connect (OIDC) third-party authentication provider, if you've set it up. See
Integrate Third-party Authentication with OpenID Connect on page 247.

(Optional) You can also set a custom Session timeout or whether people need to log in when they restart their

Airwall Agent

Global Airwall agent authentication settings

# Require Airwall agent authentication for a|| agents =

[J Require Airwall agent authentication for Windows servers
[ Require Airwall agent authentication for Linux servers

# Retain session on service restart * @
¥ Require owner for Airwall agent authentication @

¥ Auto-assign Airwall agent owner on login @
Airwall agent authentication provider * Session timeout *

Username and password  + 24

A Updating the session timeout will not impact any existing sessions

Settings with an asterisk (*) can be overridden on individual Airwall agents

Save
Global Airwall agent authentication settings @
Require Airwall agent authentication for all agents s
[JRequire Airwall agent authentication for Linux servers @
[[J Retain session on service restart* @
Airwall agent authentication provider * Session timeout *

Username and password  # 24

A Updating the session timeout will not impact any existing sessions

hours

Cancel

hours

For more information, see Configure Authentication Options on page 242. You can also require authentication
per device on the Airwall Agent or Server page.

Step 2: Onboard People using People Groups

You may also want to Import people using a CSV file on page 61.

1. Set up a People Group on page 89, configuring the onboarding options you want to this People group to have.
You can add people on the People tab, or add them to the group as you create users in the Conductor.

2. On the User onboarding tab:

.
\J

Check Provide an activation code for each member.

Check Send onboarding email to users if you want to send emails automatically.

Pre-configure the General, Airwall, and Groups settings for users when they onboard. Setting these options
allows members of the group to activate their connections. For more information, see Connect People's

Devices with Activation Codes on page 75.

Note: If you want to configure which version of the Airwall Agent they download, you can set that on the

Conductor Settings page under Global Airwall agent settings.

On the People Groups page, you will see your new group, and to the right, you will see the Activation Code icon ¥
that indicates every person added to this group will receive an Activation Code. For more information, see Connect
People’s Devices with Airwall Invitations on page 64 or Connect People's Devices with Activation Codes on page

75

Step 3: Add Remote Access Users
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1. Add the people you want to connect to the Conductor. For Remote Access Users, see Connect People as Remote
Access Users on page 74.

2. As you save each user, from each person's People page, add users to the people onboarding group created in Step
2.

a) Under People groups, select Edit.

People groups Edit...
People group Activation code
mobile None

b) Select the onboarding People group created in Step 2.

3. The people are sent an onboarding email. If desired, you can send them custom instructions, or point them to one
of these help topics: I have a "Finish Setting up my account" email on page 15 or | have an Activation Code
on page 15.
As people click the link in the email to set their password and log in to the Conductor, they'll be directed to the
Connect an Airwall Agent page where they can install an Airwall Agent or Server and activate their connections.

What's Next

You can get a report on remote sessions from Visibility > Reports. For more information, see Run Network Activity
Reports on page 116.

You can see who's remotely logged into your Airwall secure network. See Check Remote Sessions on page 77.

You can also see which users have used their Activation codes. See Check Status of People Onboarding on page
76.

For pre-2.2.8 Airwall Agents and Servers only) Give the People group access

If you are onboarding people using pre-2.2.8 Airwall Agents and Servers you need to give the People group access by
adding them to Overlays and Relay Rules.

On the Overlay these people need to access, add the People group you created as a Viewer (or pre v3.0, as a

Member).
Add Network Members x
Select DBOD\G aor groups to view or edit your network remo *
Viewer Editor

& cond_remote_users

& Remote Access Users Vv

Items 1-2 of 2

Close
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Integrate Third-party Authentication with OpenID Connect

You can integrate a third-party authentication provider with person authentication in the Conductor using OpenlD
Connect (OIDC). If your users are already configured for single sign-on (SSO) with a third party, or if you have a
large number of users, this integration streamlines your user management.

Note: You can only configure one OpenID Connect provider on the Conductor at a time. If you need to
4 support many OIDC authentication providers simultaneously, you can choose providers that support federated
login so you can connect to one provider and have that provider connect to other providers to authenticate

users.
(] Important: To use OpenID Connect on macOS or iOS Airwall Agents, you must have a public certificate on
o your Conductor.

User Roles

In the Airwall Conductor, you configure person roles in OIDC by including them in groups. The OIDC group names
are pre-configured in the Conductor, so when you make a person a member of one of the OIDC groups in the OIDC
provider, they are automatically given that role in the Conductor. For instance, you can declare that all members of
the OIDC provider’s cond system_admins group are system administrators in the Conductor, and that members of the
OIDC cond_remote users group are remote-access users.

Multi-factor Authentication

If your OIDC provider supports a multi-factor authentication (MFA) protocols, you can use MFA on your provider to
require MFA for logging into your Conductor or for Airwall Agent session authentication.

Integrate Authentication with the Conductor
To successfully integrate authentication, you must

1. Create and configure an application in your authentication provider.
2. Configure OIDC on the Conductor.

3. Set up Airwall Agents.

4. Verify third-party authentication is working on page 255

Since each provider is different, refer to the basics required here, and then the Provider-specific instructions that
follow for integrating with some popular providers that support OIDC.

1. Create and configure an application in your authentication provider

Create and configure the application in your provider using the Provider-specific Instructions on page 249 before
connecting it to the Airwall Conductor. Each provider’s workflow is different, but here are the general steps:

1. Create an OpenID Connect application.

2. Configure it with the following information:

Field Enter
Name Whatever you want. For example, “Airwall Conductor”
Login Redirect URI Your Conductor URI followed by /user/auth/

openid connect/callback. For example:
https://conductor.mycompany.com/user/
auth/openid connect/callback.

Note — If your Conductor is HA paired, add a second
login redirect URI, with the same path added.

Logout Redirect URI Your Conductor URI: https://
conductor.mycompany.com
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3. Depending on your provider, set the authentication method to basic, or indicate you are using an authorization
code for authentication (not a refresh token).

4. Allow the groups claim for grant. The groups claim is what allows the Conductor to match a user’s group with
what role they are given. Because groups is not a default OIDC claim, it must be turned on in the provider. For
more details, see the Provider-specific instructions.

5. Create four groups: cond_system_admins, cond readonly admins, cond network admins, and
cond_remote users to indicate the four different Conductor roles.

6. Add users to each group so they are assigned the correct role when logging into Conductor.
7. Give your users access to the application you created in your provider.

8. If you want to require MFA to log in, set it up in the OIDC provider. Generally MFA is associated with the app.
Please consult your provider documentation for detailed instructions on setting up MFA.

N

. Configure OIDC on the Airwall Conductor

1. Go to Conductor Settings.
2. Next to Authentication, select Add provider.
3. Select OpenID Connect and then select Next.
4. On the Add Authentication Provider page, under General settings, configure the Provider settings as follows
(see the Provider-specific Instructions for help in finding this information):
For this Setting Enter
Provider Name Give your provider a descriptive name. This name

appears as an option when logging into the Conductor.

Conductor host Host of your Conductor. Must be in the format
https://conductor.mycompany.com (no
trailing slash)

OpenID Connect host Must be in the format https://hostname.com:
{optional port}

Issuer Issuer provided by your OIDC provider. Sometimes
this value is the same as the OpenID Connect host
depending on the provider.

Client ID (sometimes called Identifier) Token provided by your OIDC provider associated
with the provider application

Secret Secret token that goes with the Client ID

5. For HA-paired Conductor host, enter the Host of your HA Conductor (if applicable).
6. Configure the Group settings as follows, and then click Next:

For this Setting Enter
Use groups to manage roles Checked
System admin groups Comma-separated list of groups from your provider

that will give your user this role.

Read-only admin groups Comma-separated list of groups from your provider
that will give your user this role.

Network admin groups Comma-separated list of groups from your provider
that will give your user this role.

Remote-access user groups Comma-separated list of groups from your provider
that will give your user this role.
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Note: If users are in groups that match more than one of the roles, they are given the highest level of
access possible (system admin, read-only admin, network admin, then remote-access user).

\J

Configure any Group filters you want, and click Finish.

If you have non-public DNS servers configured in the Conductor under Global Airwall Agent/client settings,
your users won’t be able to reach the public addresses on their devices that include the OpenID Connect providers.
You may need to configure DNS servers on the Conductor to add your OpenID Connect provider’s DNS server.

After changing OIDC configuration, you need to log out and log back in to the Conductor to restart it. When you
log back in, you can now choose your third-party authentication provider.

. Set up the Airwall Agents

Any Airwall Agents authenticating using your third-party provider also need to be set up:

. Provision and License Airwall Edge Services on page 193 in the Conductor.

Go to the Overlays page, scroll down to People, and click Update, and add the Airwall Agent as a member.
Also check that:
a) Airwall Agents are included in your Airwall Relay rules.

b) Airwall Agent devices have been added to the appropriate Overlays, and you’ve set device trust on the
Overlays as needed.

Your users should now be able to log in using the third-party authentication provider.
Require third-party authentication

You can also require users to authenticate using the third-party provider either individually or as a group (in 2.2.3 and
later Conductors). On the agent's Airwall Agent tab, or on a People Group Properties tab:

Check the Require authenticated Airwall session box.
Under Provider, choose the third-party authentication provider you created.

Provider-specific Instructions

Here are specific instructions for a few of the common third-party authentication providers. Note your provider’s
documentation may be more up-to-date.

Okta - Create Application and Set Up Group Claims
Create an Application

Nk Wb

SR

In Okta, go to Applications.

Select Add Application.

Under Create New Application, select Web.
Set Allowed grant type to Authorization code.

Set the OpenID Connect host to the same value as the Issuer in Conductor. This value is found on the under
OpenID Connect ID Token on the Sign on tab.

Note the Client ID and Secret that are in your application, on the General tab under Client Credentials.

. Set up Groups Claim (see below).

Set up Groups Claim

To set up Okta to allow the groups claim in OpenID Connect, use the Classic UI.

1.

2

In Okta Authentication, go to Security, and select API.

. From the Authorization Servers tab, open the default API (or whatever API you are assigning to your

application).

On the Scopes tab:

a) Add a scope named groups.

b) Uncheck Set as Default.

¢) Check Include in Public Metadata.
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4. On the Claims tab:

a) Add a claim named groups.
b) Set Include in token type to ID Token / Always
c) Set Value type to Groups

d) Set a filter of Matches regex to . *. Alternatively, set a filter of Starts with and set to the prefix for your
group names that you want to use in Conductor. For example, set Starts with to cond .

e) Set Include in to Any scope.

OneLogin - Create Application

1. In OneLogin, select Add App, and then choose OpenID Connect (OIDC).
2. Set Authentication method to basic.

3. Add users to the roles you want. For example, to make them a system admin, add them to cond_sysadmins.

Note: In OneLogin, roles are mapped to OIDC groups (groups mean something else), so add users to
roles, not groups.

0
>

4. In your OneLogin application, on the Parameters tab, configure the roles-to-groups mapping. Edit the groups and
modify the default on the Roles field to: User roles, --No transform—.
5. Note the information you’ll need to configure the Conductor:
a) OpenID Connect host: This is your OneLogin login URL, for example, https://my-
company.onelogin.com.
b) Issuer: On the SSO tab, sclect OpenID Provider Configuration Information for the Issuer.
c) Client ID and Secret: These are both on the SSO tab.

Auth0 - Create Application

1. In AuthO, under Applications, select Create Application, and then Regular Web Application.
2. Skip the quick start.
3. On your new application's Settings page:
a) Change Application Properties > Token Endpoint Authentication Method to Basic.
b) In Application URIs > Allowed Callback URLSs, add the login redirect URI. See the Login Redirect URI
near the top of this page.

c) In Application URIs > Allowed Logout URLSs, add the logout redirect URI. See the Logout Redirect URI
near the top of this page.

Note: AuthO does not currently support OpenID Connect Logout.

d) Note the following information in Auth0 that you’ll need to configure the Conductor:

* Basic Information > Domain: On the Conductor, you enter this information as Open Connect host and
Issuer (note that the https is required).

* Basic Information > Client ID and Client Secret: On the Conductor, you enter this information as Client
ID and Secret.

e) When finished, select Save Changes at the bottom of the Settings page.
4. Add the rule required by Auth0 to set OIDC groups. (In Auth0, roles map to groups on the Conductor.)
a) Under Auth Pipeline > Rules, select Create Rule.
b) Select Empty Rule.
¢) Set the name to Add groups to OIDC token.
d) Add this rule:

function (user, context, callback) {
const namespace = 'https://<your issuer>"';
const assignedRoles = (context.authorization || {}).roles;
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let idTokenClaims = context.idToken || {};
let accessTokenClaims = context.accessToken || {};

idTokenClaims [ ${namespace}/groups ] = assignedRoles;
accessTokenClaims [ ${namespace}/groups ] = assignedRoles;

context.idToken = idTokenClaims;
context.accessToken = accessTokenClaims;

callback(null, user, context);

}

e) Change the namespace in the rule to be your Auth0 issuer. Example: https://dev-abcl23.auth0.com
5. Following AuthO instructions, add roles to users that give them the proper role in the Conductor.
Azure Active Directory - Create Application

Note that the Azure AD documentation may be more up-to-date and the settings in your Azure AD account may vary.

1. In Azure Active Directory (AD), select App registrations.

— Microsoft Azure £ Searc

Home

Default Directory |

Azure Active Directory
&«
0 Overview
¥ Getting started
= Preview hub

7. Diagnose and solve problems

Manage

&4 Users

&h Groups

6l External Identities

a» Roles and administrators
& Administrative units

i Enterprise applications
CH Devices /
# App registrations
(&} Identity Governance

L Application proxy

w Licenses

b Azure AD Connect

&= Custom domain names

2. Select New Registration, and fill in the form as follows:

* Name — Enter a name for the Application (for example, "Airwall Conductor").
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* Supported account types — Sclect Accounts in any organizational directory (Any Azure AD directory —
multitenant).

* Redirect URI — Select Web, and then enter the URL of your Conductor followed by/user/auth/
openid connect/callback:

Home » Default Directony

Register an application

* Mame

The user-facing display name for this application {this can be changed later).

[ Aimwall Conductor

Supported account types

Who can wie this application or access this API?

f_-:l Accaunts in this erganizational directory only (Default Dirsctary anly - Single tenant)

lE:l Accounts in any organizational directory (Any Azure AD directony - Multitenant]

f:_:l Accounts in any organizational directony (Any Azure AD directory - Multitenant] and personal Microsoft accounts (eg. Skype, Xbox)

O Personal Microsafl accounts only

Help me choose..

Redirect URI (optional)

We'll return the authentication response ta this URI after suceessfully suthenticating the wier, Praviding this now = aptional and it can be
changed later, but a value is required for most authentication scenarios.

Web R https:fairwall-rs.tempeared.iofuser/auth/openid_connect/callback

By proceeding, you agree to the Microsoft Platlorm Policies =

3. Click Register. Take a note of the Application (client) ID and the Directory (tenant) ID provided by Azure AD.

Once you’ve registered the Application, Azure AD provides a set of IDs that you configure in the Conductor when
you set up Azure AD as an OIDC provider. Here is how they map to the Edit Authentication Provider options in
the Conductor:

1z Airwall Conductor =
L

| 5 Bearch (Cmde/) | [ Delete ' Endpoints [ Preview features
B s ~ Eszentiale
& Quickstart Hisya Tiames
Airwall Conductor
#  Integration assistant Application (cient) 1D 3 A L &
Defasads-ss00-ecs-aciz-ne ECit Authentication Provider %
Manage Dirgctory (tenant) ID
B Branding BM05ELT-2p30-4371-81g6-Bec  Ganeral seltings
- Object 1D Provider name  aptiomal Conductor host @
D Authentication d73a32bf-05e5-4288-23a5¢ 020 " myunn A1 bty

i DA SAGT BTN B BN ST R 43 T = e
e conrctvafasct and dhe fogouf red B o Wit et onhzamane. can’

Opeill Connest hast & Fadisht
https: st windows net hitps:ists windows net/B0AD .
Client D Secret

1) 7 - RS Q] | PYTTE— %]

Use OpeniD Connect logout &



» Application (client) ID — Enter in the Client ID box.

| Deploy Airwall™ | 253

» Directory (tenant) ID — Append this ID to https://sts.windows.net/and enter in the Issuer box .

4. In Azure AD, create a Client Secret:

a) Select Certificates & secrets.
b) Select New client secret.

Airwall Conductor | Certificates & secrets =

0 Search (Cwmd+) 3 ) Gon fenckaack?
I Overdew Cranentials snakie o apiplications ta klantify £ 0 thia sitherticatan tandee when ©eesing takens at 4 web sdaressanls be
schemel. for a higher level of assurarce, we recommend using 2 centificate drstead of aclient secret) as a credential

a4 Quickstart
# Irzegratian assiszant .
Certificates

Manags . . .
Certificates can ke used ax pecmts (o grove the application's identty when requesting o wken Also can e referred 1o 25 public keys,

= Beandirg /
T Uplozd certificate

P Authentication =
Eonniflontes o nacrats Thumbsgering Start date Expiines 1.3
i
Il Toiean canfiguratian Mo cerlificates have been added for this application.
= APl perrrissions
€ Expose an ARI
84 App roles | Fravew Client secrets
F Owrars A gizrel Siing That 18 ApRealinn Lo 16 e 13 Kant Ty whin requesteg & ke, &5a can be raherad 16 4 apalicaticn fassward
& Rales o acmirstratons | Previes )
1 P dient seores .\r'-_-—_d
W manifest
Duszriptian Expilres Wakie o

Suppart + Troubleshooting

Ha elienl sscres have been created far this application.
& Traubeshasting

L rew swpport reguest

¢) Add a description, and select when the secret expires.

Add a client secret

Diascription

| Conductor Client Secret

Expires

f_:l Iry | ypear
!

() In 2 yours

) Mever

d) Select Add.

5. On the Client secrets page, copy the Value (not the ID). Enter the Value as the secret in the Conductor.

Client secrets

L]
A SlCret S ng that the ﬂ|'l‘." CAthON UGS TO Proe ins |WP!§'IM'\ Ifqlll'ﬂlﬂg ataken, Al can be refenrad to as |'||'.\!||lf-\[ﬂl‘ p-\“wldl'ﬂ
Mew el sl /
Description Expines Wabae - L]
Conductor Chent Secret 12/31,/2299 TRNRAB- WPvHawS2Z14309 p Thi—k-31 [ eh7B0cff-aded -IthaeTisinf? [ [

Edit Authentication Provider

Gewaral sattings
PO ARG ool Cand ueosr Rost B
Azure AD hitps:i

in 19 Doechdl Cawect igpatc, mot i iogein sevfieoect S8 b Hamiooncuri i inene corvierla
fepenid, cuenacisack alijrie et s 1 13 Fri el rairane.cocy

OpeniD Connect haet B lexuar

Tk ks s ks vard Writprs: ffsls sindmmv et /B A
Charm D SGuerel

Dafafd o Luns e s ol

e Beanid Gonnocs legaut &

6. From the newly registered application in Azure AD, select Authentication.
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7. Under Implicit grant, verify that ID tokens is checked.

B - e e e | &8 Fo ]

Home » Delash Diracls ras ch

) Airwall Conductor | Authentication #

S by (vl 1 ST T [T
B i
~ Weh

i R
Regreci Lifis

5" IO R ST
B vl Dl @ daliafors For e e alfo Sulles roasre o i ac sl el dadog o
s MR ke Ladipard ynm ap e

s

) o il AT T i e e a] e BBk

i) R T TP

s e b e T

b ez el e Expind kL
P ten e e sl i e L e P R i T s faia e e K adalie a1
wirh (T

B e i

A Ao (e TedeR

F iwran
R R—— -
I Vlmem e mpneabers | Frmsm §
e

M riaciiml
Bippan o Trablebaotisg Fog-ame e irghot ol ow (@8 8 . v B o e e B e s ey

Acie s '
P Era T W e r—

T ey

e el PR |

EIEEEHT) ted accourt Types

8. Inthe Azure AD application, set up the groups claim:
a) From the menu on the left, select Token configuration.
b) Select Add groups claim.
¢) Check all of the group types:

Edit groups claim ®
o Aedding the groups claim applies to Access, 1D, and SAML taken types. Learn more

Select group types to include in Access, 1D, and SAML tokens.

H Security groups

B Cirectory rales

H All groups (includes distrbution lists but not graups essigned to the applcation)

B Groups sssigned to the agplication

Customize token properties by type
~ 1D

w  ACCess

W SAML

d) Under Customize token properties by type, expand and configure the properties as follows:

* ID - Select sSAMAccountName.
* Access — Sclect SAMAccountName.
*  SAML - This is not used.
9. In Azure AD, create the groups you want to use for the Conductor. Here are some suggested groups:

» cond network admins
» cond readonly admins
* cond remote users

* cond_system admins
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= Microsoft Azure B Zogech resounces, services, and doos (B4

Home > Default Directary

2a Groups | All groups

Dufault Directory - Azura Adtive Dinectary

T Mew greup
&5 Al groups

Dirardnad geoegs

) Rsfech

= Coluwnc

a This age irduces prev ews svalasls or vour e uator, Vier ceveas —+

& Deleted groups

# Diagnose and salve problems 8
~ Search groups

= Add flers

Settings

Mamae
& Gereral
=
5 Depiratian I:' . cond readonly admins
& Haming palic
= 49 palicy |1 . cind_pemane_users
Activity |:| . cond_system_adimins

£ Privileged adcess grougs (Frevisw)

AOCREE raviews

Ohject id

| | . eond_netwcrk_adming Aldprhet of 17 055 2850 FB

43521313-0041-4391-3156-7

bt e -Gl -8R - b1 ER

TT7Titirefi1-£720-E134-Ea

10. Add users to Azure AD, and assign them to the appropriate groups for Conductor access:

= Micresaft Azure B Search resolrces, serdoes, and dods iG-) B &
Home > Default Directory > Users > Network Admin
& Network Admin | Profile

g

’ & Edit o Resctpaassoerd U Revoke sessions | it Bcfresh ot feeduack?
* Dragraase and sole problars
— Network Admin
netadmin® _enmicrosoftoom
& Profile
Uy Sign e --.1 Cotap Farbath gt

s Asslgren roles

& Administrative unis

BB Croups
il Applications

& Licerses

1211572020, 102:52 Pid

D ag

You are now ready to configure Azure AD as an OIDC provider in the Conductor as described in 2. Configure OIDC
on the Airwall Conductor on page 248. For the mappings from Azure AD to the Conductor, see steps 3 to 7 above.

Verify third-party authentication is working
To verify your configuration:

1. Log out of the Conductor.

2. Open an incognito window and log in, choosing the provider name you chose in the Conductor.
3. Login as a user you’ve set up with third-party provider. You should be able to log in to the Conductor using your

third-party provider credentials.

To verify a client can connect:

» After the client logs in using the third-party provider, ping the client.

Troubleshooting Third-party Authentication User Login

If user login is failing with “Could not find that username/password combination,” usually the integration between the
Conductor and OpenlID Connect (OIDC) provider is working, but something about group membership is not correctly
configured. Use these suggestions to troubleshoot what the issue is.

Check Conductor and OIDC provider group settings
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1. On the Conductor, go to Settings > General settings > Authentication > Your OIDC provider.
2. Select Actions > Edit.

3. Select Next, and confirm that Group settings on the second page are filled out.

Edit Authentication Provider X

Group settings

Groups are used to manage user roles on the Conductor when enabled.
Multiple groups can be specified as a comma-separated list.
Group names containing commas must be escaped.

System admin groups Read-only admin groups
cond_sysadmins cond_viewers
Network admin groups Remote-access user groups
cond_netadmins cond_remotes
<< Back >> Next Cancel

4. In your OIDC provider, confirm that the groups you have chosen for each role have been created.

5. Confirm that the user that is trying to log in is a member of one of the groups that will give them a role on the
Conductor. For example, if this user should be a Read-only admin then they should be in the “cond_viewers”
group in the OIDC provider.

Follow the Log
If you've confirmed steps 1-3 are configured and are still having issues, follow the log to gain more information.
1. Under Settings > General Settings > Other settings > Logging settings, if you are logging at warn or error
levels, change logging to at least info.
2. Go to Settings > Airshell > Open remote Airshell.
3. Enter the command: 1og follow. You should now see Conductor logs in the virtual terminal.

4. Have the user attempt to log in again with OIDC. If this is you, do not log out of the Airshell terminal — use a
private browser window.

5. When the user completes login, there should be a log message for the user attempting to login such as

IMar 11 20:57:34 kibbles SCMP[30051]: OpenID user
'google-0auth2[115620360600894761234"' allowed groups: ["cond netadmins"]

6. If the allowed groups is empty, the optional “groups” claim may not be correctly configured on the OIDC
provider. Please refer to the specific documentation for your OIDC provider to allow the Conductor to receive the
“groups” claim.

7. If there are allowed groups but none apply to a Conductor role are there three possible problems:

a) The user is not a member of the group you expected
b) The groups are being filtered by the OIDC provider. Please check your OIDC provider configuration.

¢) The groups are being filtered by the Conductor configuration. Check the configuration for your OIDC
provider. The Conductor does attempt to prevent you from creating a filter that would invalidate groups
assigned for roles.
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Configure LDAP authentication on Conductor and Airwall Edge Services
You can use Active Directory and LDAP authentication with the Conductor to streamline user account management.
When LDAP is configured, users can choose to log in with an LDAP account on the Conductor login page.

There are currently three different ways to authenticate with Conductor.

» With a Conductor account. These are local accounts that log directly into the device

*  With LDAP authentication. This allows you to authenticate with any LDAP server, including Microsoft Active
Directory services.

* With a third-party authentication provider that supports OpenID Connect. See Integrate Third-party Authentication
with OpenID Connect on page 247.
To set up a LDAP authentication, you need to already have an LDAP server accessible to the Conductor.

Note: These instructions use Microsoft Active Directory, but other LDAP services also work.

There are four different roles in the Conductor:

* System Administrator — These users have full access to the Conductor and can adjust any settings. Note that to
edit LDAP settings, you must be logged in locally to the Conductor, not through LDAP.

* Read-only System Administrator — These users have read access to the Conductor, but cannot make changes.

* Network Administrator — These users have access to and can adjust any overlay network they are a manager of.
They do not have access to Conductor Settings.

* Remote Access User — These users can only see their own information, and can log in with their credentials if
authentication is required for their Airwall Agent or Server.

For more detailed role information, see Understand People Roles and Permissions on page 58.
Step 1: Set up and configure your LDAP server

LDAP is not enabled in Active Directory by default, so you will have to turn it on. Once you have LDAP working and
running, you can start.

Create a dedicated account with the necessary permissions to authenticate. In Active Directory, you could create a
service account under the root "Users" OU, and make it a Domain Admin.

Step 2: Enter and verify your local Conductor admin account credentials, and select Authentication
provider

1. Log into Conductor locally (not through LDAP) as a System Administrator. (Only local administrators have
access to authentication provider settings.)

2. Open Settings, and next to Authentication, select Add Provider.
3. Select LDAP from the list of providers.
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Add Authentication Provider x

Adding an authentication provider will allow users to log into the Airwall Conductor using
credentials from an external source.

Select the authentication provider to add

LDAP v

OpenlD Connect

>> Next Cancel

Step 3: Enter your LDAP settings
You will need to know the following values:

* Host (Hostname or IP address)
* Port (636 is the default)

» Ifyou are using a dedicated LDAP service account, the fully-distinguished path for the user account, and the
password

Under LDAP host settings, enter the information for your LDAP host, and select Next. For more details on these
settings, see LDAP host settings on page 263.
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Edit Authentication Provider x

LDAP host settings

Host Port
192.168.88.10 636

Bind DN (leave biank for anonymeus access)  Password
cn=conductor LDAP, cn=users, dc=Ildap.

ALd

Connect method SS|

[Jvalidate server certificate

Test connection

>> Next Cancel

Note: TLS LDAPS communication occurs over port TCP 636. LDAPS communication to a global catalog
server occurs over TCP 3269. When connecting to ports 636 or 3269, SSL/TLS is negotiated before any
LDAP traffic is exchanged.

\J

Step 4: Configure Search Settings

This page can mostly be left as-is, unless you have special settings you wish to set. You can search for user accounts
here to ensure that the Conductor can search the directory. Select Next. For more details on these settings, see LDAP

search settings on page 264.
Edit Authentication Provider %

LDAP search settings

Base search DN User UID attribute

dc=serverpod,dc=net sAMAccountName

Custom search filter Eg. (department=IT), (objectClass=person), etc

(memberOf=CN=Developers@TempMetworks,OU=TempNetworks,OU=Hosti

Test LDAP search
tnw Test LDAP search

0 Enter a user name and click the 'Test search' button to test searching for a user

<< Back >> Next Cancel
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You can test the search by entering a search term and selecting Test LDAP search.
Step 5: Configure Group Settings

The Conductor assigns LDAP users to one of the four account types above by making them a member of a security
group.
If you do not have appropriate groups already, create these groups in LDAP to link to Conductor roles (you can use

different names — using cond _makes it easier to see which roles are for the Conductor). By default, these groups
place the users into the following roles:

* cond_admin — System Administrator

* cond_readonly — Read-only System Administrator
» cond_network — Network Administrator

* cond_remote — Remote Access User

Since users cannot have more than one role at a time, if they are members of multiple groups, they'll be assigned the
role with the most permissions.

Remember to test the settings to ensure that Conductor can see all of the groups you reference on your LDAP server.

1. For LDAP group settings, enter the groups for the roles you want LDAP users to have, and Group search
attributes, and select Next. For more details on these settings, see LDAP group settings on page 264.

Edit Authentication Provider x

LDAP group settings (s Disabled

LDAP groups will be used to manage user roles on the Airwall Conductor.
Muitiple groups can be specified as a comma-separated list.

System admin groups Read-only admin groups
cond_admin cond_readonly

Network manager groups Remote-access user groups
cond_network cond_remote

Group search attributes

Group class name Group attribute name

group member

Test group settings

<< Back >> Next Cancel

You can also add other security groups to the configuration, separated by commas.

Note: You can set up these groups on your LDAP server after setting up LDAP on the Conductor, but
Test group settings will fail.

>

2. For Group filters, enter filters to specify which LDAP groups the Conductor sees. For example, if you've created
the cond  groups above, you may want to set the filter to Starts with with a value of cond.
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Edit Authentication Provider x

Group filters

When a user logs in, the Airwall Conductor receives a list of the user's group membership from the
authentication provider. This filter limits which of those groups are applied to user role selection and people
group membership.

People groups filter Filter value

Starts with $ cond

After finishing this update you may lose connectivity to your Airwall Conductor for a few seconds as system
settings are applied.

<< Back Finish Cancel

3. Select Finish
You may lose connection briefly as the new settings are applied.

Step 6: Configure user onboarding

Configure user onboarding for the people groups created above to give users access to overlay networks through
Airwall Agents and Servers. Setting the groups up beforehand simplifies user onboarding.

1. In the Conductor, create People groups that match the LDAP groups you specified above (for example, cond-
admin)

2. Specify user onboarding options as you create the groups. For details, see Set up a People Group on page 89.

As users log in through LDAP, they are added to these People groups and given an activation code that activates the

permissions and other options you specified for the People groups.
Step 7: Set up Conductor management access

You can also set up access for your Conductor system and network admins individually.

1. Add administrators to Overlays — Add administrators individually as members of Overlay networks to give
them access to the resources they need. You can add them from their People page, or from an Overlay page:

* From the person's People page, next to Overlay networks, select Edit. Add the person as a member or
manager of Overlays.



Dashboard ~ Overlays  Devices

@ Pin items for quick access

People - Local Administrator

Local Administrator Account
User directory
Local Accounts

Full name
Local Administrator

Username
admin

Role
System Administrator

Status
Active

APl access
Disabled

Email
global-admin@temperednetworks.com

Phone

Alert email trigger level
None

Edit memberships

Network

Remote user network

Contractor network

Edit Info

settings @ No tags in use

People groups Edit..

Not a member of any people groups

Overlay networks k..

Not a member of any overlay networks

Member

Close
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From the Overlays page, open the overlay, and under People, select Update. Add the administrators as

members or managers of the overlay.

People Update

- Sys Admin Manager

2. Add administrators to People groups — Similarly, you can add administrators to People groups, from their
People page or add several administrators from the People group:

From a person's People page — Next to People groups, select Edit and select the People groups with the

permissions they need.

From a People group — Open the People group, and on the People tab, select the people to add.
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Step 8: Verify by logging in to the Conductor

Verify that LDAP is set up by logging in and checking permissions.

1. Log out from your local administrator account.

2. Next to Sign in using, select LDAP, and log into the Conductor with an LDAP account.

D

Signin using WEY\:Re

newuser

3. Check that permissions are set correctly for that user.

See also: Configure user authentication for Airwall Agents and Airwall Servers on page 243.

LDAP host settings

LDAP host setting

Description

Host

The hostname or IP address of your Active Directory or server.

Port

* Select 389 for Plain or TLS - This option is only available for SSL or TLS
connect methods, and is only enabled if you have uploaded CA certificates.

e Select 636 for SSL.

P Note: TLS LDAPS communication occurs over port TCP 636. LDAPS
communication to a global catalog server occurs over TCP 3269. When
connecting to ports 636 or 3269, SSL/TLS is negotiated before any
LDAP traffic is exchanged.

Bind DN

If you are using a dedicated LDAP service account, enter the fully-distinguished
path for the user account, and then enter the password for the account in the next
box.

*  CN=User Full Name

*  CN=User OU

*  DC=Domain Component 1

*  DC=Domain Component 2

An example of a fully-distinguished path:
CN=ldapServceAccount, OU=ServiceAccounts, OU=Users, DC=mySH

If you are using user accounts for LDAP Bind connection authentication and
authorization, leave Bind DN and Password blank, providing anonymous access.

Password

Enter the password for the user account (specified in BindDN) used to connect to
the LDAP service. Leave blank if Bind DN is blank.

cureCorpD
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LDAP host setting

Description

Connect method

* Plain - Do not use encryption to communicate with the LDAP server. Not
recommended.

* SSL - Use the SSL protocol to communicate with the LDAP server.
* TLS - Use the TLS protocol to communicate with the LDAP server.

Validate server certificate

Select to validate the LDAP server’s security certificate against the local CA
certificate store.

LDAP search settings

LDAP search setting

Description

Base search DN Enter the root of the tree in LDAP, underneath which your users and groups are
defined.
User UID attribute Enter the name of the attribute that contains the user’s login name:

* For Active Directory: sAMAccountName
* For LDAP: uid

Custom search filter

Use to limit user search results, or to filter to only user entries in LDAP (filtering
out non-user entries that are present in the user directory).

Test LDAP search

Enter a username and click Test LDAP Search to test your search settings. This
test queries the LDAP directory for the given user using your current settings, and
displays the number of records located, if any.

Best Practice: Make sure this test is successful before continuing.

LDAP group settings

LDAP group setting

Description

System admin groups

Add the LDAP groups that contain members you want to have System Administrator
access. Add only trusted groups to this setting.

Read-only admin groups

Add the LDAP groups that contain members you want to have read-only access. Add
only trusted groups to this setting.

Network manager groups

Add the LDAP groups for members you want to have permissions to manage overlay
networks. You can define which overlay networks they have access to by onboarding
people using People groups before they log in, or individually after the user has
logged in for the first time.

Remote access user groups

Add the LDAP groups for members you want to have remote access. You can define
which overlay networks they have access to by onboarding people using People
groups before they log in, or individually after the user has logged in for the first time.

Group class name

Enter the name of an objectClass that the group entry must contain in the LDAP
directory, such as:

* Active Directory: group
* LDAP: posixGroup

Group attribute name

Enter the name of the attribute in the group entry that contains the list of users in that
group:

* Active Directory: member
*  LDAP: memberUID
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LDAP group setting Description

Test group settings Select to test your group settings.

Best Practice: Make sure this test is successful before continuing.

Configure LDAP to manage user roles

You can use Active Directory and LDAP authentication with the Conductor to streamline user account management.
When LDAP is configured, users can choose to log in with an LDAP account on the Conductor login page. See
Configure LDAP authentication on Conductor and Airwall Edge Services on page 257.

1. Log in to the Conductor with a System Administrator account and go to Settings > Authentication > External
authentication providers.
2. Next to LDAP, and click Next.

3. Enter the LDAP host settings (see LDAP host settings on page 263), and click Test Connection to validate that
your LDAP settings are valid, then click Next.

4. Enter the LDAP search settings (see LDAP search settings on page 264) and click Test LDAP search to
validate that the your LDAP search is valid. Once the test confirms a valid LDAP search, click Next.

5. Determine whether you want to use LDAP groups to manage Conductor user roles:

» Touse LDAP groups: Enter the LDAP group settings (see LDAP group settings on page 264), and click
Test to verify the group settings. Once the test confirms your group settings, click Finish.

* No LDAP groups: If you do not want to use LDAP groups, simply click Finish.
Your LDAP configuration is now complete, and can be managed as needed in Settings > Authentication.

Note: TLS LDAPS communication occurs over port TCP 636. LDAPS communication to a global catalog
server occurs over TCP 3269. When connecting to ports 636 or 3269, SSL/TLS is negotiated before any
LDAP traffic is exchanged.

\J

Optional Conductor Configuration
How to configure optional features on your Conductor.

Configure a Conductor for High Availability

Conductor High Availability (HA) provides hardware redundancy between two Conductors and requires a manual
failover. When creating a Conductor HA pair, one Conductor is assigned as the active and the second is assigned as
the standby. The active Conductor is used to manage Airwall Edge Services, overlay networks and communications
policies.

As a system administrator, you can access a standby Conductor, but only limited functionality is available. In standby
mode, the Conductor is kept in sync with the active Conductor, but has limited functionality as follows:

» Read-only database

» Conductor HA configuration changes
» System setup changes

* Firmware updates

Using failover

You need to manually initiate failover between the active and the standby Conductor. The manual failover can take
several minutes to complete. During this time, the Airwall Edge Services and devices continue to operate in their
current configurations, and overlay network communications are not interrupted.

Automatically Create an Standby HA Conductor in the Cloud
The Conductor has automated the process of setting up a High Availability (HA) Conductor in the cloud.

Once you’ve set up the cloud provider on your active/master Conductor, setting up and configuring a standby using
the Conductor is simple and eliminates many of the mistakes that can happen when manually configuring a standby
Conductor in the cloud.
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Before you begin
Before you can create a cloud standby Conductor automatically, you must:

» Have an account with a cloud provider

» Have your active/master Conductor set up in the same cloud provider

» Have a Conductor voucher for your new standby Conductor

* Setup a cloud provider in the Conductor. See Set up Cloud Providers on page 433.

To set up a Cloud HA Conductor

1. On the Conductor that you want to be active for the HA pair, go to the Settings page.
2. On the Cloud providers tab, select Create cloud.

3. Under Conductor HA, select the same cloud provider as your active Conductor.

w Conductor pashboard

@ Pin items
Settings
G a t Cloud providers icensing Diagnostics

Configured cloud providers & Create cloud ~  + Add cloud provider...

& Alibaba Cloud Airw

@ Alibaba Cloud Airwall
Alibaba Cloud route injection Disabled

@ Amazon Web Services Airwall
Default region us-east-1

© Microsoft Azure Airwall

. @ Google Cloud Airwall
Airwall templates +

Conductor HA
ecifie

Alibaba Clods conductor HA

& Amazon Web Services @ Amazon Web Services conductor HA

© Microsoft Azure conductor HA

AWS route injection Disabled
© Google Cloud conductor HA
Default region eu-central-1

4. On the Create cloud page:

a) Name — Enter a deployment name for your standby Conductor.
b) Conductor Voucher — Add the Conductor voucher for your standby Conductor.
c) Default region — Select your region from the cloud provider list.
5. Under Image and network options, select the cloud provider details for your new Conductor. Only Conductor

images matching your active Conductor are displayed. Select the Network (VPC) to bring up the options for the
public subnet from your cloud provider.
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Create cloud x
Name Conductor Voucher
test-sb-sung BA9B172FA2AQSEC18

Default region (7

eu-central-1

Image and network options

Airwall gateway image ID Machine type
Conductor-401v-hvm-r2.2.8-1244 % T2 Medium Instance :
Volume type Volume size
io1 : 8
Network (VPC) 10Ps
default-vpc < 200

<+ Create new network

Public subnet [N

Public (subnet-a540fccc) | eu-cen &

>> Next Cancel

6. Click Next
7. Check that the parameters are correct, and click Create cloud.

Create cloud X

Cloud Airwall gateway parameters

Name test-sb-sung

Default region eu-central-1

Conductor Voucher BA9B172FA2A9EC18
Airwall gateway image ID ami-0119c00d8122357a8
Machine type t2.medium

Volume type iol

Volume size 8

I10Ps 200

Network (VPC) vpc-840eaZed

Public subnet subnet-a540fcce

Create cloud

<< Back Cancel

8. Wait for the active Conductor to create and provision a new Conductor, and then configure it automatically as a
standby Conductor. The Create cloud HA Standby process adds port 5432 to the existing security group of the
active Conductor (or creates it if it doesn’t have one), and then sets Conductor HA settings to both active and
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standby Conductors with the information from your current active Conductor. Depending on your cloud provider,
this process can take up to 10 minutes.

Create cloud

“'* Processing request, please wait...

CREATE_IN_PROGRESS AWS::CloudFormation::Stack test-sb-sung
CREATE_IN_PROGRESS AWS::EC2::SecurityGroup instancesg
CREATE_COMPLETE AWS::EC2::SecurityGroup instancesg
CREATE_IN_PROGRESS AWS::EC2::Instance instance
CREATE_COMPLETE AWS::EC2::Instance instance
CREATE_COMPLETE AWS::CloudFormation::Stack test-sb-sung

Starting Conductor HA configuration...

Stack = test-sb-sung has been deployed

Getting outputs from stack

Successfully got stack outputs

Successfully got required params: sb_conductor_instance_id = i-08cb1738¢
Provisioning standby Conductor with voucher = B£9B172FA2A8EC18

<< Back Cancel

9. When it is done, select Finish.

10. As part of the provisioning process, you are logged out and will see a Not connected to the Airwall Conductor
message. When this happens, log back into the active Conductor.

11. On the Dashboard, under Recent Events, you’ll be able to see the HA Standby Conductor was created.

—
wcond Ctor Dashboard Overlays Devices Airwalls People

System stats

Total Airwalls Amol'ﬁ.m Mmm W Total devices m Recent logins
Out of 0 Out of 0

Navigation Messages

B

Welcome to the Conductor! Enjoy your stay.

System

Recent events

Q

Airwalls Conductor HA-pair

ewh

Ja

[ TT]
Overlays

(=)

Devices

Your standby HA Conductor is set up, provisioned, and configured.

Check the Status of your Standby Conductor



| Deploy Airwall™ | 269

1. On your active Conductor, go to the Settings page.

2. Under Airwall Conductor high availability, you can see the status. It may say Not streaming until the cloud
HA standby Conductor is fully set up on your cloud provider.

Airwall Conductor high availability Edit settings
This Airwall Conductor is configured as the master
HA configuration
HA peer device ID HA peer replication IP Replication status
AMA@40130#EC2BB8146BB3 18.197.106.15 ® E(reaming

Once it says St reaming, your standby Conductor is ready and acting as a standby HA Conductor. You can also
check on your cloud provider to see the new standby Conductor instance.
Log in to your Standby Conductor

Once your standby Conductor shows as St reaming on your active Conductor's Settings page, you can log in to the
standby Conductor.

1. In your active Conductor, go to Settings and scroll down to Airwall Conductor high availability.

2. Copy the HA peer replication IP and enter it into a web browser.

3. Log in with the same user name and password as your active Conductor.

You won’t need to configure anything. Everything is set up, provisioned, and configured as a standby HA Conductor.
The standby Conductor shows Standby-mode in the title bar while acting as a standby.

—
w Conductor Dashboard Owerlays Devices Airwalls  People

oF

Set up Conductor high availability
To configure Conductor High Availability (HA), you must first complete the initial setup for both Conductors.

Configure the active Conductor
After you have completed initial setup on both Conductors, configure the active Conductor.

1. Log in to the Conductor you want to designate as the active.
2. In Settings, go to Services > Conductor high availability, and then select Edit Settings.

Note: If you do not see it as a choice, select Add service and select Conductor high availability.

3. Select HA-active in the Role drop-down menu and fill in the fields as follows:

* Local replication IP address - Enter the IP address of the network adapter on the master Conductor to use to
replicate the data to the standby Conductor.

* Peer replication IP address - Enter the IP address of the network adapter on the standby Conductor to use to
stream the replication data with the master Conductor.

* Peer Device ID - To automatically fill this field, select Load from peer address.

In v2.2.13 and earlier — Enter the Device ID of the standby Conductor. To locate this ID, log in to the
standby Conductor, go to the Settings tab, under Configuration, copy the Conductor Device ID, and
paste it into this field on the master Conductor.
* Airwall Conductor addresses — Enter the active and standby Conductor IPs or hostnames, or select Populate
from replication IPs.
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Airwall Conductor HA Configuration X

Local Airwall Conductor Configuration

Role Local replication IP address

HA-active e 10.7.50.104

HA peer Airwall Conductor configuration

Peer replication IP address @ Peer device ID
10.7.50.101 AMA@40130#EC2491F76758

£ Load from peer address

Airwall Conductor addresses (2]

Airwall Conductor IP addresses or hostnames 4+
pogol.temperednetworks.com +om

pogo2.temperednetworks.com 1t i

Populate from replication IPs

Delete HA pairing Demote to standby Save Cancel

e For v2.2.13 and earlier:

HA master IP address 1 - Enter the IP address of the active Conductor network interface that Airwall
Gateways use to connect to the active Conductor.

HA master IP address 2 (Optional) - If the active Conductor is configured with two network interfaces
enabled, enter the IP address of the second network interface of the active Conductor that Airwall Edge
Services use to connect to active.

HA standby IP address 1 - Enter the IP address of the standby Conductor network interface that Airwall
Gateways should connect to if the active Conductor is unavailable.

HA standby IP address 2 (Optional) - If the standby Conductor is configured with two network interfaces
enabled, enter the IP address of the second network interface of the standby Conductor that Airwall Edge
Services should connect to if the active Conductor is unavailable.



Local Conductor Configuration

Role

<

master

HA Peer Conductor Configuration

Peer Device ID

AMA@40130#C5120LD46N20

HIPservice IF-MAP addresses

HA master IP address 1

10.7.50.104

HA standby IP address 1

10.7.50.101

Conductor HA Configuration

Local replication IP address

10.7.50.104

Peer replication IP address

10.5.60.101

HA master IP address 2

HA standby IP address 2

4. Once configured, select Save. It may take several seconds to save the active configuration.

Configure the standby Conductor
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Note: The standby Conductor inherits the configuration data of the active during the replication process,
’ which erases any existing data on the standby during initial configuration.

Note: For HA pairing, you must have an open TCP port 5432 for Conductor HA communications. For
’ a cloud Conductor, you need to open TCP port 5432 in the cloud provider security group. For a physical
Conductor, you must open TCP port 5432 on your firewall.

Once an active Conductor is in place, you are ready to configure the standby.

1. Log in to the Conductor you will use as standby.
2. In Settings under Conductor High Availability, click Edit Settings.
3. Select HA-standby in the Role drop-down menu and fill in the fields described above for the active Conductor.

After you enter these configuration settings, the standby Conductor connects to the active and initializes data
replication. The replication can take a significant amount of time, depending on the number of Airwall Edge Services
in the active Conductor database and the network bandwidth available.

Note: After the setup is complete, you may have to re-authenticate.

Once the standby Conductor reboots, it returns you the Settings page where it now shows as running in standby

mode.
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Note: In Settings for both the active and standby Conductor, the Conductor High Availability section
now displays a line indicating if the Conductor is active or standby, and the Replication Status displays
Streaming.

High availability failover for the Conductor
If the master Conductor becomes unavailable, you can switch to the standby Conductor via a manual failover.
Failover is performed on the standby Conductor, promoting it to become a master Conductor.

To initiate a failover:

1. Log in to the standby Conductor and go to Settings.

2. In the Conductor High Availability selection, click Edit Settings.

3. In Conductor HA Configuration, click Promote to master to promote the standby Conductor to the master.

It will take several seconds until the configuration is saved. Once complete, you are redirected to the Settings page.

Standby mode no longer appears in the top menu and the Conductor's role changes to master in the Conductor High
Availability section.

Airwall Gateways automatically reconnect to the new master Conductor over time as their connections to the failed
Conductor time out. This process may take several minutes and does not affect the operations of the overlay networks.

High availability failback for the Conductor
After a failover has occurred, once the original Conductor becomes available again, or once a replacement is in place,
you need to perform a failback to re-establish the high availability pairing.

If a replacement Conductor is required, follow the steps in Set up Conductor high availability to set up the
replacement unit as the new standby Conductor.

Note: If the new Conductor will use different IP addresses than what the failed unit used, you need to re-
configure the current active Conductor before proceeding with the failback.

\J

If the original active Conductor can be brought back online without replacing, it can be easily switched to become the
new standby. To do this,

1. Log in to the active Conductor,
2. In Settings, under Conductor High Availability, click Edit Settings.
3. In Conductor HA Configuration, click Demote to standby to transition the Conductor to become the standby.

This Conductor now connects to the active Conductor and initializes the data replication. The replication may take
several minutes, depending on the number of Airwall Edge Services in the active Conductor database and the network
bandwidth available.

Once you complete the setup, the standby Conductor reboots and you are directed to the Settings page.

Note: You may have to re-authenticate on the new standby Conductor once the setup is complete. If the
configuration was successful, the Conductor displays standby-mode in the top menu bar.

.
>

Breaking a Conductor high availability pair
To break a Conductor HA pair. you first delete the HA configuration on the standby Conductor and then remove the
HA configuration on the active Conductor.

To do this, go to Settings on the standby Conductor, and in the Conductor High Availability section, click Edit
Settings. In Conductor HA Configuration, click Delete HA pairing to remove the HA configuration from the
Conductor. The Conductors continue to operate, but failover between the two Conductors is no longer enabled.

Update HA-paired Conductors

Note: Conductor High Availability requires port TCP 443 to be open to validate its peer Conductor's version
and to send firmware upgrades to the standby.

.
>

1. Upload the new Conductor firmware update package to the active Conductor.

Note: The active Conductor sends the firmware update package to the standby Conductor.

2. Update the standby Conductor and wait for the update process to complete.
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The standby Conductor is automatically promoted to the active role after the update.

3. Update the active Conductor and wait for the update process to complete.

4. Once both Conductors are updated, demote the designated standby Conductor back to the standby role from
Settings > High Availability.

Configure Conductor Remote Logging
You can configure the Conductor to send system log messages to a centralized logging service. Your environment
must have a syslog service available on the underlay.

Supported Roles System Administrator

P Note: You may need to coordinate with your underlay network administrator to determine the proper syslog
service configuration for your environment.
1. Go to Settings > Services > Remote logging and sclect Edit Settings.
If you do not see it as a choice, select Add service and select Remote logging.
2. Select Enabled or Disabled to turn remote logging on or off.

3. Set the address and port for your remote logging service:

. . . X
Remote Logging Configuration
Disabled
Remote log service address Port
514
Log Conductor messages Use TLS encryption

Log Airwall messages

Remote logging can be configured on a per-Airwall basis
Additional options
Log alert notifications

Overlay network activity

Log level

Trace hd
Time interval (seconds) @ 0
Packet interval @ a
Configure | Cancel

4. Check whether to use TLS encryption (recommended unless your remote log service is on the same local network
as the Conductor). If this box is clear, messages are sent over UDP, which is unencrypted and could introduce a
security risk if you are sending the logs over unsecured networks.

5. Check whether to log Conductor and/or Airwall messages, or alerts.
6. Choose the Overlay network activity log level, time interval, and packet interval:
* Log level: logs overlay network activity that equals or exceeds the log level of the Airwall. Options: Trace,
Debug, Info, Warn, Error.
» Time interval: number of seconds before logging additional device activity for a flow. 0 to disable.
» Packet interval: number of packets before logging additional device activity for a flow. 0 to disable.
7. Select Configure.
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Once the logging service is configured and enabled, the Conductor begins to duplicate system log messages and
sends them to the configured logging service. Airwall Gateways also obtain the logging service configuration from
the Conductor, and will start sending its messages to the logging service if you've configured it to log Airwall Edge
Service messages.

Enable HIP on Conductor
To enable HIP on Conductor, complete the following steps:

1. Go to Settings > Orchestration settings > Edit Settings.

Orchestration settings

Shared Airwall key @

JOOY U OO0K

Conductor port

conductor].compa r-\l.{neh'r'c rk

hle HIP o
» Enable Air

Use relays to o Conductor

B Allow using this Conductor as an Airwall relay

2. Check Enable HIP on Conductor.

3. From the dropdown menu that appears, check Enable Airwall orchestration over HIP and choose a relay to
connect to the Conductor.

4. Ensure that Allow using this Conductor as an Airwall Relay is unchecked. You cannot select a relay to use to
connect to a Conductor and have the Conductor function as a relay at the same time.

5. Click Save.

Deploy and Configure Airwall Edge Services
Airwall Edge Services let you securely connect managed endpoints, such as laptops, PCs, tablets, and smartphones.

Set up Airwall Gateways
Set up physical, virtual, or cloud Airwall Gateways.

Configure an Airwall Gateway with the airsh Setup Wizard
Configure the most common Airwall Gateway setup options using the airsh Setup Wizard.

Supported Versions 2.2.10 and later Airwall Gateways

Supported on these Airwall Edge Services All Airwall Gateways
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Before you begin
Collect the following information to set up your Airwall Gateway:

* Underlay network information — The protocol (DHCP or static) and type (IPv4 or IPv6) of your underlay
network, both wired and Wifi, if enabled. If you are using cell, also your APN (for both modems if you have 2).

* Conductor address — The IP address or hostname and port for the Airwall Conductor you want this Airwall
Gateway to connect to.

»  Wifi information (if enabled) — The authentication type, and SSID (network name) and key for your wireless
network.

* Cellular information (if included) — Your active carrier, preferred access type (3G or 4G), pin code,
authentication type (None, PAP, CHAP, PAP/CHAP), username and password (if applicable), IP connection type
(default, IPv4, IPv6, IPv4/IPv6) and whether you want to enable or disable roaming.

Set up an Airwall Gateway with the airsh Setup Wizard

1. Connect a computer or Configure an Airwall Gateway with the airsh Setup Wizard on page 274 to access it
remotely.

2. Loginto airsh. For information on how, see Airshell (airsh) Command Reference on page 362.

3. Atthe airsh prompt, enter:

setup-ui

4. Fill in the information to set up your Airwall Gateway.

5. When you’re finished, the status page shows the options you’ve selected and whether you are connected to your
Wifi or cellular network. You may want to note your underlay IPs.

You can reboot to start using the Airwall Gateway, or go into Diagnostic mode to configure more options.
To troubleshoot connection issues, see Troubleshoot Initial Airwall Gateway connections on page 491.

Outside Antenna Guidance
Suggestions on outdoor/external cellular antennas to use with Airwall Gateways.

Outdoor/External Cellular Antenna Reference Guide Download PDF

Set up physical Airwall Gateways
Before you begin installing your Airwall Gateway, ensure that you already have the Conductor installed and
configured. After you are finished installing your Airwall Gateway, you can begin connecting devices.

A Tempered Airwall Gateway allows your organization to create an identity-based, secure and private global
connected network. It creates a zero-trust Software Defined Perimeter (SDP), using the Airwall Gateway to establish
the perimeter of your logical airgap. This perimeter can be deep in your network, closer to the data source, providing
security for your loT/ IloT devices. It provides security for devices that can’t protect themselves.

' Important: You should familiarize yourself with your model's front panel layout, specifications, power

. requirements, and safety warnings before use. Also, you should review the procedure for connecting your
Airwall Gateway to your Conductor. This information can be found in your model's Platform Guide, included
with your Airwall Gateway. If you are unable to locate your Platform Guide, you can download a PDF from
the Documentation Downloads on page 810Documentation Downloads section of the Documentation
Center.

To install and connect Airwall Gateways

To install Airwall Gateways and connect them to the Conductor, you must first apply power to the Airwall Gateway
hardware. Once booted, you can configure an Airwall Gateway to connect to the Conductor in one of these ways:

» If your Airwall Gateway has a console port, connect a computer to the console port of the Airwall Gateway, and
use airsh to configure the Conductor IP address or URL. See Connect to a physical Airwall Gateway or Conductor
with a console port on page 293.


content/PDFs/Outdoor-External%20Antenna%20Reference-Tempered.pdf
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» Put the Airwall Gateway into diagnostic mode and manually configure the Conductor IP address or URL. See
Connect an Airwall Gateway with Diag mode on page 292.

* Configure a DNS SRV record. This might require assistance from your network administrator. See Connect an
Airwall Gateway with a DNS SRV record on page 294.

* Use a factory-configured Conductor URL. This requires assistance from Tempered. See Connect an Airwall
Gateway by using a factory-configured URL on page 294

Airwall Gateway Hardware Installation Guide

This is a generic installation guide for all Airwall Gateway hardware appliances series: 75, 110, 150, 250, and 500.
For more specific installation instructions, specifications, and panel layouts for your specific model, download the
platform guide from Documentation Downloads on page 810.

Note: For Airwall Gateway Advantech models, see Airwall Gateway AV3200g Hardware Installation Guide
on page 281 and Airwall Gateway AV3033 Hardware Installation Guide on page 284.

.
>

Follow this guide to set up basic network connectivity for an Airwall Gateway, and provision the gateway on the
Airwall Conductor. The Conductor is the central configuration and management point for your Airwall secure
network, and manages trust between devices and Airwall Gateways on your network. These instructions are based on
Airwall Gateways and Conductor v2.2.8 and later.

Prerequisites
To bring the Airwall Gateway online, you need:

+ the Conductor IP address or URL that the Airwall Gateway connects to

» network cables to connect the Airwall Gateway to your network, or a valid SIM card if you are only connecting
via a cellular network

+ amicro-USB cable to connect a computer to the Airwall Gateway

Note: If your Airwall Gateway model does not have a micro-USB console port, use a network cable to
connect to your computer's ethernet port. If your computer does not have ethernet port, use a RJ45-to-USB
cable.

Unbox the Airwall Gateway

Unbox the Airwall Gateway and become familiar with the parts.

1. Open the box and carefully remove the Airwall Gateway.
This picture shows an Airwall Gateway 75.
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2. Check out the platform guide/quick start guide that came with your Airwall Gateway to get familiar with the top
and front panel of the Airwall Gateway.

Here are the panel layouts for the most common Airwall Gateways:

. 75 —

i N[00 0
B0 1 2 3
060
- 6 o ) ()
— 1. Activity/Status LED
’ pEI'Ed 2. WiFi LED (for future functionality)
w Tem 3. Power LED

1
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5. Port 2-3 (secure network)

—

\J

- 6. USB (future expansion)
O — 7. Power supply input

8. Micro-USB console port
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2. Micro-USB console port
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4. Ethernet ports
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8. RS-232 serial interface

9. Power input connector
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3. Check the specifications on the labels and platform guide included in the box to determine environments to which
you can physically deploy the Airwall Gateway. Download the panel layouts and basic specifications for your
Airwall Gateway from Documentation Downloads on page 810.

Connect the Airwall Gateway to the network and the Conductor
Connect the Airwall Gateway to your network.

You can connect and configure the Airwall Gateway in one of three ways:

* Console Port connect — Best option for Airwall Gateway series with a console port.
» Diagnostic mode connect — Best option for Airwall Gateway series without a console port.

* Use a DHCP server — Advanced option for adding a large number of Airwall Gateways, see Connecting Airwall
Gateways using a DHCP server on page 287.

Console port connect

Note: Some Airwall Gateways have a micro-USB console port, others have a RJ45 console port, while some
models have no defined console port. If your model has no console port, use Diagnostic mode to connect.

For provisioning, place the Airwall Gateway where it can reach the Conductor on your shared network. The fastest
way to provision the Airwall Gateway is to connect a computer to the Airwall Gateway using the console port.
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1. Locate the Airwall Gateway in an area that complies with the safe operating guidelines, and then plug it in with
the supplied power cord.

2. Connect the Airwall Gateway to a network that has access to the Conductor (your company network or the
Internet) using Port 1.

3. Connect your computer to the micro-USB console port on the Airwall Gateway.

4. Use a terminal (macOS or Linux) or terminal emulator such as PuTTY (Windows), to connect to the Airwall
Gateway using baud rate 115200.

5. At the login prompt, log in using Airshell with name airsh and no password.

Note: For more on Airshell command line options, see Airshell Command Line on page 360.

6. Check that the Airwall Gateway can reach the Conductor URL:
ping <Conductor URL>
For example:
ping my-conductor.tempered.com

When the ping is successful, continue.

7. Set the Conductor IP address or URL, and optionally, the port. For example, enter:
conductor set my-conductor.tempered.com

The Airwall Gateway is now recognized in the Conductor, showing up in the Provisioning tab, the Licensing tab,
or on the Airwalls page as ready to manage. When the Airwall Gateway is connected to the Conductor, you can
manage and configure it from there.

8. Connect the devices you want to protect to the Airwall Gateway on Port 2. See the platform guide that came with
your Airwall Gateway for port locations.
Diagnostic mode connect

For provisioning, place theAirwall Gateways where it has network access to the Conductor through your company
network or the Internet.

1. Locate the Airwall Gateway in an area that complies with the safe operating guidelines, and then plug it in with
the supplied power cord.

2. Connect the Airwall Gateway to a network that has reachability to the Conductor (your company network or the
Internet) using Port 1.

3. Connect your computer to Airwall Gateway's Port 2 with an ethernet cable.
4. For Airwall Gateway series:

» with a multi-purpose or reset button, press the button for 3 seconds to enter diagnostic mode. After three
seconds, the status LED blinks to indicate the Airwall Gateway is in diagnostic mode.

+ without a multi-purpose or reset button, place into diagnostic mode by connecting a VGA monitor and a USB
keyboard to port 2 of the Airwall Gateway, and entering the login prompt:

e 2.2.3 and later: Enter airsh to enter the console, and then enter diag.

Note: If you are asked for a password, enter default airsh, or the password you set.

» Earlier than 2.2.3: Enter diag, then enter password diag.

Once the Airwall Gateway is in diagnostic mode, Overlay network communications from the Airwall Gateway are
disabled and the device network is reconfigured with a static IP address.

5. Open a web browser and goto http://192.168.56. 3 to access the Airwall Gateway diagnostic page.
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6 Airwall™ Dashboard  Settings  Support

Settings
General Settings Port Settings
Airwall Conductor Hostname or IP Edit Settings Wireless Edit Settings
Host Port Conductor connection Authentication WPA-PSK
pogo1.temperednetworks.co 8096 Check connection
m ssiD Luba

BSSID FO:AD:4E:09:11:6E
. ) Signal -35dBm
Firmware Information

Noise -37 dBm

Current Firmware: Airwall-mvebu64_r3.1.0-1528
Channel 1

Upload a new firmware Browse
Quality 70/70

Bitrate 144.4 mbps

IP Address 192.168.1.148

6. Select Edit Settings and enter the Conductor URL. Select Update Settings.
7. Click Reboot to take the Airwall out of diagnostic mode.

Important: After restarting, the Airwall Gateway may require up to three minutes to return to operating
e mode.

The Airwall Gateway is now recognized in the Conductor, showing up in the Provisioning tab, the Licensing tab,
or on the Airwalls page as ready to manage. When the Airwall Gateway is connected to the Conductor, you can
manage and configure it from there.

8. Connect the devices you want to protect to the Airwall Gateway on port 2 and above.

License and Manage the Airwall Gateway in the Conductor
You need to Add Airwall Edge Service Licenses to the Conductor before you can provision and license Airwall
Gateways. Airwall Edge Services include Airwall Gateways as well as Airwall Agents and Servers that allow people
to connect their devices to your Airwall secure network.

To complete this step, a Conductor administrator must license and manage the Airwall Gateways. For instructions, see
Provision and License Airwall Edge Services on page 193.

Once complete, Conductor administrators can configure the Airwall Gateways in the Conductor.

More Information

Status LED Blink Codes on page 480
Physical Airwall Gateways equipped with a Status LED use blink codes to indicate their status.

Airshell Common Commands on page 360

For Airwall Gateways that have a console port, you can deploy and configure the Airwall Gateway with the Airshell
(airsh) command-line interface. You can deploy & configure an Airwall Gateway directly without going into
diagnostic mode.

Terms and Definitions on page 812
Glossary of Airwall components.

Airwall Gateway AV3200g Hardware Installation Guide
This is an installation guide for the Airwall Gateway AV3200g hardware. The Airwall Gateway AV3200g is an
Advantech ICR-3241 model router with pre-installed Airwall firmware.

Note: The Airwall Gateway AV3200g is a similar platform to the Airwall Gateway 110g.

Follow this guide to set up basic network connectivity for an Airwall Gateway AV3200g, and provision the gateway
on the Airwall Conductor. The Conductor is the central configuration and management point for your Airwall secure
network, and manages trust between devices and Airwall Gateways on your network. These instructions are based on
Airwall Gateways and Conductor v2.2.8 and later.
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Prerequisite
To bring the Airwall Gateway online, you need:

» the Conductor IP address or URL that the Airwall Gateway connects to

» anetwork cable to connect the Airwall Gateway to your network or a valid SIM card if you are only connecting
via a cellular network

* anetwork cable to connect your computer to the Airwall Gateway

Unbox the Airwall Gateway AV3200g
The first step is to unbox the Airwall Gateway AV3200g and become familiar with the parts.

Open the box and carefully remove the Airwall Gateway.

WiFi2 GNSS

RST * 6 seconds: put the Airwall in Diagnostic mode
+ 8 seconds: restore the default factory configuration

PWR Terminal block for the power supply
ETHO Port 1: ethernet connection to the network
ETH1 Port 2:

* During set up: connection for your laptop
» After set up: connection for the device or devices you want to protect

SIM Sim card for optional cellular connectivity.

Note: Unscrew the cover to access SIM1. SIM2 is not supported.

Connect the Airwall Gateway AV3200g to the network and the Conductor
Complete the following steps to connect an Airwall Gateway AV3200g to your network.

For provisioning, place the Airwall Gateway where it can reach the Conductor on your shared network.

Note: The Airwall assigns an IP address on the 192.168.56.0/24 network, so your computer connected to
ETH]1 must be set up for DHCP.

\J

1. Locate the Airwall Gateway in an area that complies with the safe operating guidelines, and then plug it in with
the supplied power cord.
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2. Connect the Airwall Gateway to a network that has network access to the Conductor (your company network or
the Internet) using the ETHO port.

3. Connect a computer to the Airwall Gateway's ETH1 port and press the RST button for 6 seconds. After 6 seconds

all the LED lights blink off. Release the button immediately. The status LED ﬂ blinks to indicate the Airwall
Gateway is in diagnostic mode.

Important: Do not continue pressing the Multi-Purpose or Reset button after 7 seconds as this will reset
. the Airwall Gateway to factory settings.

4. When you see that you have an IP address on the 192.168.56.0/24 network subnet, verify that you can reach the
Airwall by pinging 192.168.56.3 from your computer.

5. Open a web browser on your computer and go to http://192.168.56.3 to access the Airwall Gateway diagnostic

page.
@ Airwall™ Dashboard  Settings  Support
Settings
General Settings. Port Settings
Airwall Conductor Hostname or IP Edit Settings Wireless Edit Settings
Host Port Conductor connection Authentication WPA-PSK
pogo1.temperednetworks.co 8096 Gheck connection
m SsID Luba
BSSID FO:AD:4E:09:11:6E
N ) Signal -35dBm
Firmware Information
Noise -37 dBm

Current Firmware: Airwall-mvebu64_r3.1.0-1528
Channel 1

Upload a new firmware Browse
Quality 70/70

Bitrate 144.4 mbps

IP Address 192.168.1.148

6. To edit the Conductor, select Edit Settings. Make your selections and select Update Settings.

7. In the upper right corner click Reboot to take the airwall out of diagnostic mode.

Note: After restarting, the Airwall Gateway may require up to 3 minutes to return to operating mode.

The Airwall Gateway should now be recognized in the Conductor, showing up on the Provisioning tab, the
Licensing tab, or on the Airwalls page as ready to manage. Once the Airwall Gateway is connected to the
Conductor, you can manage and configure it there.

8. Remove the cable from your computer and connect the devices you want to protect to the Airwall Gateway on the
ETHI1 port.

License and Manage the Airwall Gateway in the Conductor
You need to Add Airwall Edge Service Licenses to the Conductor before you can provision and license Airwall
Gateways. Airwall Edge Services include Airwall Gateways as well as Airwall Agents and Servers that allow people
to connect their devices to your Airwall secure network.

To complete this step, a Conductor administrator must license and manage the Airwall Gateways. For instructions, see
Provision and License Airwall Edge Services on page 193.

Once complete, Conductor administrators can configure the Airwall Gateways in the Conductor.

More Information

Status LED Blink Codes on page 480
Physical Airwall Gateways equipped with a Status LED use blink codes to indicate their status.

Airshell Common Commands on page 360
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For Airwall Gateways that have a console port, you can deploy and configure the Airwall Gateway with the Airshell
(airsh) command-line interface. You can deploy & configure an Airwall Gateway directly without going into
diagnostic mode.

Terms and Definitions on page 812
Glossary of Airwall components.

Airwall Gateway AV3033 Hardware Installation Guide
This is the installation guide for the Airwall Gateway AV3033 hardware appliance. The Airwall Gateway AV3033 is
an Advantech FWA3033 internet security platform with pre-installed Airwall firmware.

Note: The Airwall AV3033 is a similar platform to the Airwall Gateway 500.

Follow this guide to set up basic network connectivity for an Airwall Gateway, and provision the gateway on the
Airwall Conductor. The Conductor is the central configuration and management point for your Airwall secure
network, and manages trust between devices and Airwall Gateways on your network. These instructions are based on
Airwall Gateways and Conductor v2.2.8 and later.

Prerequisite
To bring the Airwall Gateway online, you need:

» the Conductor IP address or URL that the Airwall Gateway will connect to
» anetwork cable to connect the Airwall Gateway to your network
+ anetwork cable to connect your computer to the Airwall Gateway

Unbox the Airwall Gateway AV3033
Unbox the Airwall Gateway AV3033 and become familiar with the parts.

Open the box and carefully remove the Airwall Gateway.

—_—

LCD screen

Keypad

Power LED

RJ45 console port

2 USB ports

6 RJ45 ethernet ports

4 SFP ports

DVI port

O | 0| I ]| L ] W N

Fans

—_
S

Power button

11 Dual power supply

Connecting the Airwall Gateway AV3033 to the network and the Conductor
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Complete the following steps to connect an Airwall Gateway AV3033 to your network to your Conductor. You can
connect through the console port (command line) or through diagnostic mode (UI).

Console port connect
Complete the following steps to connect an Airwall Gateway AV3033 to your network to your Conductor using the
console port.

For provisioning, place the Airwall Gateway where it can reach the Conductor on your shared network.
1. Locate the Airwall Gateway in an area that complies with the safe operating guidelines, and then plug it in with
the supplied power cord.

2. Connect the Airwall Gateway to a network that has access to the Conductor (your company network or the
Internet) using Port 1.

3. Connect a computer to the Airwall Gateway's console port.

Note: If your computer does not have an RJ45 port, you can use an RJ45-to-USB cable.

4. Use a terminal (macOS or Linux) or terminal emulator (Windows), to connect to the Airwall Gateway using baud
rate 115200.

5. At the login prompt, log in with: name: airsh and no password.
6. Check that the Airwall Gateway can reach the Conductor URL:

ping <Conductor URL>
For example:
ping my-conductor.tempered.com

Once the ping is successful, continue.

7. Set the Conductor IP address or URL and, optionally, the port. For example, enter:conductor set my-
conductor. tempered.com

The Airwall Gateway should now be recognized in the Conductor, showing up on the Licensing tab, or on the
Airwalls page as ready to manage. Once the Airwall Gateway is connected to the Conductor, you can manage and
configure it there. For more Airshell command line options, see Airshell Command Line.

8. Remove the cable from your computer and connect the devices you want to protect to the Airwall Gateway on the
RJ45 or SFP ethernet ports.

Diagnostic mode connect
Complete the following steps to connect an Airwall Gateway AV3033 to your network to your Conductor using
diagnostic mode.

Complete the following steps to connect an Airwall Gateway AV3033 to your network through diagnostic mode.
Once in diagnostic mode, the Airwall issues an IP address from the 192.168.56.0/24 network to your computer
connected to RJ45 Port 2. Your computer must be set up for DHCP.

1. Locate the Airwall Gateway in an area that complies with the safe operating guidelines, and then plug it in with
the supplied power cord.

2. Connect the Airwall Gateway to a network that has access to the Conductor (your company network or the
Internet) using RJ45 Port 1.

3. Connect your computer to the Airwall Gateway's console port with a serial interface. Then connect your computer
to the Airwall Gateway's Port 2 with an ethernet cable.

4. Use the Airwall Gateway AV3033 LCD screen and buttons to enter diagnostic mode. The Airwall issues the IP
address 192.168.56.3 to your computer to access diagnostic mode.

5. When you see that you have an IP address on the 192.168.56.0/24 network subnet, verify that you can reach the
Airwall by pinging 192.168.56.3.

6. Open a web browser and go to http://192.168.56.3 to access the Airwall Gateway diagnostic page.


https://webhelp.tempered.io/webhelp/../topics/airsh_top.html
http://192.168.56.3/
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7. Click Settings > Edit Settings and enter the Conductor URL. Click Save.
8. In the upper right cornder click Reboot.

Note: After restarting, the Airwall Gateway may require up to 3 minutes to return to operating mode.

The Airwall Gateway should now be recognized in the Conductor, showing up on the Licensing tab, or on the
Airwalls page as ready to manage. Once the Airwall Gateway is connected to the Conductor, you can manage and
configure it there. For more Airshell command line options, see Airshell Command Line.

9. Remove the cable from your computer and connect the devices you want to protect to the Airwall Gateway on the
RJ45 or SFP ethernet ports.

License and Manage the Airwall Gateway in the Conductor
You need to Add Airwall Edge Service Licenses to the Conductor before you can provision and license Airwall
Gateways. Airwall Edge Services include Airwall Gateways as well as Airwall Agents and Servers that allow people
to connect their devices to your Airwall secure network.

To complete this step, a Conductor administrator must license and manage the Airwall Gateways. For instructions, see
Provision and License Airwall Edge Services on page 193.

Once complete, Conductor administrators can configure the Airwall Gateways in the Conductor.

More Information

Status LED Blink Codes on page 480
Physical Airwall Gateways equipped with a Status LED use blink codes to indicate their status.

Airshell Common Commands on page 360

For Airwall Gateways that have a console port, you can deploy and configure the Airwall Gateway with the Airshell
(airsh) command-line interface. You can deploy & configure an Airwall Gateway directly without going into
diagnostic mode.

Terms and Definitions on page 812
Glossary of Airwall components.

Insert the SIM card in a 110
Insert the SIM card with the angled corner up, as shown in the first picture.

Correct:

& o


../topics/airsh_top.html
../topics/lic_add.html
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Incorrect:

K]

Connecting Airwall Gateways using a DHCP server
Use the DHCP server advanced connection method when connecting a large number of Airwall Gateways at once.

For provisioning, place the Airwall Gateway on a network where it can reach the Conductor on your shared network,
or on the Internet. Once you set up DHCP on your network, you can skip steps 2 and 3 when setting up any additional
Airwall Gateway.

1. Plug in the Airwall Gateway — Locate the Airwall Gateway in an area that complies with the safe operating
guidelines, and then plug it in or apply power.

2. Check DHCP — Ensure there is a DHCP server and a DNS resolver or DNS server for the local domain that is
accessible on the shared network.

3. Create a DNS SRV record — On the DNS server, check that there is (or have a network administrator add) a SRV
record pointing to the Conductor URL:

_service. proto.name TTL class SRV priority weight port target

For example, if your shared network domain is me.com and the Conductor hostname is cond-01, then the SRV
record should be:

_ifmap. tcp.example.com. 3600 IN SRV 10 0 8096 cond-0l.me.com

*Use the TTL, priority and weight for your DNS environment. Port 8096 is the default, but you can change it in
the Conductor and set it to an alternate port.

4. Connect to your network — Connect the Airwall Gateway to a network shared with the Conductor using Port 1
(your company network or the Internet). The DHCP server assigns an IP address, netmask, and a default gateway
to the Airwall Gateway. The Airwall Gateway then does an DNS lookup and configures itself using the Conductor
address.

5. Ping the Conductor URL — Check that you can reach the Conductor by pinging it. Enter:

ping my-conductor.tempered.com

6. Connect to devices — Connect the devices you want to protect to the Airwall Gateway on Port 2.

The Airwall Gateway should now be recognized in the Conductor, showing up on the Provisioning tab, the Licensing
tab, or on the Airwalls page as ready to manage. Once the Airwall Gateway is connected to the Conductor, you can
manage and configure it there (including serial ports).

Set up 75-series hardware

The Airwall Conductor is the central configuration and management point for all Airwall Edge Services. The fastest
method to configure and connect your Airwall Gateway to the Conductor is from the console port.

1. Connect the Airwall Gateway to a network shared with the Conductor.

Connect a computer to the 75-series Airwall using the micro USB console port located on the back.

Using a terminal (macOS, Linux) or terminal emulator (Windows), connect to the Airwall using baud rate 115200.

At the login prompt, log in with name: airsh, no password. (For v2.2.3 and earlier, the password is airsh).

AN Sl ol o

Use conductor set to set the Conductor IP address or URL and port (optional), or remove a Conductor URL.
For example: conductor set my-conductor.tempered.

6. Turn the power off and back on again.

The Airwall Gateway should now be recognized in the Conductor.
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For alternate methods provisioning the Airwall including automatically adding Airwall Gateways as they connect to
the network, go to Connect Airwall Gateways to the Conductor on page 292.
Set up 110-series hardware

Download PDF

The Airwall 110 platforms are small form factor industrial security appliances that facilitate private overlay networks
between customer-provided equipment and devices. This document contains important operating information,
specifications, and installation instructions.

SIM Card Orientation

Insert the SIM card with the angled corner up and to the front, as shown in the first picture.

Correct:

[0
v

Incorrect: Angled edge is inside the slot

Multi-Purpose Button

Also called the Reset button, the multi-purpose button provides two different functions, depending on how long it is
pressed and held.

Press Length Instructions Function

Short Press Press for 5 seconds and release. The  Places the Airwall Gateway in
Status LED will blink steadily. Diagnostic mode.

Long Press Press for at least 8 seconds and Resets the Airwall Gateway to
release. The Status LED will blink in  factory defaults.
a 2 flash, 1 flash pattern.

Ppm Note: To exit diagnostic mode, select Reboot in the Diagnostic mode interface, or turn the Airwall Gateway
off and back on again.

Troubleshooting

If an Airwall Gateway is online, you can use the Conductor to download a packet capture file, a diagnostic report, or
a support bundle for troubleshooting. Log in to the Conductor with a system administrator or network administrator
account, then go to the Airwall Gateway's Diagnostics page: Select Airwalls, choose the one you want from the list,
then click Diagnostics.

Start a packet capture to troubleshoot networking issues:

1. On the Airwall Gateway's Diagnostics page, begin a packet capture by clicking Start Packet Capture.
2. Stop the packet capture by clicking Stop Packet Capture.

You receive a download link once the Conductor has finished creating the packet capture .pcap file. View the .pcap
file using any packet-capture and proto- col-analysis tool, such as Wireshark.

Create a diagnostic report to check Airwall Gateway health:


content/PDFs/Airwall-110%20Series%20Platform%20Guide.pdf

1. On the Airwall Gateway's Diagnostics page, you can put it into diagnostic mode and download a diagnostics

| Deploy Airwall™ | 289

report. If the Airwall Gateway's is offline, you can put it in Diagnestics mode to download the report.
2. Create your report by clicking Request a diagnostic report.

You receive a download link once the Conductor has finished creating the report .txt file. Review the diagnostic report

for a high-level look at the overall health of the Airwall Gateway.

Create a support bundle for Tempered Support:

A support bundle .pkg file is an encrypted archive that facilitates technical support by Tempered.

1. On the Airwall Gateway's Diagnostics page, you can put it into diagnostic mode and download a support bundle.

If the Airwall Gateway is offline, you can put it in Diagnostics mode to download the support bundle.
2. Create a support bundle by clicking Request a support bundle.

3. When the support bundle .pkg file is ready, download the file and send it as an email attachment to Customer

Success

Fault Relay

This device also has a normally-open relay contact that is connected when the device is fully functional and has
underlay connectivity. The relay disconnects when communication via this device is not possible. Connect your

custom circuitry bearing in mind the following maximum ratings:

* Voltage: 220 VDC /240 VAC, Max current2.0A

Specifications

Airwall 110 Series

Ethernet Ports

2 x 10/100 Mbps RJ-45 ports, auto MDI/MDIX

Console Port

1 x micro USB

1 x multi-purpose button (actuated with pin)

Controls
Indicators 1x Power
Ix Status
1x Map / Conductor
1x Diagnostic mode
Ix Cellular Link (110g)
1x SIM card (110g)
Relay Voltage: 220V DC/250V AC, Max current 2.0A
DC Power Input DC 9-48V, 0.55A-0.1A

Over-voltage protection

Reverse-polarity protection

Storage Temp range

-45° to 85° C (-49° to 185° F)

Operating Temp range

-40° to 70° C (-40° to 158° F)

Operating humidity

5% to 95% (non-condensing)



mailto:support@tempered.io
mailto:support@tempered.io
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Airwall 110 Series

Dimensions 3lmm W x 100mm D x 125mm H

1.22in W x 3.94in D x 4.92in H

Mounting DIN-rail, desk-mount

Weight 290g (10.23 oz)

Serial Interfaces

Protocols RS-232, RS-485, RS-422

Connector 2 x DE-9M

Cellular Connectivity (110g)

SIM card 1x micro (3FF) Push-Push SIM card slot

3G DC-HSDPA Category 24. 42mbps DL max HSUPA
Category 5. 5.76Mbps UL max 24dBm+1dB/-3dB
maximum transmit power

4G LTE Category 4: 1.4 — 20MHz bandwidth FDD 150mbps
DL, 50mbps UL max TDD 130mbps DL, 30mbps UL
max 23dBm+2dB maximum transmit power

3G bands WCDMA B1, B2, B4, B5, B6, BS, B19

4G LTE FDD bands B1, B2, B3, B4, BS, B7, B8, B12, B13, B18, B19, B20,
B25, B26, B28

4G LTE TDD bands B38, B39, B40, B41

Regulatory approvals

Global IECEE CB Scheme safety

European Union LVD, EMCD, RoHS, REACH, WEEE RED (110g)

United States FCC Part 15B Class A, cULus, FCC Radio

Canada ICES-03 Class A, cULus, ISED/IC Radio

Japan VCCI, JATE (110g), TELEC (110g)

Australia ACMA TLN 2015, RLN 2014, EMR LN 2014 (110g)
ACMA EMC LN 2017 (110e, 110g)

New Zealand Radio Standards Notice 2020 (110g) EMC Standards
Notice 2019

Maximum approved antenna gain (dBi, peak)

Band Uplink Freq (MHz) USA Canada Japan
LTE B12 699 - 716 8.70 7.76 N/A
LTE B28 703 — 748 N/A N/A 3.00

LTE B13 777 —T787 9.16 8.09 N/A
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Band Uplink Freq (MHz) USA Canada Japan

LTE B5, B19, B20, 814 —849 9.36 8.25 3.00

B26, B18, WCDMA

VI

LTE B8 880 -915 N/A N/A 3.00

LTE B3, B4 1710 - 1785 5.00 5.00 3.00

LTE B2, B25, B39 1850 — 1920 8.00 8.00 N/A

LTE B1 1920 — 1980 N/A N/A 3.00

LTE B7, B38, B41 2496 — 2690 8.00 8.00 3.00
Notice:

Hereby, Tempered Networks, Inc declares that the radio equipment type Airwall 110g is in compliance with the
Directive 2014/53/EU. The full text of the EU declaration of conformity is available at the following internet
address:https://repo.tempered.io/DoC/110.

The Airwall-110e and Airwall-110g can be used in all EU Member States.

This device complies with Industry Canada’s license-exempt RSSs. Operation is subject to the following two
conditions: (1) This device may not cause interference; and (2) This device must accept any interference, including
interference that may cause undesired operation of the device.

Radiation Exposure:

This equipment complies with FCC and ISED radiation exposure limits set forth for an uncontrolled environment.
This equipment should be installed and operated with minimum distance of 20cm between the radiator and your body
and must not be co-located or operating in conjunction with any other antenna or transmitter.

If this device is installed with an antenna other than the type included with it, you must select an antenna and cabling
system that respects the maximum antenna gain listed in the tables. If your selected antenna does not meet these
criteria, you may void your legal authority to operate this equipment.

Parts List

WALL-HW-110e Power Supply:

WALL-HW-110g ACC-HW-110-PSU-25W

included with above: AC Power cables:

* USB A to micro USB cable Micro SIM card slot door ACC-HW-PWR-C13-NA, (North America) ACC-HW-
+  2x Antennas-ACC-HW-ANT-LTE-5 (ACC-HW- PWR-C13-JP, (Japan)

ANT-LTE-3 in Japan) . ACC-HW-PWR-C13-AU, (Australia / New Zealand)
* 1x 3 pin power connector 1x 2 pin relay connector

DIN rail mounting kit ACC-HW-PWR-C13-UK, (UK, Singapore,
Malaysia)

Safety and Warnings

é DANGER: Elevated Operating Ambient: If installed in a closed environment, make sure the operating
ambient temperature is compatible with the maximum ambient temperature specified by the manufacturer.

f DANGER: Reduced Air Flow: Make sure the amount of air flow required for safe operation of the
equipment is not compromised during installation.

f DANGER: Mechanical Loading: Make sure the mounting of the equipment is not in a hazardous condition
due to uneven mechanical loading.


https://repo.tempered.io/DoC/110
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DANGER: Circuit Overloading: Consideration should be given to the connection of the equipment to
the supply circuit and the effect that overloading of the circuits might have on over-current protection and
supply wiring. Appropriate consideration of equipment nameplate ratings should be used when addressing
this concern.

pm Note: This equipment has been tested and found to comply with the limits for a Class A digital device,
pursuant to part 15 of the FCC Rules. These limits are designed to provide reasonable protection against
harmful interference when the equipment is operated in a commercial environment. This equipment generates,
uses, and can radiate radio frequency energy and, if not installed and used in accordance with the instruction
manual, may cause harmful interference to radio communications. Operation of this equipment in a residential
area is likely to cause harmful interference in which case the user will be required to correct the interference
at his own expense.

CHEB, 77AABHBENEETT, CORBERERRTERT
SEBEDBEFLSICRITIENHNET, COBZEICREREM B L
MREBTILOBRENBZZENHBYET, VCCI—A

Set up 150 Series Hardware

Set up 250 Series Hardware

Set up 500 Series Hardware

Note: The hardware for an Conductor-500 and an Airwall Gateway-500 are similar. If your order contains
both, check the bottom of the unit or the box for a sticker that marks Conductor hardware.

>

Connect Airwall Gateways to the Conductor
Set up and manage Airwall Gateways from the Conductor. Before you begin, ensure that you already have the
Conductor set up. You can connect the devices that you want to protect to the Airwall Gateway after it is set up.

Note: Please refer to the Airwall Gateway Platform Guide that shipped with your model for additional
information and physical port locations.

>

Once the Airwall Gateway is configured to connect to the Conductor, connect the Airwall Gateway to the underlay on
Port 1, or the designated underlay port for your model.

After fully configuring an Airwall Gateway, you can view basic configuration information by navigating to the
Airwalls tab and selecting an Airwall Gateway. The following information about the Airwall Gateway is available:

* Overlay networks it belongs to

» [P address

» UID (unique ID)

+ serial number

* model

» firmware revision

+ user authentication (disabled by default)

» encryption (AES-256 (default), AES-128, AES-256 with compression)

Connect an Airwall Gateway with Diag mode
You can manually point an Airwall Gateway to the Conductor URL, depending on your model.

Note: For additional information about manually configuring a URL, see the Platform Guide for your
Airwall Gateway model.

\J

1. Connect Port 1 of your Airwall Gateway to a network with access to your Conductor.
2. Configure a computer to use DHCP to obtain an IP address and netmask.

3. Connect the computer to port 2 of the Airwall Gateway.
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4. Power up the Airwall Gateway.

5. Place the Airwall Gateway in Diagnostic mode. Use the display screen, if present, or follow the instructions in the
Platform Guide for your model. The status LED will display a fast, steady blink pattern in Diagnostic mode.

6. In your web browser, navigate to http://192.168.56.3 to connect to the Diagnostic mode user interface. It may take
a minute for the computer to connect.

7. In General Settings, select Edit Settings.

8. On the Edit Airwall Conductor Hostname or IP Setting page, click the Plus (+) sign.
9. In the Host box, enter your Conductor URL or IP address.

10. Click Submit.

11. Click Check to check your connection to the Conductor.
If you get a "Connection failed" message, it doesn’t necessarily mean the connection has failed. If it’s yellow, it
means unprovisioned, and unlicensed, therefore unable to connect to the Conductor.

6 Tip: Ping the Conductor IP from the Airwall Gateway to make sure it can reach the Conductor.

12.Reboot the Airwall Gateway. Click Settings (gear) icon in the top-right corner of the window, and then click
Reboot.

Note: You can also reboot turning theAirwall Gateway off and back on.

When the Airwall Gateway comes back online, it contacts the Conductor to request provisioning. To continue, see
Provision and License Airwall Edge Services on page 193.

You can now:

* Provision and License Airwall Edge Services on page 193.

» Connect the devices you want to protect to the Airwall Gateway. See your platform guide for which port to
connect devices to (typically Port 2). For information on adding devices in the Conductor, see Connect and
Configure Devices on page 414

Connect to a physical Airwall Gateway or Conductor with a console port
If your physical Airwall Gateway or Conductor is equipped with a console port (or your cloud or virtual provider
allows console access), you can configure the Conductor URL and other options using a computer connected to the
console port using airsh commands.

Note: For additional information about manually configuring a URL, see the Platform Guide for your
4 Airwall Gateway model.

Note: For more information about the commands available for airsh, see Airshell (airsh) Command
4 Reference on page 362.

Note: If you've Set up Remote Access to Airshell via SSH on page 374, you can also Access an Airwall
4 Gateway Remotely on page 375.
. Connect to your network — Connect Port 1 of your Airwall Gateway to a network with access to your Conductor.

1

2. Connect a computer to the Airwall Gateway console port — Plug in using the micro USB console port. Check
your platform guide for the location of your console port, or see Connecting to the console port on an Airwall
Gateway on page 297.

a) Using a terminal (macOS, Linux) or terminal emulator (Windows), connect to the Airwall Gateway using baud
rate 115200.

3. Log in to the Console:

* v2.2.8 and later: log in with name: airsh, and no password
* v2.2.5 and earlier: log in with name: airsh, and password: airsh.

4. Set the Conductor address - Set the Conductor IP address or URL (and port, if needed (optional)). For example:

conductor set my-conductor.tempered.com



| Deploy Airwall™ | 294

0 Tip: Ping the Conductor IP from the Airwall Gateway to make sure it can reach the Conductor.

When the Airwall Gateway comes back online, it contacts the Conductor to request provisioning.
You can now:

* Provision and License Airwall Edge Services on page 193.

» Connect the devices you want to protect to the Airwall Gateway. See your platform guide for which port to
connect devices to (typically Port 2). For information on adding devices in the Conductor, see Connect and
Configure Devices on page 414

Starting with v2.2.8, the Airshell console login has no default password. If you are concerned about securing physical
access to Airshell, set a password by entering conf password and following the prompts to set and confirm a new
password. Keep this password in a secure location, as it cannot be recovered. This password is only for airsh physical
console access and is not used when you access airsh remotely.

@ CAUTION: If this password is lost, you will need to do a factory reset to clear the password.

Connect an Airwall Gateway with a DNS SRV record
You can connect an Airwall Gateway to the Conductor by using a DNS SRV record.

Note: For specific information, see the Platform Guide for your Airwall Gateway model.

1. Check DHCP — Ensure there is a DHCP server and a DNS resolver or DNS server for the local domain accessible
from the shared network.

2. Create a DNS SRV record — On the DNS server, add a SRV record pointing to the Conductor URL:
_service. proto.name TTL class SRV priority weight port target

For example, if your shared network domain is example . com and the Conductor hostname is cond-01, then
the SRV record should be:

_ifmap. tcp.example.com. 3600 IN SRV 10 0 8096 cond-01l.example.com

Note: Use the TTL, priority and weight for your DNS environment. Port 8096 is the default, but you can
change it in the Conductor and set it to an alternate port.

0
\J

3. Connect to your network — Connect Port 1 of your Airwall Gateway to a network with access to your Conductor.
The DHCP server assigns an IP address, netmask, and a default gateway to the Airwall Gateway. The Airwall
Gateway then does a DNS lookup and configures itself using the Conductor address.

You can now:

* Provision and License Airwall Edge Services on page 193.

» Connect the devices you want to protect to the Airwall Gateway. See your platform guide for which port to
connect devices to (typically Port 2). For information on adding devices in the Conductor, see Connect and
Configure Devices on page 414

Connect an Airwall Gateway by using a factory-configured URL
Tempered can pre-configure the Conductor URL for each Airwall Gateway. Airwall Gateways configured with DNS
require the user to configure the DNS service to resolve the correct IP address for the Conductor hostname based on
the factory-configured URL.

1. Ensure domain name service is configured for your underlay.
2. Apply power to the Airwall Gateway hardware.
3. Connect the Airwall Gateway to your underlay via Port 1 or your underlay port.

You can now:
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* Provision and License Airwall Edge Services on page 193.

» Connect the devices you want to protect to the Airwall Gateway. See your platform guide for which port to
connect devices to (typically Port 2). For information on adding devices in the Conductor, see Connect and
Configure Devices on page 414

Check if an Airwall Gateway or Airwall Agent is online
Once an Airwall Edge Service is connected to the Conductor and licensed, you can validate that it is online.

To determine if an Airwall Gateway or Airwall Agent or Server is online:

1. In the Conductor, click Airwalls and select the drop-down to the right of the desired Airwall Edge Service.

2. Click Check online
If the Airwall Gateway is online, it temporarily displays offline in place of the IP address, then its IP address is
displayed in green. If the Airwall Gateway is in fact offline, offline remains in place of the IP address.

Modbus-RTU and Modbus-TCP on an Airwall Edge Service
The Modbus protocol enables data transmission between devices using a serial interface.

Modbus-TCP applies to: 2.1.6 and higher
Beginning with v2.1.6, we have added Modbus support, making it possible to communicate over Internet or Intranet.
The following Airwall Gateways/HIPswitches support Modbus:

» Airwall Gateway-100s (RS-232)

* Airwall Gateway-150 (RS-232)

» Airwall Gateway-250e/g/d (RS-232 & RS-485)
* Airwall Gateway-300 (RS-232)

Modbus-RTU

The Modbus protocol is essentially a technique of enabling data transmission between devices using a serial interface.
Our serial-enabled Airwall Gateways have been able to encapsulate Modbus-RTU (Remote Terminal Unit) over a
serial line since firmware 1.x.

With v2.1.6, we have enhanced our Serial over IP (SolP) feature with Modbus-TCP (Transmission Control Protocol)
support making it possible to communicate over Internet or Intranet.

After configuring Modbus via the Airwall Gateway SolP settings in Conductor, the Airwall Gateway accepts
Modbus-TCP commands from servers, issues the commands to serially-connected Modbus RTU devices, and returns
the responses via Modbus TCP back to the server. This configuration provides optimal efficiency for Modbus traffic
in terms of throughput, latency, and number of messages as compared to transparent Serial over IP.

Modbus-TCP

Modbus-TCP is a frame-aware Modbus-RTU encapsulation that is compatible with modern Modbus/SCADA
systems. Unlike SoIP, Modbus-TCP processes each Modbus frame as a separate packet, and transfers the burden of
error correction to the TCP protocol.

Configure Modbus-RTU
Use Modbus-RTU to enable data transmission between devices using the Airwall Gateway serial interface.
1. Connect an RS-232 Modbus Program Logic Controller (PLC) to your Airwall Gateway using a DB9-to-DB9Y or
DBO-to-RJ45 cable.

Note: RS-485 is supported by the Airwall Gateway/HIPswitch-250, but others will require an adapter.

2. Go to Airwalls>Airwalls>Ports>Serial over IP

3. Click Edit Settings, and then configure SolP using the Generic Serial Over IP communications protocol.
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Airwall Local Devices Ports Reporting Diagnostics Intrusion prevention HA

Underlay network Port assignment Serial over IP

Port Index 1
Enable Serial Over IP
Communications protocol

Generic Serial Over IP v

Device options
Name

Schneider Modbus PCL

Overlay Device IP Port
10.10.20.162 2001
Serial options
Baud rate Mode
19200 s raw s
Data bits Parity Stop bits
8 3 none 3 1 3

_| XON/XOFF support

I Hardware flow control

4. Add the SoIP device to an overlay and create policy.
For information, see Add devices or device groups to an overlay network on page 419.

5. Using Modbus Polling software, such as FieldTalk's ModPoll, test the configuration using a command such as the
following: modpoll -m rtu -r 1 -c 125 -1 -p 4001 10.10.20.162

Set Modbus-TCP
Use Modbus-TCP now available in firmware 2.1.6 to enable data transmission between devices using the Airwall
Gateway serial interface.

1. Connect an RS-232 Modbus Program Logic Controller (PLC) to your Airwall Gateway using a DB9-to-DB9 or
DB9-to-RJ45 cable.

Note: RS-485 is supported by the HIPswitch-250, but others will require an adapter.

2. Go to Airwalls>Airwalls>Ports>Serial over IP
3. Click Edit Settings, and then configure SolP using the Modbus communications protocol.


https://www.modbusdriver.com/modpoll.html
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Airwall Local Devices Ports Reporting Diagnostics Intrusion prevention HA

Underlay network Port assignment Serial over IP

Port Index 1
Enable Serial Over IP

‘Communications protocol

Modbus s
Device options
Name

Schneider Modbus PCL
‘Overlay Device IP Port

10.10.20.162 502

Serial options

Baud rate Protocol
19200 s RS-232 ]
Data bits Parity Stop bits

8 $ none : 1 v

Timing options

Max connections Retries
32 3

Timeout (seconds) Pause (ms) Wait (ms)
10 100 500

4. Add Modbus-TCP device to the Overlay and create policy
For more information, see Add devices or device groups to an overlay network on page 419.

5. Using Modbus Polling software, such as FieldTalk's ModPoll, test the configuration using a command such as the
following: modpoll -m tcp -r 1 -c 125 -1 10.10.20.162

Connecting to the console port on an Airwall Gateway

Airwall Gateways with a console port allow you to connect a computer using a cable with a microUSB male
connector on one end, and a connector supported by your computer on the other, commonly USB. Once you have
connected the Airwall Gateway to your computer and applied power to the device, you can use one of the procedures
below to access the Airwall Gateway's configuration options, depending on your computer's operating system.

Connect to the console port using Linux or macOS
In a Terminal window, do the following:

1. Find the serial interface name. You can look in the dev folder for a tty* file, oruse | grep tty and press Enter
to obtain the name of the serial interface.

[ N N J fi cfurlin — -bash — 80x48

Last login: Mon Jul 15 13:43:06 on ttys@ee
Chriss-MBP:~ cfurlin$ 1ls /dev/tty.*

2. Locate the interface in the list. In the example below, the interface is /dev/tty/usbserial.


https://www.modbusdriver.com/modpoll.html
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[ N N fi cfurlin — -bash — 80x48
Chriss-MBP:~ cfurlin$ ls /dev/tty.*

/dev/tty.Bluetooth-Incoming-Portjjill/dev/tty.ushserial
/dev/tty.ChristophersiPhone-Wire—1|

Chriss-MBP:~ cfurlin$

Note: If you have multiple serial devices attached to your computer, using the command with the Airwall
Gateway disconnected and then reconnected may help you determine which interface belongs to the

Airwall Gateway.
3. Usea TTY terminal app to enter the serial interface and name and baud rate. For example, enter screen, the
serial interface name, and the baud rate 115200. Press Enter.

0
\J

900 #i cfurlin — -bash — 80x48
Chriss-MBP:~ cfurlin$ 1ls /dev/tty.*

/dev/tty.Bluetooth-Incoming-Portjll/dev/tty.usbserial]
/dev/tty.ChristophersiPhone-Wire-1

Chriss-MBP:~ cfurlin$ screen /dev/tty.usbserial 115200

4. Press Enter again. You may have to do this several times until the login prompt appears.

'® ® ® i cfurlin— screen /dev/tty.usbserial 115200 » SCREEN — 80x48

BUD1852000494 login:

5. Log in with username: airsh and password airsh.

6. You can now use airsh commands to configure or run diagnostics. The two most commonly used commands
are diag, which places the Airwall Gateway in diagnostic mode and conductor set, which tells the Airwall

Gateway where to find the Conductor.

For a list of commands, see Airshell (airsh) Command Reference on page 362.

Connect to the console port using Windows
You can connect to an Airwall Gateway equipped with a console port to configure or run diagnostics using airsh.

g Note: If you're using an Airwall Gateway running a version earlier than 2.2.3, replace airsh with hipsh in

the instructions below.

1. Connect a computer to the Airwall Gateway — Plug a computer in using the micro USB console port. For the
location of the console port, see the platform guide for your hardware.

2. Connect to the Airwall Gateway - Using a terminal emulator, connect to the Airwall Gateway using baud rate
115200.

3. Login to airsh - At the login prompt, log in with: name: airsh, password: airsh.
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You can now run airsh commands to configure or run diagnostics on the Airwall Gateway. Examples:

* diag - Enter diag to put the Airwall Gateway into Diagnostics mode.
* conductor set - Setthe Conductor URL:

conductor set <conductor IP address or URL>
For example,
conductor set my-conductor.tempered.com

For more information, see Airshell (airsh) Command Reference on page 362.

Airwall Gateway Platform Guides
Download the latest platform guide for your Airwall Gateway.

Platform Guide PDF Download Link
Airwall Gateway 75 English
Airwall Gateway 110-series English
French
Airwall Gateway 500-series English
Japanese

110-series Hardware Platform Guide

Download PDF

The Airwall 110 platforms are small form factor industrial security appliances that facilitate private overlay networks
between customer-provided equipment and devices. This document contains important operating information,
specifications, and installation instructions.

Models
Part Number Model Cellular Eth Ports Serial Ports
PLF-0138-01 Airwall 110e No 2 2

PLF-0140-01 Airwall 110g Yes 2 2



content/PDFs/Airwall%2075%20Series%20Hardware%20Guide.pdf
content/PDFs/Airwall-110%20Series%20Platform%20Guide.pdf
content/PDFs/fr-CA%20Airwall-110%20Series%20Platform%20Guide.pdf
content/PDFs/Airwall%20500%20Series%20Hardware%20Platform%20Guide.pdf
content/PDFs/ja-JP%20500%20Series%20Hardware%20Platform%20Guide.pdf
content/PDFs/Airwall-110%20Series%20Platform%20Guide.pdf
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Panel Layouts

Front Top Back 1. Multi-purpose button
| 2. LED - Signal indicators:

e Status
e Power

al,
Qg'.,
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2N * Cellular connection status
e ' + SIM card

| ¢ MAP connection (Conductor)
1 + Diagnostic mode

-a

Ethernet ports

vz m 106 0

0 @

Serial ports
Antenna connectors

Power input connector
SIM card slot

Relay

Micro-USB console port

/
O 0 I N Ut W
. Ny . B B . .

Quick Start

1. Plug in the Airwall Gateway — Locate in an area that complies with its safe operating guidelines, and then plug it

in or apply power.

2. Connect to your network - Using Port 1, connect the Airwall Gateway to a network where it can reach the
Conductor.

3. Provide the Conductor address - There are three ways to configure the Conductor address on the 110-series
Airwall Gateways:

* Connect an Airwall Gateway with Diag mode on page 292
» Connect to a physical Airwall Gateway or Conductor with a console port on page 293
» Connect an Airwall Gateway with a DNS SRV record on page 294

4. Test your connection to the Conductor — Check in Diagnostics mode, under Airwall Conductor, if the
Conductor shows as Reachable, or using the console port, ping the conductor from the Airwall Gateway:

ping my-conductor.tempered.com

5. Connect to devices — Connect the devices you want to protect to the Airwall Gateway on Port 2.

Status LED Codes

State LED Pattern State LED Pattern

Normal Operation On Steady No Conductor Connection OO0 00==00==
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State LED Pattern State LED Pattern
Conductor Blink 00== System Error 0000==000==
Missing Identity 000==0== Secure Network Error 0000===
Factory Reset 00==0== No Shared Network 0000==0==
Diagnostic Mode 0=0= Firmware Download 000==00==
(fast blink)

Firmware Update 000===

Key: O is on, =is off

Wiring

Power Inputs

This device supports one power supply. The connector for PWR 1 is located on the terminal block on the top of the

unit.

OO

Step 1: Insert the negative DC into the V- terminal and the positive DC into the V+ terminal.

Step 2: To keep the DC wires from pulling loose, use a small flat-blade screwdriver to tighten the wire-damp screws
in the front of the terminal block connector.

Serial Connector

Lt
‘ [ 'i“i“.”. '
6789

Pin # RS-232 RS-422 RS-485
1 TX- Data-
2 RxD TX+ Data+
3 TxD RX+
4 RX-
5 GND GND GND
6
7 RTS
8 CTS
9

SIM Card Orientation

Insert the SIM card with the angled corner up, as shown in the first picture.
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Correct:

0))
&

Incorrect:

K]

Multi-Purpose Button

Also called the Reset button, the multi-purpose button provides two different functions, depending on how long it is
pressed and held.

Press Length Instructions Function

Short Press Press for 5 seconds and release. The  Places the Airwall Gateway in
Status LED will blink steadily. Diagnostic mode.

Long Press Press for at least 8 seconds and Resets the Airwall Gateway to
release. The Status LED will blink in  factory defaults.
a 2 flash, 1 flash pattern.

Note: To exit diagnostic mode, select Reboot in the Diagnostic mode interface, or turn the Airwall Gateway
off and back on again.

Troubleshooting

If an Airwall Gateway is online, you can use the Conductor to download a packet capture file, a diagnostic report, or
a support bundle for troubleshooting. Log in to the Conductor with a system administrator or network administrator
account, then go to the Airwall Gateway's Diagnostics page: Select Airwalls, choose the one you want from the list,
then click Diagnostics.

Start a packet capture to troubleshoot networking issues:

1. On the Airwall Gateway's Diagnostics page, begin a packet capture by clicking Start Packet Capture.
2. Stop the packet capture by clicking Stop Packet Capture.

You receive a download link once the Conductor has finished creating the packet capture .pcap file. View the .pcap
file using any packet-capture and proto- col-analysis tool, such as Wireshark.

Create a diagnostic report to check Airwall Gateway health:

1. On the Airwall Gateway's Diagnostics page, you can put it into diagnostic mode and download a diagnostics
report. If the Airwall Gateway's is offline, you can put it in Diagnestics mode to download the report.
2. Create your report by clicking Request a diagnostic report.

You receive a download link once the Conductor has finished creating the report .txt file. Review the diagnostic report
for a high-level look at the overall health of the Airwall Gateway.

Create a support bundle for Tempered Support:
A support bundle .pkg file is an encrypted archive that facilitates technical support by Tempered.

1. On the Airwall Gateway's Diagnostics page, you can put it into diagnostic mode and download a support bundle.
If the Airwall Gateway is offline, you can put it in Diagnostics mode to download the support bundle.

2. Create a support bundle by clicking Request a support bundle.



3. When the support bundle .pkg file is ready, download the file and send it as an email attachment to Customer

Success

Fault Relay

This device also has a normally-open relay contact that is connected when the device is fully functional and has
underlay connectivity. The relay disconnects when communication via this device is not possible. Connect your
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custom circuitry bearing in mind the following maximum ratings:

*  Voltage: 220 VDC /240 VAC, Max current2.0A

Specifications

Airwall 110 Series

Ethernet Ports

2 x 10/100 Mbps RJ-45 ports, auto MDI/MDIX

Console Port

1 x micro USB

1 x multi-purpose button (actuated with pin)

Controls
Indicators 1x Power
Ix Status
1x Map / Conductor
1x Diagnostic mode
Ix Cellular Link (110g)
1x SIM card (110g)
Relay Voltage: 220V DC/250V AC, Max current 2.0A
DC Power Input DC 9-48V, 0.55A-0.1A

Over-voltage protection

Reverse-polarity protection

Storage Temp range

-45° to 85° C (-49° to 185° F)

Operating Temp range -40° to 70° C (-40° to 158° F)

Operating humidity 5% to 95% (non-condensing)

Dimensions 31lmm W x 100mm D x 125mm H
1.22in W x 3.94in D x 4.92in H

Mounting DIN-rail, desk-mount

Weight 290g (10.23 oz)

Serial Interfaces

Protocols

RS-232, RS-485, RS-422



mailto:support@tempered.io
mailto:support@tempered.io
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Serial Interfaces

Connector 2 x DE-9M

Cellular Connectivity (110g)

SIM card 1x micro (3FF) Push-Push SIM card slot

3G DC-HSDPA Category 24. 42mbps DL max HSUPA
Category 5. 5.76Mbps UL max 24dBm+1dB/-3dB
maximum transmit power

4G LTE Category 4: 1.4 — 20MHz bandwidth FDD 150mbps
DL, 50mbps UL max TDD 130mbps DL, 30mbps UL
max 23dBm+2dB maximum transmit power

3G bands WCDMA Bl1, B2, B4, B, B6, BS, B19

4G LTE FDD bands B1, B2, B3, B4, B3, B7, B8, B12, B13, BI8, B19, B20,
B25, B26, B28

4G LTE TDD bands B38, B39, B40, B41

Regulatory approvals

Global IECEE CB Scheme safety

European Union LVD, EMCD, RoHS, REACH, WEEE RED (110g)

United States FCC Part 15B Class A, cULus, FCC Radio

Canada ICES-03 Class A, cULus, ISED/IC Radio

Japan VCCI, JATE (110g), TELEC (110g)

Australia ACMA TLN 2015, RLN 2014, EMR LN 2014 (110g)
ACMA EMC LN 2017 (110e, 110g)

New Zealand Radio Standards Notice 2020 (110g) EMC Standards
Notice 2019

Maximum approved antenna gain (dBi, peak)

Band Uplink Freq (MHz) USA Canada Japan
LTE B12 699 - 716 8.70 7.76 N/A
LTE B28 703 — 748 N/A N/A 3.00
LTE B13 777 —787 9.16 8.09 N/A
LTE BS, B19, B20, 814 —849 9.36 8.25 3.00
B26, B18, WCDMA

VI

LTE B8 880 -915 N/A N/A 3.00
LTE B3, B4 17101785 5.00 5.00 3.00
LTE B2, B25, B39 1850 — 1920 8.00 8.00 N/A
LTE B1 1920 — 1980 N/A N/A 3.00
LTE B7, B38, B41 2496 — 2690 8.00 8.00 3.00
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Notice:

Hereby, Tempered Networks, Inc declares that the radio equipment type Airwall 110g is in compliance with the
Directive 2014/53/EU. The full text of the EU declaration of conformity is available at the following internet
address:https://repo.tempered.io/DoC/110.

The Airwall-110e and Airwall-110g can be used in all EU Member States.

This device complies with Industry Canada’s license-exempt RSSs. Operation is subject to the following two
conditions: (1) This device may not cause interference; and (2) This device must accept any interference, including
interference that may cause undesired operation of the device.

Radiation Exposure:

This equipment complies with FCC and ISED radiation exposure limits set forth for an uncontrolled environment.
This equipment should be installed and operated with minimum distance of 20cm between the radiator and your body
and must not be co-located or operating in conjunction with any other antenna or transmitter.

If this device is installed with an antenna other than the type included with it, you must select an antenna and cabling
system that respects the maximum antenna gain listed in the tables. If your selected antenna does not meet these
criteria, you may void your legal authority to operate this equipment.

Parts List

WALL-HW-110e Power Supply:

WALL-HW-110g ACC-HW-110-PSU-25W

included with above: AC Power cables:

* USB A to micro USB cable Micro SIM card slot door ACC-HW-PWR-C13-NA, (North America) ACC-HW-
+  2x Antennas-ACC-HW-ANT-LTE-5 (ACC-HW- PWR-C13-JP, (Japan)

ANT-LTE-3 in Japan) . ACC-HW-PWR-C13-AU, (Australia / New Zealand)
* 1x 3 pin power connector 1x 2 pin relay connector

DIN rail mounting kit ACC-HW-PWR-C13-UK, (UK, Singapore,
Malaysia)

Safety and Warnings

DANGER: Elevated Operating Ambient: If installed in a closed environment, make sure the operating
ambient temperature is compatible with the maximum ambient temperature specified by the manufacturer.

DANGER: Reduced Air Flow: Make sure the amount of air flow required for safe operation of the
equipment is not compromised during installation.

DANGER: Mechanical Loading: Make sure the mounting of the equipment is not in a hazardous condition
due to uneven mechanical loading.

DANGER: Circuit Overloading: Consideration should be given to the connection of the equipment to
the supply circuit and the effect that overloading of the circuits might have on over-current protection and
supply wiring. Appropriate consideration of equipment nameplate ratings should be used when addressing
this concern.

> BBk

Note: This equipment has been tested and found to comply with the limits for a Class A digital device,
pursuant to part 15 of the FCC Rules. These limits are designed to provide reasonable protection against
harmful interference when the equipment is operated in a commercial environment. This equipment generates,
uses, and can radiate radio frequency energy and, if not installed and used in accordance with the instruction
manual, may cause harmful interference to radio communications. Operation of this equipment in a residential
area is likely to cause harmful interference in which case the user will be required to correct the interference
at his own expense.

N


https://repo.tempered.io/DoC/110
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Set up virtual Airwall Gateways

Set up a virtual Airwall Gateway in VMware ESX/ESXi
This section contains instructions to install a virtual Airwall Gateway on the ESXi/ESX (VMware) platform.

Prerequisites

Required licenses An Airwall 300v license for each virtual Airwall
Gateway you are setting up.

You will also need:

* An existing installation of VMware ESX/ESXi server version 6.5.0 and later
* An Airwall Gateway OVA
* The Conductor you are connecting to configured and available

System Requirements

The following VMware ESX/ESXi server hardware is required:

Processor +  Minimum requirement of a single processor with
hyper-threading support, VT-x technology, and 64-bit
architecture.

* Optimum configuration is minimum 4 processing
cores with hyper-threading support, VT-x technology,
64-bit architecture, and AES-NI enabled in the host's

BIOS.

Virtual image Below are the minimum configuration requirements
available for a virtual Conductor or Airwall Gateway
image:

Platform Memory Disk
Conductor 4GB 120GB*
Airwall 1GB 1GB*
Gateway

* Already included in the default OVA package

Port Group Configuration
By default, a virtual Airwall Gateway OVA image comes with two network interfaces.
Attach each interface to its own port group:

» Port | functions as the underlay network
» Port 2 functions as the overlay network

The virtual Airwall Gateway is expandable up to 6 ports. You can configure one port for HA heartbeats with the HA
role.

Security configuration
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VMware port groups have default security settings inherited from their parent virtual switch. The following port
group security settings should be changed to Accept:

Pm Note: These changes only need to be made on the port group associated with the overlay device network port
group.

e  Promiscuous Mode

* Allows virtual interface adapters connected to this port group to see all Ethernet frames passed on the virtual
switch that are allowed under the VLAN policy for the port group.

* Forged Transmits

* Allows virtual machines to send frames with a MAC Address that is different from the one specified on the
virtual interface.

VLAN configuration

* Set VLAN type to VLAN
* Seta VLAN ID unique to this Airwall Gateway overlay device network and protected device

Note: Because virtual Airwall Gateway port groups function as logical groups and not independent network
groups, you must set a unique VLAN for each port group attached to an Airwall Gateway.

To deploy the virtual image
Please check your VMware documentation for the most recent instructions.

1. Download the Airwall x86_64 OVA (ESXi) file from Latest firmware and software on page 514.

2. Deploy a new OVF template from within ESXi using the downloaded OVA file. For most deployments, you can
keep the default settings.

. Give the virtual machine a unique name and select its storage location.

3
4. Map the virtual machine's network interfaces with the correctly assigned port groups for the Airwall Gateway.
5. Set Disk provisioning to Thin Provisioned.

6. Verify your configuration, check Power on after deployment, and then select Finish to begin the update.

Configure a running Airwall Gateway in VMware ESX/ESXi

Once the Airwall Gateway virtual image is successfully running, you can configure the unit to connect to Conductor.
The underlay network interface (port 1) defaults to a DHCP-configured interface.

1. In the vSphere ESXi client, select one of the console links:

vm ySphere Client Menu v

g - & & © | acronsv
e  300v-sean
5 HS-126.40 S-BVT-Win Summary  Monitor  Configure  Permissions  Datastores  Networks  Updates
5 HS-126.40.64BVT-Win

Guest OS: Other Linux (64-bit) CPU USAGE
[ ramstrong

e e e —— 3 SHory
VMware Tools: Runnir 110341 (Guest Managed)

DNSName:  aw300v-4230938AA933 = 61MB
'sm2-esx-d.temperednetworks.corp 124 GB

STORAGE USAGE
£3 300v-sean
£ Client-Sean
3 pfsense

£ ubuntu
CItpham VM Hardware ~ || Notes
3 TN_AUTO_DEBUG
cpPu 1CPU(s)

Custom Atrbutes o
e I 168, 006 B memory active

O Linux

3 Longevity Hard disk 1 1325M8 vSphere HA ~

CINTP-SYSLOG
- Network adapter 1 pgTestEng_Network_172_Admin (connected) Failwre Response

£ Plex Media Server

Host falure. V Restart VMs

Network adapter 2 PpgTestEng-HA_993 (connected)
Proacte HA © vanual
3 Securi
- Y Video card ame Host isolation @ Dissbled
Templates

. Datstore with Permanent Device Loss @ Disabled
£ Automation Offcial Serial port 1 Remote vSPCpy

Datstore with Al Patns Down isable
3 Windows Templates © oisavied

VMCl device Devi hine PCI bus that

5 Windows Server 2019 Guest not heartbeating © Disabled
g irtual machine
@) Windows 10 (1607) vSphere HA Protection: v/ Protected @

jows 10 (1703)

jows 10 (1709) Other Addition:
C] jows 10 (1803)
- Compatibility ESXI 6.0 and later (VM version 11)
@ Windows 10 (1809)

(2 Windows 10 (20H2) Edit Settings.

(2 Windows 7

(2 Windows 7 (32-bit) Related Objects ~

RecentTasks  Alarms A
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Launch Web Console opens in a new tab in the browser. Launch Remote Console opens in a desktop app that
you may need to install.

2. On the Airwall Gateway, log in to Airshell with name: airsh, and no password (2.2.8 and later).
3. You can either determine the IP address for port 1, or manually set it:

* To determine the IP address assigned to port 1, at the Airshell prompt, enter status network:

airsh> status network

* To manually set the IP address for port 1, from the console prompt, enter conf network and select 1 to
configure the IP. For more help, see Configure Port Groups with Airshell on page 376:

airsh> conf network

4. Configure the Conductor using conductor set followed by the address and port. For example:
airsh> conductor set my-conductor.tempered

Set up a virtual Airwall Gateway in Microsoft Hyper-V
The virtualization server role for Windows Server 2012 R2 is called Hyper-V Manager. The following documentation
show the steps to implement and manage a secure Airwall Gateway and overlay network on Hyper-V network.

Required Licenses

An Airwall 300v license for each virtual Airwall Gateway you are setting up.

Prerequisites

* An existing installation of Microsoft Hyper-V, v2012 or later
* An Airwall Gateway .vhdx file. Download the .vhdx file from Latest firmware and software on page 514.
» The Conductor you are connecting to configured and available.

Install the Airwall Gateway in Hyper-V

1. Open a Hyper-V Manager Console from within your Windows Machine.
*  Hyper-V Manager in Windows Server 2012 or Windows Server 2012 R2:

a. In the lower left-corner, select the Windows icon.
b. Search for Hyper-V Manager and open it.
* All other versions:

a. Right-click in the lower left-hand corner and select Run. Type virtmgmt . msc to open the Hyper-V
Manager snap-in.

2. Go to the Actions pane and select New > Virtual Machine to create a virtual machine for your Airwall Gateway.

Note: A wizard takes you through the steps to create a New Virtual Machine.

Select Specify Name and Location and give your Airwall Gateway a Name.
Leave Store the virtual machine in a different location unchecked and click Next.

For Specify Generation, select Generation 1, and select Next.

A

Set the Startup memory to at least 1 gigabyte of ram (1024).
g Note: Consider how much memory you want to assign your virtual machine, as this is the machine that
both contains your data and runs the operating system.
7. Do not check the Use Dynamic Memory box. Select Next.

8. In Configure Networking, from the Connection drop-down, select Not Connected. You add this connection
later.
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9. Select Next.

10. Under Connect Virtual Hard Disk, select Use Existing virtual hard disk, browse to the location where you
saved the vhdx file downloaded from Tempered. Select it and click OK.

11. Click Next to complete the set up and view the Summary page. You are now ready to add your network adapters.

(] Important: Do not start the machine until you set up the hardware using the procedure below.
[ ]

Add Network Adapters

Once you are finished installing the Airwall Gateway software, you are ready to add the network adapters to the
machine that will serve as your Airwall Gateway.

1. From the Virtual Machines list, find your Airwall Gateway machine and select Action > Settings.

2. Add a minimum of two Network Adapters. To set the first network adapter, select Add Hardware > Network

Adapter and click Add.
=] Settings for HIP_Take2 on TESTLABGW-WIN [= 1o [
HIP_Take2 v| 4 G

#® Hardware ~ ' Add Hardware

i A&ll‘lﬂhﬂe -
& BIOS You can use this setting to add devices to your virtual machine.

L Select the devices you want to add and didk the Add button.

B Memory SCS1 Controler

# [ Processee

Legacy Metwork Adapter
‘ : Fibre Chaninel Adaper

= Bl IDE Controler 0 RemoteFy 30 Video Adapter

# @ Hard Drive :

= Bl IDE Controller 1

4 DVD Drive A network adapter requires drivers that are installed when you install integration
N services in the guest operating system.

& 5CSI Controller
# § Network Adapter

o 9 ot
) Network Adapter
k4 c:om N
k4 C.OMI

l-:l Dvske.tlel)m-'e

£ Management
L] Name

| Integration Services

@ Checkpoint Fle Location

3. Configure the first adapter to connect to your underlay. Leave the VLAN ID and Bandwidth Management
options unchecked and click OK.
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|a Hardware ~ 0 Network Ad
4 Add Hardware
& B10s Spedify the configuration of the network adapter or remove the network adapter.
Boot from CD Virtual switch:
- Memory |Public-10.5.70 v|
1024 MB =
[ Processor O vt L
1 Virtual processor [[] Enable virtual LAN identification
= I 10E Oon o Th dentifier specifies the virtual LAN that this virtual machine will use for al

mmunications through this n

® @ Hard Drive netw work adapter.

213-HS . vhdx

= I IDE Controler 1 = |
€3 VD Drive
MNone Bandwidth Management
B 5CS1 Controller = ["] Enable bandwidth management

Spexify how this network adapter utilizes network bandwidth. Both Mnimum

e Bandwidth and Maximum Bandwidth are measured in Megabits per second.
Hardware Acceleration
Advanced Features Minimum band ] Mbps
S § MNetwork Adapter Maximum bandwidth: 0| Mbps
Private-10.5.7 -
Hardware Acceleration o To leave the minimum or maximum unrestricted, spedfy 0 as the value.
Advanced Features

# 0 Network Adapter To remove the network adapter from this virtual machine, dick Remove.

Mot connected

?le Remove
Mone i LuahgmmmmwmadofﬁsmadWwwfuma
T com2 1 network-based f the
MNone mnmmnuwtwmmm
el Diskette Drive i, Some settings cannot be modified because the virtual machine was running when
None this window was opened. ‘ramoﬁfyaselﬁ\gmmuwvﬂﬂe shut down the
P wirtual machine and then reopen this window.
L] Name
Doris-1-213
|| Integration Services v
[ o ][ camxa | Appi

4. Return to Add Hardware and configure the second private adapter to connect to your overlay. Leave the VLAN
ID and Bandwidth Management options unchecked and click OK.

%= Integration Services

t L A | U Metwork Adapter
#]l Add Hardware
& BI0s Specify the configuration of the network adapter or remove the network adapter.
Boot from €D Virtual switch:
. Memary |private-10.5.7 v
1024 M8
£ ' Processor B )
1 Virtual processor [ Enable virtual LAN identification
ol o on . . VLAN identifier specifies the virtual LAN that this virtual machine will use for all
# = Hard Drive % adapter
213-HS.vhdx
= Wil IDE Controler 1 £
§* DVD Drive
None
% SCSI Controler ]
- @ Public-10.5. mter Spedify how this networl dacte util :Jes .'|el‘ vork bandhv |d"'| :o‘r Hn'n_'r
Hardware Acceleration
Advanced Features ek Drchelcii:
= g Network Adapter Maodmum bandwidth:
Private-10.5.7
Hardware Acceleration @ 7oleave the minmum or maximum unrestricted, specify D as the value
Advanced Features
£l @ Metwork Adapter To remove the network adapter from this virtual machine, dick Remove.
Mot connected =
Remove
¥ comi
None [i] Uualewwuhmkadamumludofhsnehvkadwtowbma
¥ comz 1 -based instalation of the guest operating system or when integration
None mnmmhhwtwaww
EMI’E&M /i, Some settings cannot be modified because the virtual machine was running when
None this window was opened. To modify a setting that is unavailable, shut down the
2 Management wirtual machine and then reopen this window.
|L] MName
Doris-1-213

9@ Note: You can have up to two private isolated links. If you are using HA, you can create another adapter

page 399.

and set it to private. For more information on HA, see Airwall Edge Service High Availability (HA) on

5. Click the plus (next to the overlay Network Adapter, and select Advanced Features, and check Enable MAC
address spoofing.



[300H-5.20.71-228.986 W4 |G
% Hardware ~ | Advanced Features al
¥ Add Hardware
& BI0S MAC address
Boot from CD @ Dynamic
& Memory
1024 MB o _S‘Z‘ic o o .
& | Processor I O B

2 Virtual processors
= B IDE Controller 0
# & Hard Drive
Airwall-x86_64_r2.2,8-986...
= B IDE Controller 1
§# DVD Drive
None
®F SCSI Controller

‘\u

o

...

MAC address spoofing allows virtual machines to change the source MAC
address in outgoing padkets to one that is not assigned to them.

[ Enable MAC address spoofing

DHCP guard drops DHCP server from
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pretending to be DHCP servers.

= U Network Adapter [[] Enable DHCP quard

Underlay-10.5.20
Hardware Acceleration
Advanced Features

= U Network Adapter
Overlay-10.5.2 -
Hardware Acceleration

Router guard

Router guard drops router advertisement and redirection messages from
unauthorized virtual machines pretending to be routers.

[] Enable router advertisement guard

= U Network Adapter
Private-HA-Link
Hardware Acceleration
Advanced Features

Protected network
Move this virtual machine to another duster node if a network disconnection is
detected.

[v] Protected network

Port mirroring
Port mirroring allows the network traffic of a virtual machine to be monitored by

copying incoming and outgoing packets and forwarding the copies to another
wirtual machine configured for menitoring.

A Hansarment o] mromamode .
==

6. Select the Airwall Gateway machine and open the Networking tab to review your settings. Your settings should
be similar to this example:

§ Doris_HIP_Take2 Off
[<] " > |
Checkpoints @
HIP_Take2
Adapter Connection IP Addresses Status
Network Adapter (Dynamic MAC: 00:15:5D:02.F1:DC)  Private-10.5.7
Network Adapter (Dynamic MAC: 00:15:50:02:F1:0D) PrivateHA-Link
Network Adapter (Dynamic MAC: 00:15:50-02.F1:DB)  Public-10.5.70
S-.mw|M!'nw[ Metworking IHqﬂcdm]

Configure the virtual Airwall Gateway
Connect your virtual Airwall Gateway to your Conductor and configure it.

1. In Hyper-V, select your virtual Airwall Gateway and then select Action > Connect.
2. Log in to Airshell.

3. Configure the Conductor and other settings. For more information, see Configure an Airwall Gateway with the
airsh Setup Wizard on page 274.

Expand the Disk Size for a virtual Airwall Gateway
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The v3.0 firmware for Airwall Gateways may require more disk space than you currently have allocated on your
virtual machines. If so, you get an error message Under Health data > Reporting about the disk being too small
when you try to update it:

Important: If you are updating paired High Availability (HA) Airwall Gateways, expand and update the
. active first, then the standby.

Before you begin

If you have checkpoints for the virtual machines you’re expanding, you first need to either delete the checkpoints or
clone the virtual machine. For more details on how, see the documentation for your virtual machine software.
Walkthrough — VMware ESXi

This walkthrough shows how to expand the disk size for a VMware ESXi virtual machine running an Airwall
Gateway 300v on the VMware ESXi tool. For more details or updated instructions, see your virtual machine software
instructions.

1. Open the VMware ESXi Tool, and select the virtual machine that hosts the Airwall Gateway you want to expand.
2. Select Shut down to shut down the virtual machine.

vmware ESXi” root@airwall-1-console. temperediabs.com ~ | Help

3 airwall-1
|
[ Console  [EH Monitor @ Shutdown 80 Suspend W Restart | ,” Edit | ¥ Refresh | {} Actions
airwall-1
Guest 0% Other Linux (64-bit)
| Compatibility ESXi 6.0 virtual machine
-~ ViMware Tools Yes
5
T CPUs 1
L=
F Memory 1GB
;ﬂ Host name aw300v-564D30F2B6C9
|g| ~ General Information
; |
h—y ~ €3 Networking
Ql E I Host name aw300v-564030F2B6CO

3. Select Edit.
4. Next to Hard disk 1, change the size to 1 GB, and select Save.

% Edit settings - airwall-1 (E$Xi 6.0 virtual machine)

[\ﬂmum Hardware | VM Options |

23 Addhard disk  #E Add network adapter 5 Add other device

v | cPU } o

+ R Memory

+ [ Hard disk 1 . | e

» M Network Adapler 1 busding-1-pg ’ Connect
M Network Adapter 2 budding-1-1-pg v Connect
» M Network Adapier 3 buiding-1-2-pg Connect
+ MM Network Adapter 4 buding-1-pg Connect

| save Cancel

5. Back on the main page, select Power on to restart the virtual machine.
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You should now be able to update the firmware for the Airwall Gateway. For help updating firmware, see Update
Airwall Gateway firmware on page 128.
Walkthrough on Hyper-V

This walkthrough shows how to expand the disk size for a Hyper-V virtual machine running an Airwall Gateway
300v on the Hyper-V Manager v10. For more details or updated instructions, see your virtual machine software
instructions.

1. Open the Hyper-V Manager, and select the virtual machine that hosts the Airwall Gateway you want to expand.

2.

Check that the virtual machine has no checkpoints. If it does, delete them or clone the machine to continue.

Under the actions for the virtual machine, select Turn Off, and confirm.

Select Settings.

Under Hardware on the left, select Hard Drive.
On the right, under Media, select Edit.

300Hv-2.2.8.978-5.30.72

v

% Settings for 300Hv-2.2.8.978-5.30.72 on HP-WIN3 - X

4 » |0

A Hardware

" Add Hardware
[ s10s

W Memory
1024 MB

D Processor
2 Virtual pi

= [ 10E Controller 0
= Hard Drive

= [ 1DE Controller 1
DVD Drive
&l scsI Controller
= 4, Network Adapter
Unde -10.5.30
® :;. Network Adapter

Overlay-10.5.3

[+ e;. Network Adapter

i com2

[ Diskette Drive

A Management

Airwall-x86_64_r2.2.8-978...

@ Name

~

== Hard Drive

You can change how this virtual hard disk is attached to the virtual machine. If an
operating system is installed on this disk, changing the attachment might prevent the
virtual machine from starting.

Controller: Location:
IDE Controller 0 v | |0 (inuse) v
Media

You can compact, convert, expand, merge, reconnect or shrink a virtual hard disk
by editing the assodated file. Specify the full path to the file.

(® virtual hard disk:

|C:Wyper—VWIP-ImagesWrwall-x86_64_r2. 2.8-978-combined-ext4.vhdx

New Inspect Browse...

o If the physical hard disk you want to use is not listed, make sure that the
disk is offline. Use Disk Management on the physical computer to manage
physical hard disks.

To remove the virtual hard disk, dick Remove. This disconnects the disk but does not
delete the assodated file.

Remove

Cancel

7. On the Locate Virtual Hard Disk page, the correct one should already be selected. Select Next.
8. On the Choose Action page, select Expand, and then select Next.



Choose Action
Ya

Before You Begin What do you want to do to the virtual hard disk?
Locate Disk O Compact

Choose Action This option compacts the file size of a virtual hard disk. The storage capacity of the virtual hard disk
) remains the same.

Configure Disk
(O Convert

This option converts a virtual hard disk by copying the contents to a new virtual hard disk. The new

virtual hard disk can use a different type and format than the original virtual hard disk.
® Expand

This option expands the capacity of the virtual hard disk.

Summary

< Previous Finish Cancel

wa Edit Virtual Hard Disk Wizard X

9. On the Expand Virtual Hard Disk page, select 1 GB, and select Finish.

Expand Virtual Hard Disk

Ya
Before You Begin What size do you want to make the virtual hard disk?
Locate Disk Current size is between 0 GB and 1 GB.
Choose Action New size: GB (Maximum: 64 TB)
Summary

< Previous Finish Cancel

wa Edit Virtual Hard Disk Wizard x

10. Back on the main page, restart the virtual machine by selecting Start from the lower right menu.
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You should now be able to update the firmware for the Airwall Gateway. For help updating firmware, see Update

Airwall Gateway firmware on page 128.
Set up cloud Airwall Gateways

A cloud-based Airwall Gateway provides host-to-host peering between Amazon Web Services (AWS), Microsoft
Azure, Google Cloud Platform (GCP), or Alibaba Cloud, and on-premises assets and simplifies the process of

managing them.
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While you can set up cloud-based Airwall Gateways directly in your cloud platform, the Conductor provides an easy
to use user interface for deploying Airwall Gateways in the cloud. Use the links below to view the instructions for
each supported platform.

This content assumes you have a good working knowledge of your network and the services you are deploying
on. For example, if you plan to deploy an Airwall Gateway in a cloud environment, such as Amazon Web Services
(AWS), you should be familiar with the basics of AWS.

Related tasks

Manage Cloud Airwall Gateway Virtual Machines on page 98
You can do several management tasks for the virtual machines that host cloud Airwall Gateways from the Conductor.

Alibaba Cloud — Set up an Airwall Gateway
Once you've set up the Conductor to create Airwall Gateways on Alibaba Cloud, it's easy to create additional Airwall
Gateways.

Prerequisites
Required licenses An Airwall 300v license for each virtual Airwall

Gateway you are setting up.

Supported versions Conductor v2.2.8 and later

To deploy a cloud Airwall Gateway on Alibaba Cloud, you need the following:

* An Alibaba Cloud account, and your access and secret keys.
» The address and port of your Conductor.

* One or more Airwall Gateway image files (from the Alibaba Cloud marketplace, or from Tempered Fulfillment
uploaded to the Alibaba Cloud console).

Deploy an Airwall Gateway on Alibaba Cloud
Here’s how to deploy an Airwall Gateway to your Alibaba Cloud account:

+ Step 1: Add Alibaba Cloud as a provider to your Conductor on page 315

» Step 2: Create an Airwall Gateway template on Alibaba Cloud on page 317

» Step 3: Deploy Airwall Gateways on Alibaba Cloud on page 318

» Step 4: (Optional) Change your Elastic IP Bandwidth Setting on page 320
Step 1: Add Alibaba Cloud as a provider to your Conductor

Set up Alibaba Cloud as a cloud provider in your Conductor to make deploying cloud Airwall Gateways and High-
availability standby Conductor easier.

To add Alibaba Cloud as a provider, you need to:

* Get Alibaba Cloud Access Key credentials
* Set up Alibaba Cloud as a cloud provider in the Conductor

Get Alibaba Cloud Access Key credentials
Alibaba Cloud accounts and RAM users have identities. Alibaba Cloud services use credentials for authentication.

For example, Alibaba Cloud services use passwords for authentication when you log on to a console. In this case,
your email and password are the credentials.

Alibaba Cloud uses AccessKey pairs for authentication when you make API calls. An AccessKey pair consists of
an AccessKey ID and an AccessKey secret. For the most up-to-date instructions, see Alibaba Cloud API overview -
Alibaba Cloud API overview| Alibaba Cloud Documentation Center

1. Create or go to your Alibaba Cloud RAM account. For details, see Create a RAM user - Getting Started| Alibaba
Cloud Documentation Center, or the most recent content from Alibaba Cloud.

2. To get your Alibaba Cloud AccessKey pair, in Alibaba Cloud go to the RAM console.


https://www.alibabacloud.com/help/en/alibaba-cloud-sdk-262060/latest/alibaba-cloud-api-overview
https://www.alibabacloud.com/help/en/alibaba-cloud-sdk-262060/latest/alibaba-cloud-api-overview
https://www.alibabacloud.com/help/en/resource-access-management/latest/getting-started-create-a-ram-user
https://www.alibabacloud.com/help/en/resource-access-management/latest/getting-started-create-a-ram-user
https://ram.console.aliyun.com/manage/ak
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3. Under Users, scroll down to User AccessKeys. Create a new Access Key by selecting Create AccessKey.

E (-] Alibaba Cloud Q se: Expenses Tickets ICP  Enterprise  Support A @ n &
RAM y
Basic Information Modify Basic Information
Overview Username & Copy uin 269800580856016334
dentities Display Name Created Feb 4, 2020, 14:40:16
Mote
Groups
e Authentication  Groups Permissions
Settings
Console Logon Management Modify Logen Settings  Remove Logon Settings
S50
Console Access Enabled Last Console Logon
Pe S
ermissian Required to Enable MFA - Reset Password at Next  Yes
Logon
Grants
Policies Virtual MFA Device UZF Security Key
RAM Roles
Virtual MFA Device Enable Virtual MFA Device

An application that follows the TOTP standard algorithm to generate a 6-digit verification code.

Device Status Disabled

User AccessKeys @
Create AccessKey o
AccessKey ID Status Last Used Created Actions

LTAIStBPL2fK7 TYO2wWp JEguw Enabled May 11, 2021, 01:57:55 Disable Delete

4. Note down your AccessKey ID and secret.

Once you have your ID and secret, you’ll use them in the next step to add Alibaba Cloud as a cloud provider in the
Conductor.

Set up Alibaba Cloud as a cloud provider

1. In the Conductor, select the gear icon in the upper-right to access the Settings page.

2. Select the Cloud providers tab and click + Add Cloud Providers.

3. Inthe Add Cloud Providers. dialog, select the check-mark to the right of Alibaba Cloud and click Next

4. Enter your Alibaba Cloud access and secret keys, and choose an option for Alibaba Cloud route injection.

Edit Cloud Provider X

MName
alibaba-user
Alibaba Cloud access key Alibaba Cloud secret key

Alibaba Cloud route injection

Individual traffic w

Default region [#

ug-gast-1

Finish Cancel
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5. The Alibaba Cloud route injection setting determines how new routes are added to the Alibaba Cloud routing
table. The routes are for traffic on your protected overlay network between protected devices and the Airwall
Gateway. Here are the recommended settings depending on your deployment details:

» Ifyou are using a Airwall Relay, set to Disabled.
» Ifyou want to handle traffic for devices individually, set to Individual traffic.
» If you want one route to send all traffic to the overlay port on the Airwall Gateway, set to All traffic.

Pm Note: All traffic is effectively ‘full tunnel’ mode. With Individual traffic, you could add routes that
send traffic around the Airwall Gateway.

6. By Default region, select the Refresh icon to get the list of regions from the provider, and then select your default
region.

7. Click Finish

Your Alibaba Cloud provider is displayed in the Configured Cloud Providers list.

& Alibaba Cloud Actions =
Alibaba Cloud route injection Disabled
Default region us-east-1

Airwall templates +
Name Details

airwall-default [ ecs.cB.large [ vpe-0xii056mutd19h5dmsOv

Step 2: Create an Airwall Gateway template on Alibaba Cloud

1. In the Conductor, select the gear icon in the upper-right to access the Settings page, and go to the Cloud
providers tab.

2. In the Configured Cloud Providers list, under Alibaba Cloud, select the + next to Airwall templates.

3. Give your template a descriptive name, and then select the Image and network options you want for Airwall
Gateways created with this template.

Note: To select subnets, you need to select a Network (VPC) first.
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Add Alibaba template X
Name Airwall Conductor URL
Airwall-500 cond.example.com:8096

Default region [#
us-east-1

Image and network options

Machine type

ecs.cb.large s
Airwall gateway image ID Airwall agent VM image ID
Airwall-x86_64._r2.2.5-890-prod (n * s
Network (VPC)
tnw-network (vpc-0xii056mutd19h + + Create new network
Subnet options
Public subnet Protected subnet

tnw-protected-subnet (vsw-Oxi7kr #

<«

tnw-public-subnet (vsw-0xigvv2hz

Save Cancel

4. Select Save
Step 3: Deploy Airwall Gateways on Alibaba Cloud

You must Set up Alibaba Cloud as a cloud provider on page 439 before you can add an Airwall Gateway in the
Conductor

1. On the Airwalls page, (or in Conductor Settings, under Cloud providers), click Create cloud Airwall, and select
Alibaba Cloud Airwall.

& Create cloud Airwall ~ B4 Create £

® Alibaba Cloud Airwall
& Amazon Web Services Airwall
& Microsoft Azure Airwall

®@ Google Cloud Airwall

2. Inv2.2.8 and later, select the type of Airwall to create, and select Next.

3. Inv2.2.8 and later, if you want to use a template to create the Airwall Gateway, select the template, select Next,
and then give the Airwall Gateway a descriptive name. You can then skip to the next step.
To continue without a template and enter the information manually, just select Next.

a) Ifyou are filling in information manually, or want to change the template, fill in the Name and Image and
network options for this Airwall Gateway. For Machine type, the default typically works. You can select a
different size if needed for your purposes.
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Create Alibaba Airwall x
Name Airwall Conductor URL
Alibaba Airwall pogo2.temperednetworks.com:80¢

Default region [#

us-west-1
Image and network options
Machine type

ecs.ch.large =

Airwall gateway image ID

Tempered Airwall Gateway v2.2.1

LL3

Network (VPC)

test_network-vpc (vpc-ri9osisqg + + Create new network

Subnet options

Public subnet Protected subnet
test_network-vsw-pub (vsw-rj9C = test_network-vsw-pro (vsw-rj9b #
<< Back >> Next Cancel

b) Under Airwall gateway image ID, pick the Airwall Gateway image you want to use. The list shows the
Airwall Gateway images available on your cloud provider.

¢) Ifyou do not have a pre-configured virtual network, you need to create a new network. Click Create new
network and fill in the form:

* Network CIDR — Enter an available network address and subnet mask in CIDR notation.

* Public subnet CIDR — Must be a subnet of the main network. Traffic flows between the underlay interface
of the Airwall Gateway and the Public IP address object in Azure.

* Protected subnet CIDR — Must be a subnet of the main network. Traffic must pass through theAirwall
Gateway or through manually-crafted routes.

When you’re finished entering the information, click Create network, and when processing is complete, click
Back.
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Create cloud Airwall

Create new network (VPC)

Network name

testDocNet

Network options
Network CIDR

192.168.0.0/16

Public subnet CIDR Protected subnet CIDR

192.168.0.0/24 192.168.1.0/24

+ Create network

<< Back Cancel

d) Back on the Create cloud Airwall page, sclect the network and public and protected subnets you just created.
4. Click Next.
5. Check the summary. If everything is correct, click Create cloud Airwall.
6. Click Finish. It may take up to 5 minutes for Alibaba Cloud to create the Airwall Gateway.
You’ve completed creating an Airwall Gateway on Alibaba Cloud, and now need to provision, License, and configure
it. For help, see Provision and License Airwall Edge Services on page 193 and Configure Airwall Edge Service

Settings on page 359.
Step 4: (Optional) Change your Elastic IP Bandwidth Setting

The Airwall Gateway images on Alibaba Cloud use the following default values for elastic IP:

*  Bandwidth: 5 Mbps
» InternetChargeType: PayByTraffic
* InstanceChargeType: Postpaid (Pay-As-You-Go)

You can change the bandwidth value once the Airwall Gateway is deployed, however be aware that the bandwidth
rate may increase when you edit this value. For more information on how to change the bandwidth, see Alibaba help.

Amazon Web Services — Set up an Airwall Gateway

Prerequisites
Required licenses An Airwall 300v license for each virtual Airwall
Gateway you are setting up.
Supported versions Conductor v2.2.3 and later

To deploy a cloud Airwall Gateway on Amazon Web Services (AWS) you need the following:

*  An AWS access key ID and secret access key pair to create the AWS cloud provider. If you do not already have
a key pair created in your AWS account, you need to create one as follows: Click your username and select My
Security Credentials in the drop-down.


https://www.alibabacloud.com/help/doc-detail/65206.htm?spm=a2c63.p38356.879954.8.1faf8210tnP0vt#task-525651
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Q ~  Global v Support v

My Account
My Organization

nt ( v o9 dle .
My Billing Dashboard

My Security Credentials

Sign Out

Orurns; aruAvvo cuppure roryoUr protection, create a

and rhannea it nerindirallv
For more information about access keys, see AWS Security Credentials in the AWS documentation.

Note: If you create an access key in your AWS root account, you can only retrieve the secret key portion
when you create it. If you anticipate using the same key at a later date, we recommend you create an IAM
user with access to your security keys instead of relying on root access keys.

\J

» The address and port of your Conductor.

* An Airwall Gateway AMI, shared to your account by Tempered Fulfillment when you purchased your AWS
Airwall Gateway.

Set up an Airwall Gateway on AWS
There are three steps required to deploy an Airwall Gateway to your AWS account:

1. Add the AWS provider to your Conductor as a cloud provider
2. Create an Airwall Gateway deployment template
3. Deploy one or more Airwall Gateways using the template

Set up AWS as a cloud provider

In the Conductor, select the gear icon in the upper-right to access the Settings page.

Select the Cloud providers tab and click + Add Cloud Providers

In the Add Cloud Provider dialog, select the check-mark to the right of Amazon Web Services and click Next
Enter your AWS access key, AWS secret key, and Default region

W=

Edit Cloud Provider x

AWS access key AWS secret key

AWS route injection

Individual traffic s

Default region [Z'
us-east-2

Finish Cancel

5. The AWS route injection setting determines how new routes are added to the AWS routing table. The routes are
for traffic on your protected overlay network between protected devices and the Airwall Gateway. Here are the
recommended settings depending on your deployment details:

» Ifyou are using a Airwall Relay, or want to manage routes on your own, set to Disabled.


http://docs.aws.amazon.com/console/general/aws-credentials
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Important: If your Airwall's subnet has a route table with existing or planned future routes, then
. do not set route injection to Individual traffic or All traffic. This removes these existing and future
routes from the route table, retaining only routes created by Conductor.
» Ifyou want to handle traffic for devices individually, set to Individual traffic.
» If you want one route to send all traffic to the overlay port on the Airwall Gateway, set to All traffic.

Note: All traffic is effectively ‘full tunnel’ mode. With Individual traffic, you could add routes that
send traffic around the Airwall Gateway.

6. Click Finish

0
\J

Your AWS cloud provider is displayed in the Configured Cloud Providers list.

Configured Cloud Providers & Create Cloud HIPservice | 4 Add Cloud Provider...
& Amazon Web Services Actions v
AWS route injection Disabled
Default region us-west-1
HIPservice templates +

Name Details

Create an Airwall Gateway deployment template in AWS

In AWS, create an Airwall Gateway deployment template.

Add an AWS Airwall Gateway

You must Set up Amazon Web Services (AWS) as a cloud provider on page 433 before you can add an Airwall
Gateway in the Conductor

1. On the Airwalls page, (or in Conductor Settings under Cloud providers tab), select New cloud Airwall, and then
select Amazon Web Services Airwall.

& Create cloud Airwall ~ B3 Create £

i Alibaba Cloud Airwall
® Amazon Web Services Airwall
& Microsoft Azure Airwall

& Google Cloud Airwall

2. Inv2.2.8 and later, select the type of Airwall to create, and select Next.

3. Inv2.2.8 and later, if you want to use a template to create the Airwall Gateway, select the template, select Next,
and then give the Airwall Gateway a descriptive name. You can then skip to the next step.

To continue without a template and enter the information manually, just select Next.

a) If you are filling in information manually, or want to change the template, fill in the Name and Image and
network options for this Airwall Gateway. For Machine type, the default typically works. You can select a
different size if needed for your purposes.
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Create AWS Airwall X
Name Airwall Conductor URL
AWS Airwall myconductor.com:8096

Default region [#
us-east-1
Image and network options
Machine type Enhanced networking

t2.medium $

Airwall gateway image ID

Airwall-x86_64_r3.0.0-1621-combi

“»

Network (VPC)
vpc-012ff17b B =+ Create new network

Subnet options

Public subnet Protected subnet
subnet-e229ab85 | us-east-1b s subnet-e6dab54ba | us-east-1a s
<< Back >> Next Cancel

b) Under Airwall gateway image ID, pick the Airwall Gateway image you want to use. The list shows the
Airwall Gateway images Tempered shared with your account.

Note: If you are not seeing the Airwall Gateway images, check your order email.

c¢) Ifyou do not have a pre-configured virtual network, you need to create a new network. Select Create new
network and fill in the form:

* Network CIDR - Enter an available network address and subnet mask in CIDR notation.

* Public subnet CIDR — Must be a subnet of the main network. Traffic flows between the underlay interface
of the Airwall Gateway and the Public IP address object in AWS.

* Protected subnet CIDR — Must be a subnet of the main network. Traffic must pass through theAirwall
Gateway or through manually-crafted routes.

When you’re finished entering the information, select Create network, and when processing is complete,
select Back.
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Create AWS Airwall x

Create new network (VPC)

Network name

test-net

Network options

Network CIDR Availability zone
192.168.0.0/16 eu-central-1b $
Public subnet CIDR Protected subnet CIDR
192.168.1.0/24 192.168.2.0/24
« Create network
<< Back Cancel

d) Back on the Create cloud Airwall page, sclect the network and public and protected subnets you just created.
4. Check the summary and if everything is correct, select Create cloud Airwall.
5. Select Finish. It may take up to 5 minutes for Amazon Web Services to complete creating the Airwall Gateway.
You’ve completed creating an AWS cloud Airwall Gateway, and now need to configure Provision, License, and

configure it. For help, see Provision and License Airwall Edge Services on page 193 and Configure Airwall Edge
Service Settings on page 359.

Microsoft Azure — Set up an Airwall Gateway
You can configure cloud Airwall Gateways on Azure from your Conductor.

Prerequisites
Required licenses An Airwall 300v license for each virtual Airwall
Gateway you are setting up.
Supported versions Conductor v2.2.3 and later

Before you start, you need

* Access to a Microsoft Azure account with billing set up. If you do not have an account, you can create a free
Microsoft Azure account and upgrade it to a full account later.

» Setup and license an Airwall Conductor.
Create an Azure Application to connect to the Airwall Conductor
Check your Azure documentation for the most recent instructions on creating an application.

1. In Azure, in Active directory, under App registrations, register or choose an application to act as Airwall API
endpoint.

2. Inthe Azure application, in Certificates & secrets, create a new client secret for the app to connect to Conductor.
Copy it to a secure location.

Important: You must copy the new client secret value at this step, because you won’t be able to retrieve
. the key later.

3. From the Azure application you created, note the following information:


http://azure.microsoft.com/
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* Azure Application ID — Get from the Azure application Overview page.
» Azure Application key — The client secret you noted above.

* Azure Subscription ID — In Azure, under Users, get the subscription details to find the ID. It’s also at the top
of your Powershell window.

» Directory ID — Get Directory (tenant) ID from the Azure application Overview page.

Microsoft Azure | £ Séa (&) e —
v ~ DEFS o

AW Conductor
v

Call APIs Documentation
a P,
O e o
o 4
Tl e .

Sign in users in 5 minutes

NET NET oy &

4. Set up a role for the application you created to use as authorization to create Airwall Gateways in your Azure
environment.
a) From Subscriptions, select your subscription, and then select Access control (IAM).

b) Add arole assignment, and assign the App you created to the role: For Role, select Contributor, and for
Assign access to, select User, group, or service principal, and then search for your App. You can also select
a custom role with the permissions you want. For more information, see Azure help: Create a role in the Azure
portal.

Accept Azure Terms for the Airwall Gateway Images

Before you can create Airwall Gateways in the Conductor, you’ll need to accept terms on Azure for the versions of
the Airwall Gateway that you plan to deploy. You only have to accept terms in your current Azure subscription once
for each version.

1. In Azure, open Powershell.

2. Enter the following command, changing the —urn value to the images for the Airwall Gateways you’re trying to
deploy. For example:

az vm image terms accept --urn tempered-networks-inc:tempered-airwall-
v3:tempered-airwall-byol-v300:3.0.0

You can get the value you need for —urn in the Conductor from the summary page when you are creating the

cloud Airwall Gateway. Copy the value for Airwall image ID, and then change the forward slashes to colons. For
example, if the drop down list shows an image id of tempered-networks-inc/tempered-airwall-v3/
tempered-airwall-byol-v300/3.0.0, edit for the ——urn to tempered-networks—-inc:tempered-
airwall-v3:tempered-airwall-byol-v300:3.0.0.

Add Azure as a Cloud Provider in Conductor

1. In Conductor Settings, open the Cloud providers tab.
2. Under Configured cloud providers, click Add cloud provider, and then select MS Azure.
3. Fill in the form, using the values noted when creating an application in Azure:

» Application ID — Enter the Azure Application ID.

* Client secret — Enter the Azure Application key.
* Subscription ID — Enter the Azure Subscription ID.


https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/roles-create-custom#create-a-role-in-the-azure-portal
https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/roles-create-custom#create-a-role-in-the-azure-portal
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* Tenant ID — Enter the Directory (tenant) ID.

4. The Azure route injection setting determines how new routes are added to the Azure routing table. The routes
are for traffic on your protected overlay network between protected devices and the Airwall Gateway. Here are the
recommended settings depending on your deployment details:

» Ifyou are using a Airwall Relay, or want to manage routes on your own, set to Disabled.

Important: If your Airwall's subnet has a route table with existing or planned future routes, then
. do not set route injection to Individual traffic or All traffic. This removes these existing and future
routes from the route table, retaining only routes created by Conductor.
» If you want to handle traffic for devices individually, set to Individual traffic.
» If you want one route to send all traffic to the overlay port on the Airwall Gateway, set to All traffic.

Note: All traffic is effectively ‘full tunnel’ mode. With Individual traffic, you could add routes that
send traffic around the Airwall Gateway.

5. For Default region, click the Sync icon to check the connection and fill in your options. When it connects, select
your default region from the list.

\J

Edit Cloud Provider

Application ID Tenant ID
4243d2c6-28ba-4daf-bGaa-7i = 000 seesessses
Subscription ID Application key
Tel1fd3a2-f5b7-49ca-B416-ck = | sesseseses
Azure route injection

Individual traffic j

Default region [

northeurope

<< Back Finish Cancel

6. Click Finish.
You’re now ready to create cloud Airwall Gateways in Azure in the Conductor.
Add an Azure Cloud Airwall Gateway

You must Set up Microsoft Azure as a cloud provider on page 434 before you can add an Airwall Gateway in the
Conductor

1. On the Airwalls page, (or in Conductor Settings Cloud providers tab), select New cloud Airwall, and then select
Microsoft Azure Airwall.
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& Create cloud Airwall * B3 Create £

3 Alibaba Cloud Airwall
® Amazon Web Services Airwall
& Microsoft Azure Airwall

& Google Cloud Airwall

2. Inv2.2.8 and later, select Create stand-alone Airwall gateway, and then Next.

3. Inv2.2.8 and later, if you want to use a template to create the Airwall Gateway, select the template, select Next,
and then give the Airwall Gateway a descriptive name. You can then skip to the next step.
To continue without a template and enter the information manually, just select Next.
a) If you are filling in information manually, or want to change the template, fill in the Name and Image and

network options for this Airwall Gateway. For Machine type, the default typically works. You can select a
different size if needed for your purposes.

Create Azure Airwall X
Name Airwall Conductor URL

Azure Airwall myconductor.com:8096
Default region [# Resource group

westus2 4

None selected

Image and network options
Machine type

Enhanced networking
Standard_A2_v2 v

Airwall gateway image ID

. PublicIP @

tempered-airwall-byol-v300 3.0.0 v

Network (VPC)
test-cell-netVnet (westus2-net/te: v + Create new network

Subnet options

Public subnet Protected subnet
test-cell-netPublicSubnet (westus v test-cell-netProtectedSubnet2 (w v

<< Back >> Next Cancel

b) Under Airwall gateway image ID, pick the Airwall Gateway image you want to use. The list shows the
Airwall Gateway images available on your cloud provider.

c¢) Ifyou do not have a pre-configured virtual network, you need to create a new network. Click Create new
network and fill in the form:

* Network CIDR — Enter an available network address and subnet mask in CIDR notation.

* Public subnet CIDR — Must be a subnet of the main network. Traffic flows between the underlay interface
of the Airwall Gateway and the Public IP address object in Azure.

* Protected subnet CIDR — Must be a subnet of the main network. Traffic must pass through theAirwall
Gateway or through manually-crafted routes.

When you’re finished entering the information, select Create network, and when processing is complete,
select Back.
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Create Azure Airwall x

Create new network (VPC)

Network name

test-net

Network options

Network CIDR Availability zone
192.168.0.0/16 eu-central-1b $
Public subnet CIDR Protected subnet CIDR
192.168.1.0/24 192.168.2.0/24
« Create network
<< Back Cancel

d) Back on the Create cloud Airwall page, sclect the network and public and protected subnets you just created.
4. Check the summary and if everything is correct, select Create cloud Airwall.
5. Select Finish. It may take up to 5 minutes for Microsoft Azure to complete creating the Airwall Gateway.
You’ve completed creating an Azure cloud Airwall Gateway, and now need to configure Provision, License, and

configure it. For help, see Provision and License Airwall Edge Services on page 193 and Configure Airwall Edge
Service Settings on page 359.

Provision and License Airwall Edge Services
How to provision and license Airwall Edge Services. You need to add Airwall Edge Services licenses to the
Conductor before you can provision and license Airwall Edge Services.

1. In Conductor, open Settings, and go to the Licensing page.

2. If you have a license voucher, Add Airwall Edge Service Licenses to the Conductor on page 192. If you don’t
have a license voucher, contact sales@tempered.io to get one before continuing.

3. Install the Airwall Edge Services you want to license and connect them to the Conductor. For more information,
see Deploy and Configure Airwall Edge Services on page 274 and Connect Airwall Gateways to the Conductor
on page 292.

4. Under Provisioning Requests, select the check boxes for the Airwall Edge Services you want to provision,
and under the Actions dropdown, click Grant Request to provision your Airwall Edge Services. They should
reconnect to the Conductor and appear in your Airwall Edge Services list as unmanaged.

Note: You can also grant provisioning requests from the Provisioning tab on the Dashboard.

5. On pre 2.2x Conductors, click Sync.
6. On the Conductor dashboard, click the Show all Airwalls box and filter the Airwall Edge Services by unmanaged.

7. In the row for the Airwall Edge Service you want to license, in the far right column, click the arrow to open the
drop down menu, and select Manage Airwalls.


mailto:sales@tempered.io
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Airwall™ edge Show all Airwalls
services
Airwall « Model Status /
» AW-500 Physical Airwall-500 ] ®
© BHI@401304E17CBE5801100057 v2.2.3
» Cloud Airwall Relay [EETITg Airwall-300v #¥ 172.16.0.60 al
)23

& BHI40130#EC2397DBTAAE v223

Set up an Underlay IP NAT to Connect to your Azure Airwall Gateway
If you want other Airwall Edge Services to be able to connect to your Azure cloud Airwall Gateway, you need to set
up a port group on your Underlay to connect to the public IP Azure creates for your Airwall Gateway.

To see if it’s set up yet, open the Azure Airwall Gateway in the Conductor. If you see a Source IP next to Online
status, you need to set it up. The public IP is also accessible from the newly created resource group for your Azure
Airwall Gateway.

A N

On the Azure Airwall page, on the Airwall tab, copy the Source IP next to Online status.
Go to the Ports tab.

Open the Underlay Port group, and click Edit Settings.

In Underlay IP (NAT), enter the Source IP you copied above.

Select Update Settings.

You now have an Azure cloud Airwall Gateway set up and ready to use.

Troubleshoot Setup on an Azure Cloud Airwall
If you get an “Authorization failed” message when trying to create an Azure cloud Airwall, you need to accept terms
for the image you’re using. See Accept Azure Terms for the Airwall Gateway Images on page 325 .

Add network interfaces to an Azure Virtual Machine
If you have resources in multiple virtual subnets within Azure that you want to protect with a single 300v Airwall
Gateway, you can add additional network interfaces to the two included in a standard Azure 300v deployment.

Note: You can add as many additional network interfaces as the Azure instance allows.

Supported Versions Conductor and Azure Cloud Airwall Gateways v3.0 and
later
Required Role » System or network administrators

* Permissions to edit the Azure Cloud Airwall
Gateways. You need to be a manager of at least one
overlay that these Airwall Gateways are in.

Supported on these Airwall Edge Services Airwall Gateway 300v only.

Before you Begin

Before you add an interface, consider:

Cost — An Azure virtual machine (VM) that supports multiple interfaces increases the cost, so weigh the costs and
benefits of adding more network interfaces versus deploying multiple 300v Airwall Gateways.

Machine type — If you are using the default Azure VM, Standard A2 v2, you must upgrade the machine type

to one that supports the number of NICs you want. A list of available NICs per machine type is available in the
Azure documentation. Select a machine series from the list (for example, the Av2-series) and scroll to the right in
the table to find the maximum number of NICs.

Update your Conductor and Airwall Gateway 300v to v3.0 — v3.0 is required to manage the route injection for
devices on the additional network interfaces.

Add a Network Interface (NIC) to an Azure 300v deployment


https://docs.microsoft.com/en-us/azure/virtual-machines/sizes-general
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These instructions may change. Please refer to the Azure documentation for updated information.

1. Go to the Azure VM that is hosting your 300v Airwall Gateway.
2. Stop the Azure VM.

\ test-pub-hs01Vm - Microsoft . X { Conductor - Airwall gateway - x | +

() https://portal.azure.com/#@temperedtestoutlook.onmicrosoft.comjresource/subscriptions/7e1f a.. L@ ¢ U Ol “

temperedtest@outlook.... @

Microsoft Azure £ Search resources, services, and docs (G+/)
DEFAULT DIRECTORY @

& test-pub-hs01Vm

T e

Connect  [* Restart Stop Capture Delete Refresh Open in mobile cu/es Feedback
- )
< Ovenview ' Advisor (1 of 3): Right-size or shutdown undenutilized virtual machines

B Activity log
Essentials

Access control (IAM)
urce group (! : g : Linux (openwrt r7808-ef686b7202)
# Tags . . "
Status : Running : Standard A2 v2 (2 vepus, 4 GiB memory)

DRqrocaln Jeolvelp ek ane Location : Central US Public IP addr
Settings Subscription ( : Virtual network/subnet :

: Telfd3a2-f5b7-49ca-8416-cb0abaffdaaa DNS
B Networking

Connect

& Disks Properties  Monitoring  Capabilities (7) ~ Recommendations (3) Tutorials

Size

Virtual machine 5
D6381CBD4DES Public IP addr

Security

® Advisor recommendations Public IP address

Extensions + applications ng syste Linux (openwrt r7808-ef68667292) Private IP address 105005

Continuous delivery - Private IP addr
Offel - Virtual nel
Availability + scaling il IRl
Plan - DNS name
Configuration
VM generation

Identity

Properties Standard A2 v2

2
Locks

3. Go to Settings > Size, and select a new machine type. This screenshot shows upgrading to a Standard A4 v2 that
allows up to 4 NICs.
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\ test-pub-hs01¥m - Microsoft . X { Conductor - Airwall gateway B Av2-series - Azure Virtual Mac X

A https://portal.azure.com/#@temperedtestoutlook.onmicrosoft.comjresource/subscriptions/7e1 g u {3 \ {E “

temperedtest@outlook.... @

Microsoft Azure £ Search resources, services, and docs (G+/)
DEFAULT DIRECTORY @0

@ test-pub-hsO1Vm | Size
Virtual machine
O A4 Display cost : Monthly wCPUs : Al RAM (GiB) : All
" overview
Showing 4 of Subscription: Region: Current size:

B Activity log 346 VM sizes. Pay-As-You-Go Central US Standard_A2_v2 Group by series

Access control (IAM) VM Size Ty Family 1. VCPUs Ty RAM (GiB) T Data disks T, Max [OPS Ty, Temp storage (€

¢
= A-Series v2 Best suited for entry level workloads (development o test)

Diagnose and solve problems o General purpase g 0
Settings Adm_v2 General purpose 32 8
B Networking > Insufficient quota - regional limit Regional vCPUs are insufficient to deploy these sizes
Connect
S Disks
¥ Size
W Security
@ Advisor recommendations
[ Extensions + applications
Continuous delivery
Availability + scaling
[

Identity

) Prices presented are estimates in your lacal currency that include only Azure infrastructure costs and any discounts for the subscription and location. The
Properties i o ° J 0 © N e S
prices don't include any applicable software costs. Final charges will appear in your lacal currency in cost analysis and billing views.

Locks

4. In the 300v’s Resource Group, create a new Network Interface object (NIC).

Gl 6

temperedtest@outlook.... (@
DEFAULT DIRECTORY @0

Microsoft Azure 2 Search resources, services, and docs (G+/)

Network interface

Microsoft

Network interface

Microsoft

3.7 (3 Azure ratings}

Overview  Plans  Usage Information + Support  Reviews

Netwark Interfaces are used to configure IP addresses, Virtual Network settings, and DNS servers that will be assigned to a Virtual Machine. Microsoft Azure supports
attaching multiple Network Interfaces (NICs) to a Virtusl Machine for additional flexibility in network connectivity options.

More products from Microsoft

© = ®

Workspace Microsoft HPC Pack 2012 R2 Windows 10 loT Core Web App
Services

Microsoft Microsoft Microsoft Microsaft
Virtual Machine Virtual Machine Azure Service Azure Service

Azure Virtual Desktop resource Enterprise-class HPC solution. Easy to Commercialize your project with Enjoy secure and flexible
deploy, cost-effective and supports enterprise-grade security and development, deployment, and
Windows/Linux workloads. support saaling options for your web app

Create Create Create v Create
hitps:/fportal.azure.comj
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5. Under the Azure VM’s SettingsNetworking, select Attach network interface and under Attach existing
network interface, select the network interface you created.

1 test-pub-hs01vm - Microsoft %
https://portal.azure.comf

Microsoft Azure

#% test-pub-hs01Vm | Networking

Virtual machine

Attach network interface

= Overview
B Activity log

Access control (IAM)

ub-hs01Protected

# Tags

” Diagnase and solve problems
Settings
5 Networking

Inbound port rules
Connect b=

\ test-pub-hsO1ProtectedNic - | X

Outbound port rules

£ Search resources, services, and docs (G+)

Detach network interface

Attach network interface

Disks % Network security group
Impacts 0 subnets, 1 network interfaces

Size .

Priority
Security

100
Advisor recommendations

101
Extensions + applications

102
Continuous delivery
Availability + scaling
Configuration
Identity
Properties

Locks

6. Restart the Azure VM.

Name

HIPRule

SSHRule

MAPRule

& ICMPRule

http

AllowVinetinBound
AllowAzureLoadBalancerinBound

DenyAllinBound

Conductor - Airwall gateway

Application security groups

Feedback

! isting netwaork interface

(attached to network interface:

Protacol

Load balancing

Av2-series - Azure Virtual Ma

Source

00.00/0

00.00/0

00.00/0

Any

Any
VirtualNetwork
AzureloadBalancer

Any

3=

temperedtest@outlook.... @
DEFAULT DIRECTORY @0

Destination
0.0.00/0
0.0.00/0
0.0.00/0
Any

Any

VirtualNetwork



\ test-pub-hs01Vim - Microsoft = x

a

Microsoft Azure

& test-pub-

Virtual machine

T overview
B Activity log
Access control (IAM)
# Tags
Diagnose and solve problems
Settings
B Networking
Connect
S Disks
= size
W Security
@ Advisor recommendations
[ Extensions + applications
& Continuous delivery
* Auvailability + scaling
# Configuration
% Identity
1.l Properties

Locks

(3 https:f/portal.azure.com/#@temperedtestoutlook.onmicrosoft.

1Vm

\ test-pub-hs01ProtectedNic - | X

£ Search resources, services, and docs (G+/)

Cannect Start Capture Delete

Advisor (1 of 3): Right-size or shutdown underutilized virtual machines

Essentials
Resource group {
Status : Stopped (deallocated)
Location : Central US
Subscription

Subscription ID

: Te1fd3a2-f5b7-49ca-8416-cbOabaffdaaa

Tags (Edi}

Properties  Monitoring  Capabilities (7) ~ Recommendations (3)

M virtual machine

Computer name test-pub-hs01Vm
Health s

Operating

Publisher

Offer

Plan

VM generation

Host group

Host

Proximity plas
group

T Conductor - Airwall gateway

mjresource/subscriptions/7e1

Refresh
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B Av2-series - Azure Virtual Mac

Gl 0

temperedtest@outlook....
DEFAULT DIRECTORY @0

Open in mobile cu/ps Feedback

inux

: Standard Ad v2 (4 vepus, 8 GiB memory)

Public IP address

Virtual network/subnet :

DNS name

Tutorials

5

Public IP address

Public IP address (IPv6) -
Private IP address 105005
Private IP address (IPv6) -

Virtual n

DNS name

Standard Ad v2
vCPUs 4
RAM

Once the Azure VM reconnects to the Conductor, the 300v updates its port information with a third network interface
with the overlay gateway IP already configured:
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\ test-pub-hs01¥m - Microsoft = X \ test-pub-hs01ProtectedNic - | X T Conductor - Airwall gateway X m AvZ-series - Azure Virtual Ma: X

(@] A Not Secure | https://dale.temperednetworks.com/ap

Dashboard vel Devices  Airwalls  Visibility People
@ Pin items for quick access 1
?
azure-relay-centralus #* 105005 |
Airwall gateway Local devices Ports Reporting Cloud Diagnostics Intrusion prevention Edit settings
Port configuration Failover settings Port mirroring Serial over IP
Ports c
Port1  Port2 = Port3 Interfaces Assigned  IP address MAC Default gateway MTU VLAN
Port 3 v 10.50.2.4/24 00:0d:3a:a5:90:a4 1500
- - -

Port groups

» Underlay Port Group 1 [Port 1]
> [CEEETIET Overlay Port Group 1 [Port2]
~ [IEETIIT Overlay Port Group 2 aD
Name Interfaces
Qverlay Port Group 2 Port 3
IP addresses Type IP address (CIDR) @ Gateway
Static IPva 10.50.2.4/24
Enable source NAT @ Enable MAC masquerading @ Routed traffic only @ DHCP settings
No No No Configure v4...
Static routes
MNone
Google Cloud (GCP) — Set up an Airwall Gateway
To set up an Airwall Gateway in Google Cloud Platform (GCP), complete the following steps.
Prerequisites
Required licenses An Airwall 300v license for each virtual Airwall
Gateway you are setting up.
Supported versions Conductor v2.2.3 and later

Note: You should be familiar with using Google Cloud before attempting to deploy a Tempered Conductor or
/ Airwall Gateway on the platform. To get started, we recommend you review the following content offered by
Google:

* Google Cloud Platform Overview

* Google Cloud Storage

+ Virtual Private Cloud

* Google Compute Engine Documentation

Set up an Airwall Gateway on Google Cloud
There are two steps required to deploy an Airwall Gateway to your Google Cloud account:

1. Set up Google Cloud as a cloud provider
2. Add one or more Airwall Gateways either from the Conductor or GCP marketplace:

* Add an Airwall Gateway from the Conductor on page 335
* Add an Airwall Gateway from GCP marketplace on page 337

Set up Google Cloud as a cloud provider


https://cloud.google.com/docs/overview/
https://cloud.google.com/storage/docs/
https://cloud.google.com/vpc/
https://cloud.google.com/compute/docs/
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1. Download a JSON key from your Google Cloud account. For assistance, see Google Cloud help: https://
cloud.google.com/iam/docs/creating-managing-service-account-keys.

Note: Save the key file somewhere you can access it easily. You will need the information in this file
when configuring the Google Cloud provider in the Conductor.

\J

Log in to your Conductor, and click the gear icon in the upper right to open Settings.
On the Cloud providers tab, select Add cloud provider.
Select Google Cloud, and then Next.

Fill in the Google project ID, Client email, and Private key fields with the corresponding information from the
key file you downloaded.

A S

Edit Cloud Provider X

Google project ID Client email

- 1 my-project-id my-unique-sa@my-project-id
2 “type": “service_account"

3 "pro ig" ) Private key Google Cloud route injection

4 pri 1234private1234key1234191234exampl”, .
5 “pr PRIVATE KEY-—- [uﬂm[:nwg!ﬂfv - Disabled N
€ - sa@my-project-id. example. con",

Default region

us-centrall <

Finish Cancel

6. The Google Cloud route injection setting determines how new routes are added to the Google Cloud routing
table. The routes are for traffic on your protected overlay network between protected devices and the Airwall
Gateway. Here are the recommended settings depending on your deployment details:

» Ifyou are using a Airwall Relay, or want to manage routes on your own, set to Disabled.

Important: If your Airwall's subnet has a route table with existing or planned future routes, then
. do not set route injection to Individual traffic or All traffic. This removes these existing and future
routes from the route table, retaining only routes created by Conductor.

» Ifyou want to handle traffic for devices individually, set to Individual traffic.
+ If you want one route to send all traffic to the overlay port on the Airwall Gateway, set to All traffic.

Note: All traffic is effectively ‘full tunnel’ mode. With Individual traffic, you could add routes that
send traffic around the Airwall Gateway.

7. Click Finish.

0
>

Note: If you need more information about Google Cloud Service Accounts, see https://cloud.google.com/
iam/docs/creating-managing-service-accounts.

\J

Add an Airwall Gateway from the Conductor

You must Set up Google Cloud as a cloud provider on page 334 before you can add an Airwall Gateway in the
Conductor

1. On the Airwalls page, (or in Conductor Settings Cloud providers tab), click New cloud Airwall, and select
Google Cloud Airwall.


https://cloud.google.com/iam/docs/creating-managing-service-account-keys
https://cloud.google.com/iam/docs/creating-managing-service-account-keys
https://cloud.google.com/iam/docs/creating-managing-service-accounts
https://cloud.google.com/iam/docs/creating-managing-service-accounts
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& Create cloud Airwall * B3 Create £

3 Alibaba Cloud Airwall
® Amazon Web Services Airwall
& Microsoft Azure Airwall

& Google Cloud Airwall

2. Inv2.2.8 and later, select Create stand-alone Airwall gateway, and then Next.

3. Inv2.2.8 and later, if you want to use a template to create the Airwall Gateway, select the template, select Next,
and then give the Airwall Gateway a descriptive name. You can then skip to the next step.

To continue without a template and enter the information manually, just select Next.

a) If you are filling in information manually, or want to change the template, fill in the Name and Image and
network options for this Airwall Gateway. For Machine type, the default typically works. You can select a
different size if needed for your purposes.

Create Google Airwall x
Name Airwall Conductor URL
Google Cloud Airwall myconductor.com:8096

Default region [#'
us-centrall

Image and network options

Availability zone Machine type
us-centrall-a $ n1-highcpu-2 $
Airwall gateway image ID
tempered-airwall-v2212-20210527 #
Public network (VPC) Protected network (VPC)
dnt-public-network $ dnt-protected-network $
<+ Create new network
Subnet options
Public subnet Protected subnet
dnt-public-subnet-us-centrall s dnt-protected-subnet-us-centrall #
<< Back >> Next Cancel

b) Under Airwall gateway image ID, pick the Airwall Gateway image you want to use. The list shows the
Airwall Gateway images available on your cloud provider.

¢) If you do not have a pre-configured virtual network, you need to create a new network. Click Create new
network and fill in the form:

* Network CIDR — Enter an available network address and subnet mask in CIDR notation.

* Public subnet CIDR — Must be a subnet of the main network. Traffic flows between the underlay interface
of the Airwall Gateway and the Public IP address object in Azure.

* Protected subnet CIDR — Must be a subnet of the main network. Traffic must pass through the Airwall
Gateway or through manually-crafted routes.

When you’re finished entering the information, select Create network, and when processing is complete,
select Back.
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Create Google Airwall x

Create new network (VPC)

Network name

test-google-net

Network options
Public subnet CIDR Protected subnet CIDR
192.168.170.0/24 192.168.172.0/24

« Create network

<< Back Cancel

d) Back on the Create cloud Airwall page, select the network and public and protected subnets you just created.
4. Check the summary and if everything is correct, select Create cloud Airwall.

5. Select Finish. It may take up to 5 minutes for Google Cloud to complete creating the Airwall Gateway.

You’ve completed creating a Google cloud Airwall Gateway, and now need to configure Provision, License, and
configure it. For help, see Provision and License Airwall Edge Services on page 193 and Configure Airwall Edge
Service Settings on page 359.

Add an Airwall Gateway from GCP marketplace
To set up an Airwall Gateway in Google Cloud Platform (GCP) from GCP marketplace, complete the following steps.
1. Go to the External IP addresses page. Click Reserve External Static Address.

2. Specify the Name and select the Region where your instance is going to be deployed. Click Reserve.

n VPC network < Reserve a static address
& VPCnetworks - Name* )
my-airwalkip (2] ‘

IP addresses
Lowercase letters, numbers, hyphens allowed

o
&  Bring your own IP r
Description

2 Firewall { 4

Routes Network Service Tier @

~

@ Premium (Current project-level tier, change) @
<®  VPCnetwork peering O Standard @
L)
]

Shared VPC 1P version

® IPva
O IPve

Serverless VPC access
il Packet mirroring
Type
@ Regional
O Global (to be used with Global forwarding rules Learn more (2 )
¢ Region -

us-centrall (lowa) ~ @ ‘

~ Attached to - ~
None - @ ‘
Some of the instances may be disabled due to the External IPs for VM instances'

organization policy. Learn more (2

4 Static IP addresses not attached to an instance or load balancer are billed
at a higher hourly rate Pricing details 3

RESERVE CANCEL
a


https://console.cloud.google.com/networking/addresses/list

3. Go to Tempered Airwall Gateway marketplace page.

< Product details

Tempered Airwall Gateway v3.0.0

Tem, pe red

Tempered Airwall Gateway, v3.0.0

LAUNCH VIEW PAST DEPLOYMENTS

4. Click Launch.

5. Specify the Deployment name. Sclect Zone and Machine type.

New Tempered Airwall Gateway v3.0.0 deployment

Deployment name *
tempered-airwall-v300-1

Zone
us-central1-f

Machine type
+ General purpose  Compute optimized

Machine types for common workloads, optimized for cost and flexibility

Series
N1

Powered by Intel Skylake CPU platform or one of its predecessors

Machine type
n1-highcpu-2 (2 vCPU, 1.8 GB memory)

vCPRU Memory
2 1.8GB
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6. Select Network and Subnetwork for your shared network interface. Choose the static external IP address that you

created in step 2.

Note: Selecting None results in the instance having no external internet access.

New Tempered Airwall Gateway v3.0.0 deployment

Networking

Network interfaces

Network interface

)
Network
default * @
Subnetwork
default - @
External IP
Imy-nim'nll-ip - 0]

DOMNE


https://console.cloud.google.com/marketplace/product/tempered-networks-public/tempered-airwall-v300
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7. Select Network and Subnetwork for your protected network interface. Choose None for External IP.

New Tempered Airwall Gateway v3.0.0 deployment

Networking
Network interfaces

Shared: default default (10.128.0.0/20) v
Metwork interface A
Metwork -
aio-net1-pub-net ~- @
Subnetwork
aig-net1-pub-sub-ucl *- @
External IP -
MNone ~- @
DOME

8. Specify the Source IP ranges for UDP port 10500 and ICMP traffics. Enter the Conductor IP Address. Click
Deploy.

New Tempered Airwall Gateway v3.0.0 deployment

ADD NETWORK INTERFACE

Firewall @

Add tags and firewall rules to allow specific network traffic from the Intemet

Creating certain firewall rules may expose your instance to the Internet.
Please check if the rules you are creating are aligned with your security
preferences. Learn more [4

Allow UDP port 10500 traffic from the Internet

+ Source IP ranges for UDP port 10500 traffic -
0.0.0.0/0 (2] |

Allow ICMP traffic from the Internet

- Source IP ranges for ICMP traffic

0.0.0.0/0 (2] |
- P ing .

on v @ |
Conductor Settings

Conductor IP Address or Domain Name *
[ conductor.example.com [2] I

DEPLOY

Add an interface with an associated route table on a cloud Airwall Gateway
If you need to attach a route table to an interface you’re adding in AWS or Azure, you’ll need to add the interface and
attach the route table before you reboot the Airwall Gateway.

Supported versions +  v3.0.0 Conductors
*  AWS and Azure Cloud Airwall Gateways
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Supported Roles AWS or Azure cloud administrator, and Conductor
system administrator , or network administrator with
permissions to create cloud Airwall Gateways

CAUTION: If you reboot the Airwall Gateway before you’ve associated the route table, the Conductor sees
the new interface and checks the route table. When it doesn’t find a specific one, it tries to find one, and it
may not find the correct one. It doesn’t recheck the route table once it’s found one.

For the most up-to-date information, see the documentation for your respective cloud provider.
If you’ve already rebooted, see Get an AWS Airwall Gateway to pull the correct route table on page 492.

1. Associate the route table to your new interface (for example, Port 3) subnet.
2. Create a new interface (for example, Port 3).

3. Attach the new interface to the Airwall Gateway.

4. Reboot the Airwall Gateway.

Here are some suggested resources for AWS and Azure documentation on multiple NICs:
AWS:

* Associate a protected subnet with a protected route table first: https://docs.aws.amazon.com/vpc/latest/
userguide/ WorkWithRouteTables.html#AssociateSubnet

» Attach an interface to an instance: https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-
eni.html#working-with-enis

Azure:

» Associate a protected subnet with a protected route table first:https://docs.microsoft.com/en-us/azure/virtual-
network/manage-route-table#associate-a-route-table-to-a-subnet

» Attach an interface to an instance:https://docs.microsoft.com/en-us/azure/virtual-network/virtual-network-
network-interface-vm

Airwall Gateway for Google Cloud Platform Quick Start

To get started, make sure you have access to your Google Cloud account. If you do not have an account, you can
create a free Google Cloud account and upgrade it to a full account later. If you have an existing Google Cloud
account, make sure your billing information is set up. You cannot create a project until you are able to link your
billing information to your newly created project.

Log in to Google Cloud

From a Web browser, navigate to https://console.cloud.google.com. You will see one of two pages, the Getting
Started page if you have no projects or the Home page if you have existing projects.

Step 2: Select the Tempered Airwall Gateway from the Marketplace
You will need to locate the Airwall Gateway in the Google Cloud Marketplace.
1. From your GCP Dashboard, select Marketplace on the left sidebar.

2. Inthe Search field at the top of the page, enter tempered airwall and press enter.

3. In the results list, locate and select Tempered™ Airwall.

This will take you to the product page where you can deploy the Airwall Gateway.

Tempered Airwall

Tempered
Estimated costs: $0.00/month + BYOL license fee

Tempered Airwall Enforcement Endpoint

LAUNCH ON COMPUTE ENGINE


https://docs.aws.amazon.com/vpc/latest/userguide/WorkWithRouteTables.html#AssociateSubnet
https://docs.aws.amazon.com/vpc/latest/userguide/WorkWithRouteTables.html#AssociateSubnet
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html#working-with-enis
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html#working-with-enis
https://docs.microsoft.com/en-us/azure/virtual-network/manage-route-table#associate-a-route-table-to-a-subnet
https://docs.microsoft.com/en-us/azure/virtual-network/manage-route-table#associate-a-route-table-to-a-subnet
https://docs.microsoft.com/en-us/azure/virtual-network/virtual-network-network-interface-vm
https://docs.microsoft.com/en-us/azure/virtual-network/virtual-network-network-interface-vm
https://cloud.google.com/
https://console.cloud.google.com
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Step 3: Install the Airwall Gateway Image

1. On the product page, click LAUNCH ON COMPUTE ENGINE.

2. The Airwall Gateway deployment uses a template so most settings you can leave as is, however you may want to
make the following changes:

a) Deployment name: Enter a name for your Airwall Gateway.

b) Zone: Select a zone from the drop-down. The zone determines what computing resources are available and
where your data is stored and used.

¢) Machine type: Leave as is. Machine type determines the amount of memory, virtual cores, and persistent disk
limits for the Airwall Gateway. The default settings are required for the instance to function correctly.

d) Public network: You can leave the defaults as is and a new network will be created for you. If you have a
previously created network you want to use, you can select it here.

e) Networking: Leave the Firewall, and IP forwarding fields as is.

f) Protected Network: This network must be different from the network you selected in the Public Network
section. In the Network drop-down, select protected. A new network will be created for you. If you have a
previously created network you want to use, you can select it here.

g) Click Show Conductor configuration options to expose the Conductor IP Address ir Domain Name field,
and enter the address to your Conductor. If you do not know this address, you need to obtain it from the owner
of your Conductor. You cannot complete the deployment of your Airwall Gateway without it.

Note: Some fields may be hidden based on your screen size. To view these fields, click More button to
expand the list.

0
>
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Deployment name

tempered-hipswitch-v21-1

Zone

us-central1-f -
Machine type

2vCPUs v 1.8 GB memory Customize

Public Network
Network

default -

Subnetwork
default (10.128.0.0/20) v

External IP

Firewall
Add tags and firewall rules to allow specific network traffic from the Internet

+/ Allow TCP port 8096 traffic from the Internet
Source IP ranges for TCP port 8096 traffic

v/ Allow UDP port 10500 traffic from the Internet
Source IP ranges for UDP port 10500 traffic

v/ Allow ICMP traffic from the Internet
Source IP ranges for ICMP traffic

More

Protected Network

Network

default v
Subnetwork

default (10.128.0.0/20) v

Conductor Configuration

Conductor IP Address or Domain Name

Less

Deploy

3. Click Deploy to begin installing the Airwall Gateway.
Step 4: Finalize the Deployment
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It will take a few moments for the process to complete. You can view the progress of your deployment by viewing the
tree hierarchy of your components on the page.

"~ tempered-networks-hipswitch-v21-1 is being deployed

Overview - tempered-networks-hipswitch-v21-1
A \;/ tempered-networks-hipswitch tempered-networks-hipswitch.jinja
v tempered-networks-hipswitch-vm-tmpl vm_instance.py
tempered-networks-hipswitch-v21-1-vm vm instance
tempered-networks-hipswitch-v21-1-ip address
tempered-networks-hipswitch-v21-1-tcp-8096 firewall
tempered-networks-hipswitch-v21-1-udp-10500 firewall

tempered-networks-hipswitch-v21-1-icmp firewall
Once complete, the message will change indicating your deployment is complete.

& tempered-airwall-v2.2.3 has been deployed

B Overview - tempered-airwall-v2.2.3
v 'Q tempered-airwall tempered-airwall-jinja
v BB tempered-airwall-vm-tmpl  vm_instance.py
B tempered-airwall-v2.2.3-vm  vm instance

B tempered-airwall-v2.2.3-ip  address

tempered-airwall-v2.2.3-tcp-8096  firewall
tempered-airwall-v2.2.3-udp-10500  firewall

£=  tempered-airwall-v2.2 3-icmp  firewall

Step 5: Verify the Install

At this point the Airwall Gateway instance is running in Google Cloud. It may take several minutes for it to become
available after it starts, so if it does not show in the Conductor, try again in a few minutes.

Install Airwall Agents and Servers on people's laptops and devices
How to connect people's cell phones, laptops, and servers to the resources people need access to behind your Airwall
secure network.

People connect their devices to your secure network using software installed on their devices. There are Airwall
Agent or Server software applications for the most common device types. The easiest way to get your users started is
to send them an Airwall Invitation or Activation codes. Help for your users to install the software and connect is here:
Connect to Airwall on page 6.

If you need to install the software from the Conductor, see the unattended installation instructions for select platforms
in this section.

Operating system requirements for Airwall Agents and Servers
Operating system requirements for the Airwall Solution and Airwall Teams.
System Requirements

Please review the system requirements before installing to make sure your device can run the Airwall Agent or
Server.
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Microsoft Windows The Windows Airwall Agent works on Microsoft
Windows 7, 8.1, or 10, and runs on both Home and
Professional versions.

Airwall only: The Windows-based Airwall Server works
on Microsoft Windows Server 2008R2, 2012R2, or 2016,

or later.

Apple macOS Works on 10.14 Mojave, or 10.15 Catalina, and later.

Apple i0OS Works on i0S 13 and later. Compatible with the iPhone
and iPad.

Android Works on 6.0 (Marshmallow) and later.

Linux Works on Ubuntu 18.04, 20.04, and 22.04 (v3.1 and
later), CentOS 8, and (Airwall only) Fedora 33.

Raspbian (Raspberry Pi) Raspbian 9 (Stretch) or 10 (Buster)

RPi4/Ubuntu ARM64 (Raspberry Pi) Raspbian 10 (Buster)

Microsoft Windows or Windows Server: Install and configure an Airwall Agent or Server

If you have received an email or activation code, see Link my Airwall Agent or Server to an Airwall secure network
on page 14. If you need to install and configure manually, follow these instructions. You can get the Airwall

Agent or Server for Windows from the administrator of your Airwall secure network, or download the latest
installation files from Latest firmware and software on page 514. Once installed, you configure a profile on the
Airwall Agent or Server to link to the Airwall secure network.

Note: You can start and stop the Airwall Agent or Server service as needed. Keep in mind when an Airwall
Agent or Server service is stopped, you cannot connect to anything on the protected network.

>

To install and configure the Windows Airwall Agent or Server:

1. Log into your Windows computer as an administrator.

2. Download and install the Windows Airwall Agent or Server from Latest firmware and software on page 514.

Note: If you are asked to install the TAP-Windows Provider as part of the installation procedure, click
Install when prompted.

Once the installation is complete, the Airwall Agent or Server starts automatically.

Right-click the Tempered icon in the Windows System Tray

Select Configure

SNk ow

In the Configure window, do the following:

a) Enter the IP address or host name of your Conductor. The default port setting is §096. If you have an activation
code, enter it here.

Note: The Device ID, Overlay Device IP, and Overlay Netmask fields are read-only and
configurable from the Conductor.

b) Click OK.

>

If you have used an Airwall Invitation or Activation code, once the Airwall Agent or Server is recognized by the
Conductor, you should be able to start connecting to protected resources. If you are connecting manually, send your
Device ID to your administrator so they can activate your account.

For information on using your Windows Airwall Agent or Server, see Connect with a Windows Airwall Agent or
Server on page 27.

Note: You may need to stop and restart the Airwall Agent or Server to allow it to connect to the Conductor.
Right-click the Tempered icon in the Windows System Tray and select Stop to suspend the service or Start to
resume.

.
\J
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Unattended Windows installation of an Airwall Agent or Server
In v2.0 and above, you can install the Windows Airwall Agent or Server in unattended mode as an Administrator.

To do an unattended install of the Windows Airwall Agent or Server you use an .msi file. This method runs the
regular installer in silent mode, allowing you to do a silent install through domain (GPO, SCCM).

Here's the recommended command to use to do the unattended install:

msiexec /i <msi file> /1*v msi out.log InvitationCode="<invite code>"
Conductor="<conductor URL>"

For example:

msiexec /i AirwallAgent64-bit UnattendedInstaller 2.2.11.333.msi /
1*v msi out.log InvitationCode="575a52703294" Conductor="https://
my.conductor.com:8096"

Note: If you are not using DNS, you can replace the Conductor entry with its IP address. For example:

msiexec /i AirwallAgent64-bit UnattendedInstaller 2.2.11.333.msi /
1*v msi out.log InvitationCode="575a52703294"
Conductor="https://192.168.56.2:8096"

Apple (OSX and macOS): Install and configure an Airwall Agent

If you have received an email or activation code, see Link my Airwall Agent or Server to an Airwall secure network
on page 14. If you need to install and configure manually, follow these instructions. You must be an administrator
of the computer to install and configure the Airwall Agent.

Note: Download the macOS/OSX installation files from the Software Downloads and Release Notes on page
4 514 Software Downloads section of Airwall help.

(] Important: In v2.2 and earlier, you may be required to install a TAP device driver. In earlier versions, the
o TAP driver's certificate may display a developer other than Tempered. If this occurs, you can safely click
Allow and continue with your installation.

Once the installation is complete, the application starts automatically.
To install and configure manually:
1. To install the Airwall Agent locate the files you downloaded, double-click on them to run the installer, and follow
the prompts.
2. Left-click the Tempered icon in the macOS menu bar.
3. Select Configure.
4. On the Airwall Configuration page, do the following:
a) Select the plus (+) to add a new profile.
b) Under Conductor, enter the IP address or host name of your Conductor.
c) Under Port, use the default port setting of 8096, unless your Airwall secure network administrator has told you
to use a different port.

d) If you have an Activation code, under Invitation, enter the code. If you do not have a code, copy down or
screenshot your Device ID and send to your administrator to activate your account.

Note: Device ID, Overlay Device IP and Overlay Netmask are read-only and configurable from the
Conductor.

e) Select Save.

\J

If you have used an Airwall Invitation or Activation code, once the Airwall Agent is recognized by the Conductor,
you should be able to start connecting to protected resources. If you are connecting manually, send your Device ID to
your administrator so they can activate your account.
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Note: You may need to stop and restart the Airwall Agent to allow it to connect to the Conductor. Left-click
the Tempered icon in the menu bar and select Stop Airwall to disconnect or Start Airwall to connect.

\J

For information on using your macOS Airwall Agent, see Connect with an Apple (OSX and macOS) Airwall Agent
on page 19.

Perform an unattended macOS installation of an Airwall Agent
In v2.0 and above, you can perform a silent install on the Airwall Agent for macOS.

Note: This action requires administrator rights on the device.

To perform a silent install of the Mac client, from a terminal window, navigate to the location of the Airwall Agent
installer package, and enter the command below:

sudo installer -pkg ./TemperedNetworksHIP.pkg -target /

Set your preferred network in the macOS Airwall Agent (HIPclient-OSX)

The macOS Airwall Agent (HIPclient-OSX) no longer uses the Network option, but instead automatically uses the
network preferences on your macOS system settings.

Note: This action requires administrator rights on the device.

You can change the networks used by the agent by changing your macOS system settings.

Note: This setting is a system-wide setting, and affects network preferences for your entire mac system.

1. On your mac, click the WiFi icon, and select Open Network Preferences.
2. Under the list of available networks, click the gear icon, and select Set Service Order.
3. Drag the network options to set the network order you prefer, and then click OK.

2.2.3 macOS Airwall Agent Upgrade Instructions
If you have a previous version of the macOS/OSX Airwall Agent (formerly HIPclient) installed, follow these
instructions to upgrade to 2.2.3:

Note: This action requires administrator rights on the device.

1. Check if you have this file on your Mac: /Applications/TemperedNetworksHIP.app. If not, you can upgrade as
normal. If it is there, continue to step 2.

In your current Airwall Agent (HIPclient) menu, select Configure.
Note the Device ID and Conductor URL for each profile.

Go to the About menu, and select Uninstall.

Install the 2.2.3 macOS Airwall Agent.

Add a new profile for each of the Conductor URLs noted in Step 3. These new profiles will create new
provisioning requests for each profile in the Conductor.

SNk W

7. For the new profiles, a Conductor administrator needs to replace the old profiles with the new profiles. For more
details, see Replace an Airwall Edge Service.

Apple iOS: Install and configure an Airwall Agent

If you have received an email or activation code, see Link my Airwall Agent or Server to an Airwall secure network
on page 14. If you need to install and configure manually, follow these instructions. You can get the Airwall

Agent for i0S from Apple's App Store.

Note: If you received an invite, follow the instructions in the email to install and configure your Airwall
Agent. The instructions below are for manual installation and configuration.

.
>

1. Install the Airwall Agent on your device from the Apple Store: https://itunes.apple.com/US/app/id1233852249.
2. Open the Apple i0OS Airwall Agent.
3. From the menu, tap Profiles. Tap + to add a new profile.


https://webhelp.tempered.io/webhelp/content/topics/hip_ts_replace.html
https://itunes.apple.com/US/app/id1233852249
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4. Give the profile a name, and fill in the Conductor URL (and port, if provided to you).
5. If you have an Airwall Invite Code, enter it at the bottom.
6. Tap ADD.

If you have used an Airwall Invitation or Activation code, once the Airwall Agent is recognized by the Conductor,
you should be able to start connecting to protected resources. If you are connecting manually, send your Device ID to
your administrator so they can activate your account.

For information on using your Apple iOS Airwall Agent, see Connect with an i0S Airwall Agent on page 21.

Android: Install and configure an Airwall Agent

If you have received an email or activation code, see Link my Airwall Agent or Server to an Airwall secure network
on page 14. If you need to install and configure manually, follow these instructions. You can get the Airwall

Agent for Android from the Google Play Store. Once installed, you configure a profile on the Airwall Agent to link to
the Airwall secure network.

Note: If you receive an invite, follow the instructions in the email to install and configure your Airwall
Agent. These instructions are for manual installation and configuration.

\J

1. Install the Airwall Agent on your device from the Google Play store: https://play.google.com/store/apps/details?
id=com.temperednetworks.hipclient

2. Open the Android Airwall Agent.
3. Add a new profile:

* v3.0 and later — Scroll down to Select Profile, tap MANAGE, and then tap +.
* v2.2.12 and earlier — From the menu, tap Profiles, and then tap +.
4. Give the profile a name, and fill in the Conductor URL (and port, if provided to you).
5. Ifyou have an Airwall Invite Code, enter it.
6. Tap ADD.
If you have used an Airwall Invitation or Activation code, once the Airwall Agent is recognized by the Conductor,

you should be able to start connecting to protected resources. If you are connecting manually, send your Device ID to
your administrator so they can activate your account.

For information on using your Android Airwall Agent, see Connect with an Android Airwall Agent on page 22.

Linux: Install and configure an Airwall Server

If you have received an email or activation code, see Link my Airwall Agent or Server to an Airwall secure network
on page 14. If you need to install and configure manually, follow these instructions. You can get the Airwall

Server for your Ubuntu, Centos, or Fedora Linux server from the administrator for your Airwall secure network, or
from Latest firmware and software on page 514. Once installed, you configure a profile on the Airwall Agent to
link to the Airwall secure network.

g Note:
/

* For pre-3.0 versions, replace airsh with airctl. See airctl Reference (pre-v3.0) on page 10.
» For pre-2.2.3 versions, see pre-2.2.3 help.
1. Install the Linux Airwall Server package for your version of Linux. If your secure network administrator has not

provided you with a download, you can download the package you need from Latest firmware and software on
page 514.

*  For CentOS 7 or 8 or Fedora 3.3: sudo rpm -i <CentOS or Fedora install package>
*  For Ubuntu 16.04, 18.04, or 20.04: sudo dpkg -i <Ubuntu 16 or 18 package>

2. Create a profile: sudo airsh profile create name=<profile name>
conductor=<conductor url> [act=activation code].

You can optionally enter an Airwall Invitation activation code.
3. Make a profile the active one: sudo airsh profile activate <profile name or number>

4. Start the service: sudo airsh service start.


https://play.google.com/store/apps/details?id=com.temperednetworks.hipclient
https://play.google.com/store/apps/details?id=com.temperednetworks.hipclient
https://webhelp.tempered.io/webhelp/webhelp222/content/topics/hipapp_linux_install.html
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Note: If the service is already running, enter sudo airsh service restart to stop and start the
service.

\J

If you have used an Airwall Invitation or Activation code, once the Airwall Server is recognized by the Conductor,
you should be able to start connecting to protected resources on the Airwall secure network. If you are connecting
manually, send your Device ID to your administrator so they can activate your account.

For information on getting your Device ID, or using your Linux Airwall Server, see Connect with a Linux Airwall
Server on page 26. For more Airshell commands, see Linux Airwall Server Airshell commands on page 372.

Linux Airwall Server or macOS Airwall Agent interface selection

The Linux Airwall Server and macOS Airwall Agent implement an interface auto-selection method. When you
first install the Airwall Agent or Server, Linux or macOS determines the default gateway of the host and uses the
associated network interface.

Note: Auto-selection is per profile.

Troubleshooting

If your macOS Airwall Agent is reporting as online, but does not seem to be working, check that the correct network
interface is selected in the profile. See Set your preferred network in the macOS Airwall Agent (HIPclient-OSX) on
page 80.

From Tkee: Linux agent conforms to the Gateway link manager operational rules. airsh currently does not have the
ability to select the preferred uplink. Conductor is the method for selecting interfaces by port group weights. Short on
details, the Gateway documentation might serve as a basis. Ticket to fill this in CD-412.

Connect to an Airwall secure network
Once you have installed and linked your Airwall Agent or Server, you can then start and stop it at any time to connect
and disconnect from the Airwall secure network.

ba Note:
/

*  You can use your Airwall Agent or Server to connect to other Airwall secure networks. Just set up a new
profile for each one you need to connect to. For information on how, see Create or Edit Airwall Agent or
Server Profiles on page 29

+ The Airwall Agent or Server does not disable the wired or wireless interfaces of your device. For example,
if you are running an Airwall Agent, you can at the same time be connected to the Internet wirelessly and
the corporate network via a wired connection.

Allow an Airwall Agent or Server to access your Airwall secure network

When a person configures an Airwall Agent or Server with your Conductor IP address or hostname, and are online
with access to the Conductor, their Airwall Agent or Server will appear in the Conductor. How they appear depends
on how they've connected:

» Ifthey've activated their Airwall Agent or Server with an Airwall Invitation or Activation code, their Airwall
Agent or Server is provisioned and configured as you specified when you set up the invitations or activation
codes. You just need to license their Airwall Agent or Server and they will have access to the secure network.

» Ifthe person is connecting manually, you get a provisioning request to allow the Airwall Agent or Server into your
secure network. You need to provision and licensed the Airwall Agent or Server, and then add the person's device
to the overlay networks and Add and remove device trust on page 427 for the resources they need access to.

CAUTION: When you're accepting provisioning requests, make sure that you know who is connecting
and they are authorized to access your network.

If you need to revoke an Airwall Agent or Server, you can also disable trust in one click. For more information, see
Revoke and Reactivate an Airwall Edge Service on page 496. Open the Visualization tab on an overlay network to
get a visual view of trust relationships.

Note: You can also automate Airwall Agent trust using the API. The most recent API documentation is
available in your Conductor. See Airwall API on page 508.

\J
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Assign Separate DNS Servers to Airwall Agents and Servers
If you need Airwall Agents and Servers to use different DNS servers, you can assign different DNS servers on an
overlay or individually for Airwall Agents and Servers that support it.

Supported Versions

Supported Versions v2.2.11 and later Conductor, and v2.2.11 and later and
Airwall Agents and Servers on platforms that support
setting DNS servers (currently macOS, Windows, and
Linux). i0S and Android support the global DNS server
setting.

Required Role  System or network administrators

* Permissions to edit the Airwall Agents and Servers or
Overlay where you're updating the settings.

Bulk editing supports setting DNS servers on Airwall Agents and Servers.

DNS Setting Priority

The Conductor has a global DNS setting that applies to all Airwall Agents and Servers on your Airwall secure
network. You can override the global setting on individual Airwall Agents and Servers, or on an Overlay to apply the
DNS setting to all Airwall Agents and Servers that support it on the Overlay.

Here’s how the priority is set on DNS settings:

DNS Setting Priority Result
1 — Airwall Agents and Servers  Opverrides the global Conductor DNS server setting.
* Can be appended to with DNS Servers set on the
Overlay.

* Only available on platforms that support the DNS
setting (currently i0S, macOS, Windows, and
Android).

*  Will not fall back to the global DNS server setting.

2 — Overlay + Overrides the global Conductor DNS server setting.
* DNS servers set on the overlay are appended to the
end of the DNS Server list set on individual Airwall
Agents and Servers.
*  Only applies to Airwall Agents and Servers in the
Overlay that support the DNS Server setting.
3 — Conductor Global « Applies to Airwall Agents and Servers that both
support the DNS setting, and don’t have a DNS
setting on an Overlay or individually.
» Is overridden by both Overlay or per-Airwall Agent
or Server settings.

Note: MacOS DNS Settings — MAC DNS settings only operate on DHCP interfaces. If your underlay is
’ a static IP, no DNS settings will be applied. At product startup and normal shutdown, DHCP interfaces are
returned to DHCP DNS defaults.

ba Note:
/
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The DNS SRV record covered in Connect an Airwall Gateway with a DNS SRV record on page 294 is
only used for specifying a Conductor URL when deploying Airwall Gateways, and is not related to the DNS
Server specified in Conductor settings.

Set DNS servers on an Airwall Agent or Server
This option is only available on v2.2.11 or later Airwall Agents and Servers on platforms that support setting DNS

servers, currently macOS, Windows, and Linux.

1. In Conductor, go to Airwalls, and open the page for the v2.2.11 or later Airwall Agent or Server for which you
want to set the DNS servers.

2. On the Airwall agent tab, scroll down to the DNS servers line.

Note: If the option is not available, it’s not supported on that platform or version.

3. Click the DNS servers line to edit.
4. Enter DNS Server IP addresses, separated by commas. For example, enter 8.8.8.8, 4.4.4.4.

DNS servers 8.8.8.8, 4.4.4.4 x

5. Select the check mark to save or the X to cancel.

The Airwall Agent or Server now uses the specified DNS servers when connected to the Conductor.

Set DNS servers on an Overlay

Set the DNS servers for all v2.2.11 or later Airwall Agents and Servers in an Overlay that support setting DNS
servers.

1. In Conductor, go to an Overlay that has Airwall Agents and Servers for which you want to set DNS servers.

2. On the right, next to Info, select Edit Settings.

3. Under DNS servers, enter DNS Server IP addresses, separated by commas. For example, enter 8.8.8.8,
4.4.4.4.

DNS Server Agents Overlay x

General VLAN tagged traffic

Name

DNS Server Agents Overlay

Description

(D Manage a relay rule based on this overlay network's configuration

DNS servers @
88884444

Tags @

No entries

Save Cancel

4. Select Save.

The Airwall Agents and Servers on the Overlay that support setting the DNS server now use the specified DNS
servers when connected to the Conductor.
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Set DNS servers globally in Conductor settings
You can set DNS servers globally in Conductor Settings.

1. In Conductor, open Settings and scroll down to Advanced > Global Airwall agent settings.
2. Select Edit Settings.

3. Next to DNS servers, sclect the plus sign (+) and add the DNS servers you want Airwall Agents and Servers to
use.

Advanced x

Preferred Airwall agent version

228 s

DNS settings

DNS domain @
Apply DNS only when tunnel is active @

DNS servers + @

8.8.8.8 oW

Lockdown mode

(J Enable lockdown mode on compatible Airwall agents

Save Cancel

4. If you want to only apply these DNS settings when the DNS servers have an active tunnel, check the Apply DNS
only when tunnel is active box. See details for this option below.

Note: This setting is currently only supported on the macOS Airwall Agent.

5. If desired, enter the DNS domain for Airwall Agent overlay DNS Searches. If an Agent is using a per-Agent or
Global DNS setting, this global DNS search domain is used (there is no per-agent search domain.)

6. Select Save.

The Airwall Agents and Servers that support setting the DNS server now use the specified DNS servers when
connected to the Conductor.
Details for the Apply DNS only when the tunnel is active Setting

The Apply DNS only when the tunnel is active setting does the following:

» Ifactive, DNS is changed to the DNS servers (and search domain) set on the Global DNS settings.
* Ifno active DNS servers are found, DNS is returned to the DHCP server defaults.
» Ifanagent DNS is configured (and not available), the global settings are not used.

pm Note: The DNS servers are pinged at intervals (about half the session expiration time). If a ping brings the
tunnel back up, the DNS server setting is applied. If the tunnel goes down, the DNS servers are retested, and
DNS returns to the DHCP setting if no servers can be reached. If a tunnel comes up, DNS servers are retested,
and it returns to the DNS server setting if at least one of the DNS servers in the list is up.

Note: If you’ve set separate per-Agent DNS servers and they fail, the agents do not fall back to the global
’ DNS setting.

Automate the Airwall Agent or Server and Airwall Server using the API

Troubleshoot the Airwall Agent and Airwall Server
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Follow the instructions below to resolve problems you may encounter using the software.
The Airwall Agent is not connected.

* Determine if the Conductor IP is configured. Follow the steps in the configuration section above.

» Verify that the Airwall Agent has not been given a certificate. Your administrator must grant a license in the
Conductor. See the Conductor and Airwall Edge Service Administrator Guide for more information.

The Airwall Agent cannot contact a protected device

Configure the peer Airwall Gateway with an overlay network IP address and reestablish trust.

Set up an Airwall Relay to Route Encrypted Connections
An Airwall Relay routes encrypted Airwall Edge Service connections across all networks and transport options,
without modifying the underlying network, for secure end-to-end connectivity.

Supported on these Airwall Gateways: +  Physical — 300 Series, 400 Series, and 500 Series
* Virtual — 300v on VMware ESXi, Hyper-V,
RackSpace, Xen, and XenServer
* Cloud — 300v on Amazon Web Services (AWS),
Microsoft Azure, Google Cloud Platform (GCP), and
Alibaba Cloud.

With an Airwall Relay in place, you can dynamically and easily network any device or group of devices across any
public, private or hybrid network, including subnets that are located on separate underlays. The Airwall Relay brokers
connections between Airwall Edge Services, based on policies set by the Conductor.

In the illustration below, two Airwall Gateways exist in different underlays. Each Airwall Gateway can connect to the
Conductor, publish their IP addresses, and come online. However, communication between the two cannot occur as
both Airwall Gateways do not have publicly available IP addresses.

Conductor

firewall Airwall
Internet

Airwall firewall

0 = (@) = g

To solve this limitation, add an Airwall Gateway acting as an Airwall Relay. In the Conductor, the Airwall Relay acts
as a broker between the two Airwall Gateways.

H o) o) m
() -
o Conductor o

Airwall firewall firewall Airwall

Airwall Relay

Note: To set an Airwall Gateway up as an Airwall Relay, you must have an Airwall Relay license.

P Note: If you have Airwall Agents or Airwall Gateways that are only getting a IPv6 address on cellular, and
you want to connect to other Airwall Edge Services on IPv4, you need to have a relay policy set up on a dual
stack (IPv4 + IPv6) Airwall Relay. To do this, set both IPv4 and IPv6 IP addresses on the same underlay on
the Airwall Relay, and enable bypass:
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Set Up an Airwall Relay
You can set up a compatible Airwall Gateway as an Airwall Relay to route encrypted traffic on your network.

You must have an available Airwall Relay license to complete these instructions. For help with licensing, see How
Airwall Licensing Works on page 191.

1. In the Airwall Conductor, open the Airwall Gateway you want to act as an Airwall Relay.

On the Airwall gateway tab, select Edit Settings.

Under Advanced Settings, check Allow Airwall to act as an Airwall relay.

Select Update Settings.

Configure Airwall Relay rules on page 353 for that relay (or add to a group of relays that has policy set up).

Nk w

Note: Setting an Airwall Gateway as an Airwall Relay automatically uses an available Airwall Relay license.
If no licenses are available, you receive an error message.

Configure Airwall Relay rules
Configure Airwall Relay rules to establish secure connections between Airwall Edge Services that cannot directly
connect.

You must have permission to edit policy for all of the Airwall Edge Services you are adding to the relay rules.

Note: You can also Set an Overlay to Automatically Manage Relay Rules on page 354.

1. In the Conductor, go to Airwalls and open Airwall relay rules.

2. Select New relay rule (before v3.0 Conductors: Create rule), name the rule, provide a description, and select
Create. The relay rule is added to the relay rule table.

3. Scroll down in the table to find the rule you created.

Hover over the Communicate via Airwall relay column, select the edit icon 4 , and then pick the Airwall Relay or
Airwall Relay group you want to create a rule for. Select Save.

Name Airwalls Communicate via Airwall relay @ Airwalls

e Sample relay rule & Copenhagen_office & All-Relays & Iceland_office K]

5. Optional: If you have already set up your Conductor to run as a relay, you can use it in relay rules by clicking the

editicon ¢ and checking Use Conductor as an Airwall Relay. For more information, see Run the Conductor as
an Airwall Relay on page 354.

6. Under the Airwalls column to the left, select the Airwall Edge Services or groups in one area that you want to
connect with the relay. Select Save.

7. Under the Airwalls column to the right, select the Airwall Edge Services or groups in another area that you want
to connect with the relay. Select Save.

8. You can continue adding rules to connect any Airwall Edge Services that require an Airwall Relay to
communicate.

Note: Managed relay rules do not normally display on the Airwalls>Airwall relay rules tab. If you want
to see them, you can go to Airwalls > Airwall relay rules and at the top right, check Display system relay
rules.

\J
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Set an Overlay to Automatically Manage Relay Rules
You can easily manage the relay rules for an overlay by setting it to automatically create relay rules that allow the
trust relationships in the overlay.

Supported Versions Conductor 2.2.10 and later
Required Roles System administrators

Network administrators with permissions to the overlay

Note: You must first set up an Airwall Relay before you can enable automatic relay rules.

You can also configure Airwall Relay rules manually. See Configure Airwall Relay rules on page 353.

Open the overlay you want to automatically manage your relay rules.
Under Info on the right sidebar, select Edit Settings.
On the General tab, enable the Manage a relay rule based on this overlay network's configuration option.

Choose the Airwall Relays or Airwall Relay groups that you want this overlay to use.

A o

Select Save.

The overlay creates relay rules that allow communication between all Airwall Edge Services in the overlay. Note that
you still need to set up device to device trust for them to communicate.

Note: Airwall Edge Services try to connect directly first, and only use the relay if they cannot connect
directly.

Note: Managed relay rules do not normally display on the Airwalls page. If you want to see them, you can
4 go to Airwalls > Airwall relay rules and at the bottom right, check Display system relay rules.

Run the Conductor as an Airwall Relay

For small to moderate Airwall secure networks, it may make sense to run your Conductor as a relay, rather than
having a separate Airwall Relay. Since Airwalls must all be able to reach the Conductor, using it as an Airwall Relay
simplifies your deployment.

For cloud deployments, a Conductor relay also reduces costs because it requires fewer instances and saves an elastic
IP.

Supported versions v3.1.0 Conductor

v2.2 or later Airwall Gateways

Before you begin
To run your Conductor as a relay, you need:

*  Conductor license
» Airwall Relay license

(] Important: If you use the Conductor as a relay on a busy overlay network, it may impact the performance
o of the overlay network. if you require more than 100 concurrent tunnels, you should consider deploying
dedicated Airwall Gateways as relays.

Note: You can use the Conductor as a relay in addition to having dedicated Airwall Gateway relays.

Set up your Conductor as an Airwall Relay

1. Go to Settings > General Settings.
2. Under Orchestration Settings > Airwall-Airwall Conductor networking, select Edit Settings.
3. Under Conductor HIP settings check Allow using this Conductor as an Airwall Relay.

* Conductor version 3.2.3 and earlier: check Allow using this Conductor as an Airwall Relay.
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* Conductor version 3.3.0 and later: check Enable HIP on Conductor, then check Allow using this Conductor
as an Airwall Relay.

4. Select Save.
5. On the Airwall Conductor Reboot page, sclect Reboot.

6. Allow the Conductor to finish rebooting.
You can now use the Conductor relay in an overlay and in relay rules. For more information, see Use a Conductor
relay in an Overlay on page 355 and Configure Airwall Relay rules on page 353

If you need to monitor relay sessions, see Monitor Relay Sessions on page 355.

Use a Conductor relay in an Overlay

Once you've configured the Conductor to allow it acting as a relay, you can use it in an overlay.
Open or create an overlay where you want the Conductor to act as an Airwall Relay.

On the overlay, set up device trust as desired.

On right side Info tab, under Managed relay, toggle to Enabled.

.

Check Use Conductor as an Airwall Relay.

5. You can also select other relays if you have configured additional Airwall Gateways to be used as relays.

Monitor Relay Sessions
You can monitor how your Airwall Relays are doing for troubleshooting or diagnostics. This monitor includes
sessions for the Conductor acting as a relay.

1. Go to Settings > Diagnostics.

2. Go to Active relay connections on this Conductor and select Update datato see detailed information about
ongoing relay sessions.

Deploy a cloud Airwall Server
You can deploy an Airwall Server on a cloud provider, which gives you a Windows Server machine with an Airwall
Server installed and configured to connect with your Conductor.

To deploy a cloud Airwall Server, you need to first do the following:

* Setup an Alibaba Cloud, AWS, Microsoft Azure, or Google Cloud account as a cloud provider on your
Conductor. See Set up Cloud Providers on page 433

* Add one or more supported Linux or Windows server VM images to your cloud provider account. See your cloud
provider help for instructions. See Operating system requirements for Airwall Agents and Servers on page 7.

» Ifyou want to automate the provisioning and licensing of the Airwall Server, create an Activation code for it, and
enter the code when creating the server.

Here’s how to deploy an Airwall Server to your cloud provider:

1. On the Airwalls page, (or in Conductor Settings, under Cloud providers), click Create cloud Airwall, and select
your cloud provider Airwall.

& Create cloud Airwall = B4 Create £

&0 Alibaba Cloud Airwall

& Amazon Web Services Airwall
& Microsoft Azure Airwall

® Google Cloud Airwall

pm Note: This procedure uses screenshots for Google Cloud, but the process is the same for other cloud
providers.

2. Select Create an Airwall agent in a new virtual machine, and select Next.
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Create Google Airwall X

Select Airwall type to create

[J Create stand-alone Airwall gateway
Create an Airwall gateway in your cloud environment to protect existing virtual machines

Create an Airwall agent in a new virtual machine
Create a new virtual machine with an Airwall agent installed in your cloud environment

>> Next Cancel
3. Select a template, if desired, and then select Next.
Create Google Airwall X
Select a template to use as a base for configuring your Airwall:
australia
us-west V

Edit templates...

Or continue without using a template to enter all of the information manually.

<< Back >> Next Cancel

To continue without a template and enter the information manually, just select Next.
4. Give the Airwall Server a descriptive name. If you've used a template, you can skip to the next step.

a) Ifyou are filling in information manually, or want to change the template, fill in the Name and the Image and

network options. For Machine type, the default typically works. You can select a different size if needed for
your purposes.
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Create Google Airwall X
Name Airwall Conductor URL
cloud-airwall-server conductor.example.com:8096

Default region [#
us-west]

Image and network options
Availability zone Machine type

us-west1-a + n1-highcpu-2 =

Airwall agent VM image ID

windows-cloud/windows-server-170... '

Public network (VPC)

L L3

dnt2-public-network

+ Create new network

Subnet options

Select one...

<< Back >> Next Cancel

b) Under Airwall agent VM image ID, pick the type of server you want to create. The list populates with
supported Linux and Windows server virtual machine images available on your cloud provider.

c¢) Ifyou do not have a pre-configured virtual network, you need to create a new network. Click Create new
network and fill in the form:

* Network CIDR - Enter an available network address and subnet mask in CIDR notation.

* Public subnet CIDR — Must be a subnet of the main network. Traffic flows between the underlay interface
of the Airwall Gateway and the Public IP address object in Azure.

* Protected subnet CIDR — Must be a subnet of the main network. Traffic must pass through theAirwall
Gateway or through manually-crafted routes.

When you’re finished entering the information, click Create network, and when processing is complete, click
Back.
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Create cloud Airwall

Create new network (VPC)

Network name

testDocNet

Network options
Network CIDR

192.168.0.0/16

Public subnet CIDR Protected subnet CIDR
192.168.0.0/24 192.168.1.0/24

v Create network

<< Back Cancel

d) Back on the Create cloud Airwall page, select the network and public and protected subnets.
5. Click Next.

6. Select the package name for the Airwall Server you want to install on the cloud server virtual machine. The
package name shows the packages available at the Package URL, which defaults to the Tempered release location.

Create Google Airwall x

Image and instance options

Package URL Package name
https://temperedsoftware.s3.amazon v Select one...
SSH key username (Linux) optional AirwallServer64._2.2.3.latest_Installer.exe

Airwall agent options

Activation code optional Custom applications optional

<< Back >> Next Cancel

7. If you have an Activation code for the Airwall Server, enter it under Activation code. You can also install custom
applications.

8. Click Next.
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9. Check the summary of your choices. If everything is correct, click Create cloud Airwall.
Create Google Airwall X

Cloud Airwall gateway parameters

Name cloud-airwall-server

Airwall Conductor URL conductor.example.com:8096

Public network (VPC) dnt2-public-network
Machine type n1-highcpu-2

Public subnet dnt2-public-subnet-us-west1
Default region us-west1

Airwall agent VM image ID windows-cloud/windows-server-1709-dc-core-v20190514

Package URL https://temperedsoftware.s3.amazonaws.com/servers
Package name AirwallServer64_2.2.8.latest_Installer.exe
Availability zone us-west1-a

Create cloud Airwall

<< Back Cancel

10. Click Finish. It may take up to 5 minutes for your cloud provider to create the Airwall Server.

You’ve completed creating an Airwall Server on your cloud provider, and may need to provision, License, and
configure it. For help, see Provision and License Airwall Edge Services on page 193 and Configure Airwall Edge
Service Settings on page 359.

Configure Airwall Edge Service Settings
Edit Airwall Edge Service settings on Airwalls page.

1. Go to Airwalls.
2. In the table, select the drop-down to the right of the Airwall Edge Service you want to edit, and select Properties.

3. Click Edit Settings. You can change the following information:

Basic Settings + Name: A user-friendly name for the Airwall Edge
Service.
* Description: An optional field for additional
information about the Airwall Edge Service.
* Location: An optional field for information of
about the Airwall Edge Service location.

Advanced Settings » Network policy communications: Enable or
disable communication with the Airwall Edge
Service.

* Shared network public IP address (NAT): If the

Airwall Edge Service has a public IP address on
the Internet, enter it here. Remote Airwall Edge
Services can use this address to connect to the
Airwall Edge Service.
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* Enable auto-connect: If enabled, the Airwall Edge
Service securely connects to peer Airwall Edge
Services without the presence of device traffic.
4. When finished, click Update Settings.

Manage Cloud Airwall Gateway Virtual Machines on page 98
You can do several management tasks for the virtual machines that host cloud Airwall Gateways from the Conductor.

Set a Private APN for your Cellular Provider on an Airwall Gateway on page 378
You can set the APN of the cell modem on an Airwall Gateway (100, 110, 150, 250) on the Airwall Gateway from
Diagnostic mode or using airsh, or from the Conductor.

Airshell Command Line

The Airshell command line allows you to manage certain aspects of Airwall Gateways and Airwall Servers from the
command line.

Airshell Common Commands

For Airwall Gateways that have a console port, you can deploy and configure the Airwall Gateway with the Airshell
(airsh) command-line interface. You can deploy & configure an Airwall Gateway directly without going into
diagnostic mode.

Connect a computer to the console port on the back of the Airwall Gateway or Conductor hardware, and use a
terminal (macOS, Linux) or terminal emulator (Windows) to open the console. See the platform guide for your
Airwall Gateway for specific connection instructions.

At the console:

* v2.2.8 and later: log in with name: airsh, and no password
* v2.2.5 and earlier: log in with name: airsh, and password: airsh.

You can then enter commands at the airsh» prompt.
For the full reference of command-line commands, see Airshell Command Line on page 360.
No Default Password in v2.2.8 and later

Starting with v2.2.8, the Airshell console default login has no default password. If you are concerned about securing

physical access to Airshell, set a password by entering conf password and following the prompts to set and confirm a
new password. Keep this password in a secure location, as it cannot be recovered. This password is only for Airshell

physical console access and is not used when you access Airshell remotely.

@ CAUTION: If this password is lost, you will need to do a factory reset to clear the password.

Common Airwall Gateway Commands

help [command] Show help for the specified command.

help [tree] List available commands. Use help tree to list
available commands with their options.

setup-ui Open the setup wizard to set up an Airwall Gateway.
See Configure an Airwall Gateway with the airsh Setup
Wizard on page 274.

conf network v2.2.10 and later — Configure port groups, see Configure
Port Groups with Airshell on page 376. For example:
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to modify port group (pg) 2 with an IP of 192.168.1.1/24,
enter:

conf net modify pg=2
ip=192.168.1.1/24

v2.2.8 and earlier — Set up static IP addresses.

conf net list Display a list of port groups and their configured options.
ping Test network connectivity
status See Airwall status:

* Hostname — Shows the Airwall Gateway's identity
used when it connects to the Conductor. You use this
name to confirm the provisioning request from the
Airwall Gateway.

* HIT - The Host Identity Tag is a hash of the
Airwall Gateway's Host Identity, the public key
identifier. This IPv6-like identifier is used for secure
communication.

* LSI —The Local Scoped Identifier is a shortened IPv4
version of the HIT, used for secure communication.

* Device cert. — Present indicates the presence of a
device certificate, which means the Airwall Gateway
has been provisioned by the Conductor.

* Device key — Present indicates the presence of the
device identity private key.

+ Keystore — Indicates where the device identity
private key is stored: TPM, Operating System, or file-
based keystore.

* Annunciator — Displays the status of the annunciator.
On some models this affects LEDs and/or LCD
display.

* Run mode — Indicates the mode the Airwall Gateway
is running in:

* Protected — Normal operation mode.

* Transparent — Running with non-encrypted
bridging.

+ Diagnostic — In diagnostic mode.

* Factory reset — In factory reset mode.

* HA primary/secondary/active — Indicates the
High Availability role of the Airwall Gateway.

* Conductor — See status of the connection to

the Conductor. For more details, see status
conductor below.

e IP address — Shows the active IP addresses for this
Airwall Gateway. An IP address displayed in green
indicates it has been selected as active.

status conductor Shows the status of the Airwall Edge Service's
connection to the Conductor. Disconnected indicates the
Airwall Edge Service is not connected to the Conductor.



conductor set

conductor sync

diag

factory-reset [keep-networking|clear-
identity]

exitorquit

history

color on|off

reboot

shutdown

Airshell (airsh) Command Reference
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Note: For Airwall Agents and Servers that
support it, if Disconnected mode is On, you
can still access resources on the Airwall secure
network, and your Airwall Agent or Server will
reconnect at intervals for configuration and
trust policy updates. If you want to reconnect
manually, use conductor sync.

Set or remove a Conductor IP address or URL and port
(optional). For example: conductor set my-
conductor. tempered or just conductor set to
remove.

If an Airwall Agent or Server is set to Disconnected
mode on the Conductor, this command manually
reconnects to retrieve any changes to configuration or
trust policies. In Disconnected mode, you can still access
resources on the Airwall secure network. See Sync an
Airwall Agent or Server in Disconnected Mode on page
29.

Put the Airwall Gateway in diagnostic mode

Reset Airwall Gateway back to factory default settings.

» Use the keep-networking option to preserve the
network configuration.

+ Use clear-identity to remove the device identity and
licensing, and to re-license the Airwall Gateway.

If you want to preserve the network configuration, use
the keep-networking option:

airsh>> factory-reset keep-
networking

Exit Airshell

See the history of commands entered into Airshell. Enter
history clear to delete history.

Turn on or off color on the text output from the serial
console.

Restart the Airwall Gateway.

Shut down the Airwall Gateway.

For Airwall Gateways that have a console port, and for Linux Airwall Servers you can deploy and configure them
with the Airshell (airsh) command-line interface. It provides tab-completion, inline help, and the ability to deploy

and configure directly without going into diagnostic mode.

Get started

Connect a computer to the console port on the back of the Airwall™ or Conductor hardware, and use a terminal
(macOS, Linux) or terminal emulator (Windows) to open the console. See the platform guide for your Airwall for

specific connection instructions.

To access Airwall Gateways with airsh remotely, see Set up Remote Access to Airshell via SSH on page 374.
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At the console:

* v2.2.8 and later: log in with name: airsh, and no password
* v2.2.5 and earlier: log in with name: airsh, and password: airsh.

You can then enter commands at the airsh» prompt.

Note: See also Linux Airwall Server Airshell commands on page 372.

Advantech Note: To configure an Advantech machine, you can put it into diagnostic mode. See Put an Airwall
Gateway into diagnostic mode on page 478.

No Default Password in v2.2.8 and later

Starting with v2.2.8, the Airshell console default login has no default password. If you are concerned about securing

physical access to Airshell, set a password by entering conf password and following the prompts to set and confirm a
new password. Keep this password in a secure location, as it cannot be recovered. This password is only for Airshell

physical console access and is not used when you access Airshell remotely.

@ CAUTION: If this password is lost, you will need to do a factory reset to clear the password.

Common Commands

help [command] Show help for the specified command.

help [tree] List available commands. Use help tree to list
available commands with their options.

setup-ui Open the setup wizard to set up an Airwall Gateway.
See Configure an Airwall Gateway with the airsh Setup
Wizard on page 274.

conf network v2.2.10 and later — Configure port groups, see Configure

Port Groups with Airshell on page 376. For example:
to modify port group (pg) 2 with an IP of 192.168.1.1/24,
enter:

conf net modify pg=2
ip=192.168.1.1/24

v2.2.8 and earlier — Set up static IP addresses.

conf net list Display a list of port groups and their configured options.
ping Test network connectivity
status See Airwall status:

* Hostname — Shows the Airwall Gateway's identity
used when it connects to the Conductor. You use this
name to confirm the provisioning request from the
Airwall Gateway.

e HIT — The Host Identity Tag is a hash of the
Airwall Gateway's Host Identity, the public key
identifier. This IPv6-like identifier is used for secure
communication.

* LSI —The Local Scoped Identifier is a shortened IPv4
version of the HIT, used for secure communication.



status conductor

conductor set

conductor sync

diag
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* Device cert. — Present indicates the presence of a
device certificate, which means the Airwall Gateway
has been provisioned by the Conductor.

* Device key — Present indicates the presence of the
device identity private key.

+ Keystore — Indicates where the device identity
private key is stored: TPM, Operating System, or file-
based keystore.

* Annunciator — Displays the status of the annunciator.
On some models this affects LEDs and/or LCD
display.

* Run mode — Indicates the mode the Airwall Gateway
is running in:

* Protected — Normal operation mode.
* Transparent — Running with non-encrypted
bridging.
+ Diagnostic — In diagnostic mode.
* Factory reset — In factory reset mode.
* HA primary/secondary/active — Indicates the
High Availability role of the Airwall Gateway.
+ Conductor — See status of the connection to
the Conductor. For more details, see status
conductor below.
+ [P address — Shows the active IP addresses for this
Airwall Gateway. An IP address displayed in green
indicates it has been selected as active.

Shows the status of the Airwall Edge Service's
connection to the Conductor. Disconnected indicates the
Airwall Edge Service is not connected to the Conductor.

Ppg Note: For Airwall Agents and Servers that
support it, if Disconnected mode is On, you
can still access resources on the Airwall secure
network, and your Airwall Agent or Server will
reconnect at intervals for configuration and
trust policy updates. If you want to reconnect
manually, use conductor sync.

Set or remove a Conductor IP address or URL and port
(optional). For example: conductor set my-
conductor. tempered or just conductor set to
remove.

If an Airwall Agent or Server is set to Disconnected
mode on the Conductor, this command manually
reconnects to retrieve any changes to configuration or
trust policies. In Disconnected mode, you can still access
resources on the Airwall secure network. See Sync an
Airwall Agent or Server in Disconnected Mode on page
29.

Put the Airwall Gateway in diagnostic mode



factory-reset [keep-networking|clear-
identity]

exitorquit

history

color on|off

reboot

shutdown
Configuration Commands

activate [activation code]

conf
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Reset Airwall Gateway back to factory default settings.

* Use the keep-networking option to preserve the
network configuration.

» Use clear-identity to remove the device identity and
licensing, and to re-license the Airwall Gateway.

If you want to preserve the network configuration, use
the keep-networking option:

airsh>> factory-reset keep-
networking

Exit Airshell

See the history of commands entered into Airshell. Enter
history clear to delete history.

Turn on or off color on the text output from the serial
console.

Restart the Airwall Gateway.

Shut down the Airwall Gateway.

Activate a profile, and optionally, enter an activation
code to connect an Airwall Gateway to the Conductor.
For example:

airsh» activate 8z130f85eed9

Entering an activation code means the Airwall Edge
Service can connect to the Conductor without an
administrator needing to provision it.

Configure Airwall Gateway or Conductor. You can
configure these settings

* conf conductor URL|IP address— Set
Conductor URL. Same as conductor set above.

* conf name — prior to provisioning, configure the
Airwall name shown in the Conductor.

* conf cell [apn=auto|<apn>]
[carrier=auto|<carrier>] [mode=3g]|
4g] [pin=<code>] [auth=none |pap | chap|
both] [user=<user>] [pw=<password>]
[ip-type=<default,ipv4d,ipv6, ipv4ve>]
[roaming=<0|1>] — Get or set cellular modem
configuration. Supported cellular carriers are:
"AT&T", "Bell", "GCI", "Generic", "Rogers", "T-
Mobile", "Telus", "VTel", and "Verizon". See also —
U.S. Cellular Carrier Certifications on page 377

*  When you set the carrier to “auto”, the Airwall
Gateway looks up the operator ID from the SIM
card.



setup-ui

Diagnostic commands

conductor ping

conductor status

| Deploy Airwall™ | 366

+ If your carrier name is not listed, use “Generic”.

*  When you set the APN to “auto”, the Airwall
Gateway uses a default APN from the detected
or specified carrier, or you can specify the APN
provided to you.

e conf cell2 [apn=auto]|<apn>]
[carrier=auto|<carrier>] [mode=3g]|
4g] [pin=<code>] [auth=none|pap|chap]|
both] [user=<user>] [pw=<password>]
[ip-type=<default,ipv4d,ipv6,ipvive>]
[roaming=<0]|1>] — Get or set second cellular
modem configuration.

* conf network-—

v2.2.10 and later — Configure port groups, see
Configure Port Groups with Airshell on page 376.
For example: to modify port group (pg) 2 with an IP
0f 192.168.1.1/24, enter:

conf net modify pg=2
ip=192.168.1.1/24

v2.2.8 and earlier — Set up static IP addresses.

* conf password [delete] — Set (or delete)
the password for the current Airshell user. Use conf
password delete to remove the password.
(conf password delete not available
remotely)

e conf ssh on|off|status — Enable, disable,
or see the status of remote log in through SSH. See
Set up Remote Access to Airshell via SSH on page
374 for full details.

* conf ssh-key add ssh public key-—
Add or remove public SSH keys you use to log in
remotely. See Set up Remote Access to Airshell via
SSH on page 374 for full details.

*+ conf ssh-key remove - Remove the public
SSH key you use to log in remotely. See Set up
Remote Access to Airshell via SSH on page 374
for full details.

*+ conf wifi—On WiFi-enabled Airwall Gateways,
walks you through the steps to configure a WiFi
connection.

v2.2.10 and later — Open the setup wizard to set up an
Airwall Gateway. See Configure an Airwall Gateway
with the airsh Setup Wizard on page 274.

Checks name resolution and performs TLS connection
attempt with every configured Conductor URI.

Show Conductor settings and status.
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conductor set Set or remove a Conductor IP address or URL and port
(optional). For example: conductor set my-
conductor. tempered or just conductor set to

remove.

diag Put the Airwall Gateway in diag mode.

diag_report Get a diagnostic report.

firmware-upgrade Update the Airwall Gateway firmware from a file hosted

on a reachable file server.

network-restart Restart the network interfaces on the Airwall Gateway.
nmap [overlay port group] [Scan Map your network for discovery or security audits. For
Type(s)] [Options] {target more information, see Do network discovery and security
specification} audits in Airshell (nmap) on page 377.

policy [ -v | clear] Show HIP policy information. Only valid on Airwall

Edge Services.

e -v — Show additional columns.
* clear — Clear HIP policy cache.

Here are the columns in the output:

* PGID = Ingress port group ID

+ [P SRC/DST = source/destination IP address
* AGE = seconds since last matching packet

* Additional columns shown with -v:

+ PEER HIT — HIT of incoming (ingress) peer

e MAC SRC/DST - source/destination Ethernet
address

« VLAN=2802.1Q VLAN ID

* ETH = EtherType

* PKTS = Total packets

+  BYTES = Total bytes (including Ethernet
headers)

Actions:

TX PG <id> = Transmit to port group.
TX LSI <hit> = Transmit to peer.
DROP = Drop due to policy

ping IP_address [-I interface ] Ping the IP address, optionally with the interface
specified with -1.

rpc Sent JSON-RPC message.

time Query or time set.

table [TABLE] [ --OPTION=ARG[,ARG]... Query status table. These tables that show the real-time
| KEY=VALUE ]... internal state of Airwall Gateways and a Conductor. All

of these tables are included when you run a diagnostic
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report. For more information and all options, see Airshell
table command on page 369.

Common Options:

+ —-select COL[,COL]...—Display only the
specified columns.
KEY=VALUE

Allows you to filter the results by a value in one of the
columns of the table. KEY is the column name, and
VALUE is the value to filter on. For example, to return
only rows with the value of ESTABLISHED in the state
column, enter:

table hip assoc state=ESTABLISHED

TABLE

These are the available tables. For descriptions, see
Airshell table command on page 369.

Conductor tables:

file descriptors, m2 connections,
m2_denied, m2_ allowed,
map connection

Airwall Gateway tables:

file descriptors, map connection,
hip proto, hip assoc events,

policy engine, encrypt engine,
decrypt engine, reader, writer,
io _worker,

worker, decrypt sadb, encrypt sadb,
hip assoc, peers, jet ip4 relay,
jet engine

Status Commands

license Display open source license information
log [follow | status [hip|ebm2]hep] Show the latest lines of the system log, or rating limiting
details.

* follow — Follow the log output until you quit with
CTRL+C

* status [hip]|ebm2] — Show rate limiting details
for HIP or ebm? traffic.

status [<option>] Display the status of the Airwall Gateway, including
the installed cellular firmware package. With an option,
displays the status of one of the following:

e cell — Get Cellular information

* conductor — Get the status of connection to the
Conductor

* dnscache [flush | flush <pattern>]
— For Airwall Gateways, dumps or flushes the
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entire DNS cache, or specific entries. For example,
flush dnscache example.comor flush
dnscache *.example.net

* hip— Get HIP state
* hipvars — Get additional HIP state
* linkmanager — Get Linkmanager status.

e macs — Get the MAC addresses for all of the network
interfaces on this Airwall Gateway.

* network — Get network information

+ peers — Get a list of peer Airwall Edge Services

* ps — Get the running processes on this Airwall
Gateway.

* relays — Get relay probe information

* routes — Get routing tables

* threads — Reports CPU and memory usage of
threads of major services running on an Airwall
secure network.

e tunnels — Get a list of tunnels on this Airwall
Gateway

 wifi — Get Wifi information
Airshell table command
Full details for the Airshell table command

These tables that show the real-time internal state of Airwall Gateways and a Conductor. All of these tables are
included when you run a diagnostic report.

Options
Options:

* --1imit=COUNT - Display up to COUNT rows.

*+ --offset COUNT — Start after COUNT rows.

* —-scope=SCOPE — Limit query to SCOPE.

* --select COL[,COL] ... —Display only the specified columns.

KEY=VALUE

Allows you to filter the results by a value in one of the columns of the table. KEY is the column name, and VALUE is
the value to filter on. For example, to return only rows with the value of ESTABLISHED in the state column, enter:

table hip assoc state=ESTABLISHED

Examples
To troubleshoot a single tunnel:

1. Find the HIT for the peer Airwall Edge Service on its page in the Conductor:
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6FD1FDC948F4
No tags in use
Airwall agent Local devices Reporting Diagnostics
Status
Member of Overlay networks Airwall groups Airwall relay rules
None None None
Online status
Published IPs 10.10.10.239
Location
Description
Notes
uiD BHI@40130#6FD1FDC948F4
HIT @ 2001:1d:3c96:7769:f5dc:4039:713a:c23b
APIUUID © d163eddd-e17b-4042-9ebd-e03007d15d46

2. On the peer Airwall Edge Service, use the following Airshell table commands to restrict output to a single peer:

+ table hip_assoc peer_hit=2001:19:ce64:2399:3870:3531:3e20:735d
+ table decrypt_sadb hit=2001:19:ce64:2399:3870:3531:3e20:735d
+ table encrypt_sadb hit=2001:19:ce64:2399:3870:3531:3e20:735d

P Note: You can also search for an Airwall Edge Service by HIT in the Conductor using Conductor Query
Language: hit=="2001:19:ce64:2399:3870:3531:3e20:735d". For more information, see Search by Expression
with the Conductor Query Language on page 45.

TABLE

These are the available tables, grouped by the area for which they provide information. If you do not specify a table,
you get the list of available tables.

File tables

+ file descriptors

MAP (Conductor) Connection tables
These tables show MAP connection (Airwall Gateway<->Conductor) information

* map_connection (on Airwall Gateways) — Connection information on Airwalls

* m2_connections (on Conductor) — Connection information on the Conductor. Shows two tables, the first allowed
connections and the second, denied connections.table

* m2_denied — Denied connections
+ m2_allowed — Allowed connections

Tunnel tables
These tables show tunnel information.

» hip_assoc — HIP protocol state of active tunnels. A tunnel (not relayed) will have an encrypt _sadb and
decrypt_sadb entry once the HIP base exchange is complete.

» « pid— Process ID of openhip/airwall process
* id — Protocol thread ID — always 0

* idx — Array index in hip_assoc_table. Entries should be densely packed in the beginning. By default, Airwall
Edge Services support up to 1024 HIP associations

* local hit— Host Identity Tag (HIT) of local Airwall, or lesser of two HITs for relayed association
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» peer_hit — HIT of remote Airwall Edge Service, or greater of two HITs for relayed association
+ state — HIP association state - https://datatracker.ietf.org/doc/html/rfc7401#section-4.4.4

» last state change — Time of last state change, expressed as seconds from now

» last_hip keepalive — Last HIP UPDATE keepalive, expressed as seconds from now

* local addr — Local IP address and UDP port

* peer_addr — Remote IP address and UDP port

» update id — Sequence number of last HIP UPDATE sent

» path mtu — Path MTU discovered from local interface MTU, Overlay MTU configuration via Conductor,
ICMP unreachable or peer Airwall Edge Service

* dh_group — Diffie Hellman group ID
* hip_xfrm — HIP transform (encryption and digest algorithm)
* esp_xfrm - EPS transform (encryption and digest algorithm), corresponds to a_type, e_type in SADB

» keymat idx — Index of next available key material in HIP association ephemeral key material. This index
resets after a rekey UPDATE

* spi_in — Inbound (decrypt) SPI (Security Parameter Index)

* spi_out - Outbound (encrypt) SPI (Security Parameter Index)
hip_assoc_events — Circular log of recent HIP association events
encrypt_sadb— Outbound ESP state of tunnels

» pid — Process ID of openhip/airwall process

* id — Protocol thread ID — always 0

* hit— Peer Airwall HIT

» expire — Expiration time, expressed as seconds from now

» last used — Last packet time, expressed as seconds from now

* a_type — Authentication algorithm

* ¢ _type - Encryption algorithm

* a len — Authentication key length

* ¢ _len — Encryption key length

» sequence — Next ESP sequence number

+ ifindex — Outbound interface index

» src — Source IP address and UDP port

» dst— Destination IP address and UDP port

» spi— ESP SPI

*  mtu— Overlay MTU, reflects hip_assoc path_mtu minus encapsulation overhead.
* next_hop — Next Hop MAC address for routed packets

* ndp_probes — Number of NDP probes sent to discover next hop MAC
» arp probes — Number of ARP probes sent to discover next hop MAC
* ipv6 — Peer supports IPv6 and ICMPv6 keepalive messages

* icmp6_seqno — Next Sequence number of ICMPv6 keepalives

* pkts_tx — Number of packets transmitted

* pkts_dropped — Number of packets dropped, if any.

* bytes rx — Number of bytes transmitted

decrypt_sadb — Inbound ESP state of tunnels including relayed tunnels

* pid — Process ID of openhip/airwall process

* id — Protocol thread ID — always 0

» spi— ESP SPI (security parameter index)

* hit— Peer Airwall HIT

» expire — Expiration time, expressed as seconds from now

» last used — Last packet time, expressed as seconds from now
* a_type — Authentication algorithm
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* ¢ type - Encryption algorithm

* a len — Authentication key length

* ¢ _len — Encryption key length

» sequence — Last ESP sequence number

» relay dst hit— For relayed associations, HIT of destination Airwall Edge Service.
» relay ifindex - For relayed associations, outbound interface index.

» relay_src - For relayed associations, outbound source IP address and UDP port

» relay dst - For relayed associations, outbound destination IP address and UDP port
* pkts rx — Number of packets received and successfully decrypted

* pkts_dropped — Number of packets dropped, if any

* pkts_lost — Number of packets lost, determined from gaps ESP sequence number
* bytes rx — Bytes received

Relay tables
These tables show information on relays and relay traffic.

* decrypt sadb — Inbound ESP state of tunnels, including relayed tunnels. A relay has two decrypt_sadb entries
for each relay connection.

* hip assoc — HIP state of active tunnels. A tunnel (not relayed) has an encrypt_sadb and decrypt_sadb entry
once the HIP base exchange is complete.

* jet ip4 relay - Offloaded relay connections - should reflect decrypt_sadb state.
* peers - Relay client (indexed by client HIT) underlay IP of the last relay probe.

Overlay trust policy tables
These tables show information on overlay trust policies.

* policy engine - Policy enforcement and east-west / bypass.
* .policy drops — Recently dropped packets by policy. A closed hashtable of policy drops.

Overlay Configuration tables
This table shows overlay information.

* .overlay — Port group information. Can be useful to look up "pgid" to "pg_id" mapping.

Performance tables
These tables can be useful in troubleshooting.

* decrypt_engine— Inbound tunnel handling including relayed traffic
* encrypt_engine — Outbound tunnel handling

* jet _engine —

» hip_proto - HIP protocol processing

* io_worker — Combined dataplane thread

* reader — Dataplane thread counter

» worker — Dataplane thread counter

* writer — Dataplane thread counter

Internal Only
Tables not listed are used internally.

Linux Airwall Server Airshell commands
These are the common Airshell commands for the Linux Airwall Server.
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help List available commands. Use help tree to see
commands and options.

service [ start | stop | restart] Start, stop, or restart the Linux Airwall Server.
profile [activate | create | list | Manages profiles for your Linux Airwall Server.
modify]

* activate —Make a profile the active one. For
example: sudo airsh profile activate
<profile name or number>

* create — Create and configure a new profile.
For example: sudo airsh profile
create name=<new profile name>
conductor=<conductor url>
[act=<activation_ code>]

* list —Listyour profiles. Use 1ist verbose to
get profile details as well.

* modify— Modify a profile. For example
sudo airsh profile modify <name|
number> [name=<new-name>]
[conductor=<conductor-url>]
[act=<activation-code>]

conductor [ set | sync | status ] ¢ conductor set — Setor remove a Conductor IP

address or URL and port (optional). For example:
conductor set my-conductor.tempered.
To remove a Conductor, run without a URL:
conductor set.

e conductor sync — Ifthe Airwall Server is
set to Disconnected mode on the Conductor, run
this command to manually reconnect and retrieve
any changes to configuration or trust policies. In
Disconnected mode, you can still access resources
on the Airwall secure network. See Sync an Airwall
Agent or Server in Disconnected Mode on page
29.

* conductor status—Sameas status
conductor, shows the status of the Linux Airwall
Server connection to the Conductor.

log follow Watch the log file (usually for troubleshooting).

status [conductor | wifi | network] Shows the status of the Linux Airwall Server connection
to the Conductor, status of the WiFi connection, or status
of the network.

pm Note: A Conductor status of Disconnected
indicates the Linux Airwall Server is not

connected to the Conductor. If Disconnected
mode is On, you can still access resources on
the Airwall secure network, and your agent
will reconnect at intervals for configuration and
trust policy updates. If you want to reconnect
manually, use conductor sync.
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g Note: If your status is Disconnected and
Disconnected mode is Off, you will not be able
to access resources. Contact your Conductor
administrator.

Run Airshell remotely from the Conductor
For remote administration of Airwall Gateways, you can use Airshell to run diagnostic and configuration commands
from the Conductor.

Supported Roles System administrators can assign Allow Remote Airsh
permissions to system and network administrators.
See Customize Permissions for System and Network
Administrators on page 56.

+ Permission extends to any Airwall Edge Service the
user has edit permissions for
* Permissions apply to network as well as system

administrators
Supported Versions v3.1.0 Conductor
Supported Airwall Edge Services * v3.1.0 Airwall Gateways that are online

e Conductors

Supported Airshell commands You can run most Airshell commands that are available
when running Airshell locally. Exceptions are commands
that risk disconnecting the Airwall Gateway permanently
from the Conductor, such as the shutdown command or
commands to reconfigure the network. You can use the
help command for the list of available commands.

1. In the Conductor, open the page for an Airwall Edge Service, then select the Airshell tab. For Conductor Airshell,
go to Settings > Airshell.

2. Select Open Remote Airshell.
3. Enter the Airshell commands you need.
4. When done, enter ex1it, or just navigate to a different page.

Note: Airshell sessions automatically disconnect after 10 minutes of inactivity. If your session is
disconnected, select Reconnect.

\J

Set up Remote Access to Airshell via SSH

You can enable and set up a secure shell (SSH) public key on physical Airwall Gateways to allow you to remotely log
in to run airsh commands. Remote access is limited to running ai rsh commands, and only to the Overlay IPs, not
any Underlay IPs. Remote access uses SSH public/private key pairs, where the Airwall Gateways only see the public
key.

Note: You can also run Airshell on Airwall Gateways remotely from the Conductor. For details, see Manage
Airwall Gateways remotely with Airshell on page 98.

\J

Setting up remote access provides a way to configure and troubleshoot your physical hardware without a site visit.

Note: To enable SSH access and add the SSH keys, you first need physical access to the Airwall Gateway.

Before you begin:
To set up remote access, you need:

» SSH public and private keys for the people's computers that require access — For example, these can be generated
using OpenSSH's ssh-keygen command. For example, ssh-keygen -t rsa.
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@ CAUTION: You should protect your SSH private key with a passphrase.

» The Airwall Gateway's Overlay IP address where SSH will be used.

1. If you need to configure an Overlay IP for this Airwall Gateway, you can do it from the Conductor or using
Diagnostic Mode on the Airwall Gateway:

*  From the Conductor: Open the Airwall Gateway and go to the Ports tab. Expand the Overlay Port Group,
and under IP addresses, configure one or more static [P addresses.

*  From the Diagnostic Mode web interface: Navigate to http://192.168.56.3, open Settings, Port Settings, and
under Port Groups, configure an IP address for an Overlay Port Group.

2. See Connect to a physical Airwall Gateway or Conductor with a console port on page 293 to connect to the
Airwall Gateway and log in to airsh.

3. Enable SSH access by entering:
airsh» conf ssh on

This enables SSH access via the Overlay IP (not the Underlay IP addresses).
4. Password-based SSH login is not allowed. Configure at least one public SSH key by entering:

airsh» conf ssh-key add <public SSH key>

Note: There is a potential issue on Airwall Gateway 150s v2.2.8 and earlier when copying and pasting
long values (over 35 characters) into the console. If the console becomes unresponsive, try pasting the key
in smaller parts.

5. In airsh, type status to get the IP address to log in to.
6. To log in remotely, ssh into the IP address, and then log in to airsh:

login airsh

You can now run airsh commands remotely on the Airwall Gateway. See Access an Airwall Gateway Remotely on
page 375.

Access an Airwall Gateway Remotely

Once you've Set up Remote Access to Airshell via SSH on page 374 on an Airwall Gateway, you can use the
configured SSH key to log in remotely and run a limited set of airsh commands with airsh as a username.

Note: Remote access is limited to running airsh commands, and only to the Overlay IPs, not any Underlay
IPs.

For example, if the Overlay IP for the Airwall Gateway is 192.168.50.5, use a command such as:
ssh airsh@192.168.50.5

You can configure the Overlay IP as a protected device. When policy has been granted to the Overlay IP, you can
access remote SSH from a device behind another Airwall Gateway, or from an Airwall Agent.

For full descriptions of airsh commands, see Airshell (airsh) Command Reference on page 362.

Configure an Airwall Gateway with the airsh Setup Wizard

Configure the most common Airwall Gateway setup options using the airsh Setup Wizard.

Supported Versions 2.2.10 and later Airwall Gateways

Supported on these Airwall Edge Services All Airwall Gateways

Before you begin

Collect the following information to set up your Airwall Gateway:
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* Underlay network information — The protocol (DHCP or static) and type (IPv4 or IPv6) of your underlay
network, both wired and Wifi, if enabled. If you are using cell, also your APN (for both modems if you have 2).

* Conductor address — The IP address or hostname and port for the Airwall Conductor you want this Airwall
Gateway to connect to.

»  Wifi information (if enabled) — The authentication type, and SSID (network name) and key for your wireless
network.

* Cellular information (if included) — Your active carrier, preferred access type (3G or 4G), pin code,
authentication type (None, PAP, CHAP, PAP/CHAP), username and password (if applicable), IP connection type
(default, IPv4, IPv6, IPv4/IPv6) and whether you want to enable or disable roaming.

Set up an Airwall Gateway with the airsh Setup Wizard

1. Connect a computer or Configure an Airwall Gateway with the airsh Setup Wizard on page 274 to access it
remotely.

2. Loginto airsh. For information on how, see Airshell (airsh) Command Reference on page 362.

3. Atthe airsh prompt, enter:

setup-ui

4. Fill in the information to set up your Airwall Gateway.

5. When you’re finished, the status page shows the options you’ve selected and whether you are connected to your
Wifi or cellular network. You may want to note your underlay IPs.

You can reboot to start using the Airwall Gateway, or go into Diagnostic mode to configure more options.
To troubleshoot connection issues, see Troubleshoot Initial Airwall Gateway connections on page 491.

Configure Port Groups with Airshell
You can use Airshell to add, delete, and configure port groups on an Airwall Gateway, including adding an Overlay

IP.
Supported Versions 2.2.10 and later Airwall Gateways
Supported on these Airwall Edge Services All Airwall Gateways

Before you begin

By default, port 1 of the Airwall Gateway is an underlay port set to acquire its IP address using DHCP. To configure
the underlay port with a static IP address, you’ll need:

» [P address/subnet, gateway, and DNS servers for the port group.
» Ifyou are using DHCP, set up your DHCP server on your network.

Note: This procedure uses the conf net menus, but you can accomplish the same thing in one command.
Enter help conf net to see options, and see the one command example after the procedure.

\J

Set up port groups on an Airwall Gateway

1. Connect a computer or Set up Remote Access to Airshell via SSH on page 374 to access it remotely.
2. Log in to Airshell. For information on how, see Airshell (airsh) Command Reference on page 362.
3. Atthe airsh>> prompt, type:

airsh>> conf network

Airshell displays the Port Groups configuration menu:

Port Groups:
1: Underlay Port Group 1 [underlay]
(static) 10.0.1.99/24 gateway: 10.0.1.1 dns: 8.8.8.8
2: Overlay Port Group 1 [overlay]

a. Add port group
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d. Delete port group
s. Save port group changes
g. Quit (cancel changes)

Note: You can also accomplish the same thing in one command. Enter help conf net to see options.

4. Follow the menus to configure the port groups and port group settings for the Airwall Gateway. Type g to back up
to the main menu, then type s to save your changes.

For more information about editing port groups and port group settings, see Set up Port Groups on an Airwall
Gateway on page 386.

For example, here's how you add an Overlay IP address:

One command line:
airsh conf net modify pg="Overlay Port Group 1" ip=[ip in CIDR format]

Using the conf net menus:
1. Atthe airsh>> prompt, type:

airsh>> conf network
2. Select 2 to edit Overlay Port Group 1.
3. Select a to add an Overlay IP group. This adds a static IP address.
4. Select 1 (one) to change the static IP address. Airshell displays the IP configuration menu:

Configuring IP for Port Group 1
t. Toggle dhcp/static (static)

i. IP address (not set)
g. Gateway (not set)
d. DNS Servers (not set)

g. Quit to previous menu

5. Select 1 to enter an IP.
6. Enter the IP address you want in CIDR format, and press Enter.
7. Select g twice to go back to the main menu, and then select s to save the configuration.

Do network discovery and security audits in Airshell (hmap)
Map your network for discovery or security audits with the Airshell command nmap.

Run nmap from the overlay side of an Airwall Gateway. This reference includes examples for the most common
and useful options. This command is based on the publicly-available Nmap Reference guide, where you can find
additional examples.

You can optionally specify which overlay port group to scan. For example, nmap ovll -n -sP
192.168.3.1-100ornmap 1 -n -sP 192.168.3.1-10. Ifyou do not specify an overlay port group (for
example, nmap -n -sP 192.168.3.1-10), the scan is run from the first overlay port group.

For nmap options, enter nmap --help.
For more options and examples, see the Nmap Reference guide (external link).

U.S. Cellular Carrier Certifications
Here are the modems in Airwall Gateway and Advantech hardware and the cellular carriers for which they are
certified.

Airwall Gateway Verizon AT&T

110g (Quectel EG25-G) X X
Advantech AV3200 (Quectel EC25-AF) X X



https://nmap.org/book/man.html
https://nmap.org/book/man.html

| Deploy Airwall™ | 378

Airwall Gateway Verizon AT&T
150 (Sierra HL7588 - see note) X X
250g/gd (Sierra HL7588 — see note) X X

Note: The NimbeLink Sierra HL7588 modem is pre-certified for PTCRB approved networks. Its certification
covers the device it is installed in.

\J

Set a Private APN for your Cellular Provider on an Airwall Gateway
You can set the APN of the cell modem on an Airwall Gateway (100, 110, 150, 250) on the Airwall Gateway from
Diagnostic mode or using airsh, or from the Conductor.

Note: If you are using the default APN of your cellular provider for Internet access, this APN is
automatically used when the APN is set to "auto". These instructions are if you have a private APN that you
need to set.

\J

Set the APN from Diagnostic Mode

1. Put your Airwall Gateway into Diagnostic mode. See your platform guide or Put an Airwall Gateway into
diagnostic mode on page 478 for instructions.

In Diagnostic mode, open the Settings page, and the Port Settings tab. (Note: Not the Cellular Settings tab.)
Select Edit Settings.

For APN, enter the APN needed to connect to your cellular service.

Select Update Settings.

Set the APN with airsh

A S

On the Airwall Gateway, you can use the following airsh command to set the APN, replacing <APN> with the
APN (no spaces allowed):

airsh> conf cell apn=<APN>
For example,
airsh> conf cell apn=my private apn
For more information on using airsh, see Airshell (airsh) Command Reference on page 362.

Set the APN in the Conductor

If the Airwall Gateway is on Ethernet and connected to the Conductor, you can set the APN from the ports page of the
Airwall in Conductor.

1. On the page for the Airwall Gateway, open the Ports tab.

Select Edit Settings.

Under Ports, select the Cell Interface.

To the right, under APN, enter or change to the APN needed to connect to your cellular service.

Eal ol

Ports

Port1 | Port2 Cell 1 Interfaces  Assigned 1P address MAC M1y APN

BB ..||I|

=cell1 v 10093.106201/30, 2600:100£b00d:de4b:647£8bc5:ed02:4079/128 46:58:08:32:d0:84 1428 auto o]

Port groups +

5. Select Update Settings.

Bulk Configuration of Airwall Edge Services
Configure certain settings in bulk for Airwall Edge Services or Airwall groups.

Supported Versions Conductor 2.2.10 and later
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Required Role System Administrators, and Network administrators with
permissions to change the selected Airwall Edge Services

Supported on these Airwall Edge Services Provisioned and managed

CAUTION: For most options, bulk editing overwrites any existing values on the selected Airwall Edge
Services. There are a few that you must specifically choose overwrite.

To configure Airwall Gateways in bulk

1. On the Airwalls page, select the Airwall Edge Services or Airwall groups you want to configure.
2. Select Airwall actions > Configure selected Airwalls.

3. Select the options you want to change for all selected Airwall Edge Services. You can select all of the options you
want first, and then fill them all in:

Location
Overlay device IP (CIDR)

Airwall traffic stats reporting interval

Airwall tunnel stats reporting interval

Device activity reporting interval

Health data reporting interval
Advanced

Auto-connect enabled

Conductor session renew timeout (seconds)

Inactive tunnels timeout (seconds)

Max file transfer bandwidth (KB/s)

Overlay path MTU (bytes)

Path MTU discovery enabled

Preferred cipher suite

Relay probe interval (seconds)

Tunnel keep-alive timeout (seconds)

Use compression

4. Fill in the values for the options you’ve chosen.

Configure Airwalls x

Location

v .
East Coast % overwrite @ ]

Overlay device IP (CIDR) @
| Joverwrite @ ]

(J Auto-connect enabled @ 0]

“

Select an option...

Update Cancel

5. For most options, bulk editing by default overwrites any existing values on the selected Airwall Edge Services.
On options that do not automatically overwrite values, you have the option to overwrite. Check Overwrite if you
want to also overwrite these option values.

6. Select Update to apply the bulk configuration.
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Bulk Edit Settings Descriptions
Here are descriptions for the Airwall Edge Service settings you can configure in bulk.

@ CAUTION: Most of these options overwrite the current setting on selected Airwall Edge Services. A few
options (*starred) will not overwrite by default, and instead only apply the change if the setting is blank or has
not been changed from the default. For these options, check Overwrite to overwrite these option values.

Note: If an option doesn’t apply to a particular Airwall Edge Service, it is ignored.

Basic

» Location* — Physical location of the Airwall Edge Services.

Airwall agent/server

* Overlay device IP (CIDR)* — Assign IPs to the selected Airwall Agents and Servers in order from the specified
IP CIDR.

Reporting
Set reporting intervals. All of these settings default to 5 minutes:

* Airwall traffic stats reporting interval — How often to report traffic stats to the Conductor. Traffic stats are
shown on the page for each Airwall Edge Service under Reporting > Traffic stats.

* Airwall tunnel stats reporting interval — How often to report tunnel stats. Tunnel stats are shown on the page for
each Airwall Edge Service under Reporting > HIP tunnel stats.

* Device activity reporting interval — How often to report device activity.

» Health data reporting interval — How often to report health data. Health data is shown on the page for each
Airwall Edge Service under Reporting > Health data.

Advanced

* Auto-connect enabled — Enable to build secure tunnels between devices even if there is no traffic. Useful when
devices are behind NAT. Default: Enabled

* Conductor session renew timeout — Number of seconds before a Conductor session times out. Default: 120
seconds.

» Inactive tunnels timeout — Number of seconds before an inactive tunnel is closed.

* Max file transfer bandwidth — Limit the bandwidth used for large file downloads (such as firmware updates).
Default: 1000 Kb/second.

* Overlay path MTU — Maximum transmission unit (MTU) in bytes sent through the overlay. Must be between
1280 and 9022. Default: 1400 bytes.

+ Path MTU discovery enabled — Check to have the Airwall Edge Service adjust packet sizes if the intermediate
routings only support limited maximum transmission unit (MTU) settings. Default: Disabled.

* Preferred cipher suite — Select the cipher suite to use when encrypting traffic. Default: Use Global setting (set in
Conductor Settings under Advanced > Global Airwall settings).

* Relay probe interval — If enabled, the Airwall Gateway periodically sends probe packets to all of its relays and
uses the closest relay when initiating secure tunnels. This option can reduce the amount of network traffic used to
build new tunnels and allows auto-connect to be turned off. Default: 30 seconds.

* Tunnel keep-alive timeout —Enable to have the Airwall send keep-alive packets to peer Airwalls to keep the
tunnel from expiring if no device traffic is available. Default: 75 seconds.

* Use compression — Turn on to have Airwall Edge Services compress encrypted traffic before sending. Default:
Use Global setting (set in Conductor Settings under Advanced > Global Airwall settings).

Set up a secure IPv6 overlay
You may want to set up IPv6 to provide encrypted communication to the IPv6 Internet or between Airwall Gateways,
to secure [Pv6 communication, and carry IPv6 traffic across an IPv4 only network.
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v2.2.10 and later Conductor and Airwall Gateways

Supported Airwall Edge Services v2.2.10 and later Airwall Gateways, plus any version of
Airwall Relay since they do not decrypt traffic, they will
relay IPv6 traffic.

Required Role System and network administrators with permissions to

the Airwall Gateways.

Note: IPv6 is not yet supported on:

» L2 (aka subnet extension) — Having the same subnet behind multiple Airwall Gateways or multiple port
groups on a single Airwall Gateway

The steps are:

1.
2.

3.
4.
S.

Configure an IPv6 static address for an Airwall Gateway

Configure DHCPv6 (Optional if you configure a static IPv6 address and a default route to the Airwall's overlay
IPv6 address on each IPv6 protected device)

Discover devices, or create an /64 network object device on the Airwall Gateway
Repeat steps 1-3 for other Airwall Gateways you want to communicate over [Pv6.

Set up an overlay and add trust between the /64 network object devices.

These steps are covered in more detail in the following sections.

Step 1: Configure an IPv6 static address

On an Airwall Gateway that supports IPv6, add an IPv6 overlay IP address:

1.
2.

3.

Go to Ports, sclect Edit Settings, and open an Overlay port group.

Set the following options:

» [IP addresses — Select Static. If you need to add an address, click the plus (you can have both [Pv4 and IPv6
static addresses assigned).

* Type — Select IPv6.

» IP address — Enter a /64 block and assign the overlay IPv6 address (best practice is to use ::1):

¥ Overlay group & (Overlay Port Group 1) ®
Name Interfaces
Overlay Port Group 1 [eore2] 4
IP addresses + Type IP address (CIDR) @ Gateway
Static s IPv6 ¢ 2001:db8:3c4d:15::1/64 o
(J Enable source NAT @ (J Enable MAC masquerading @ (J Routed traffic only @

Note: Assign unique IP addresses for each Airwall Gateway you set up.

Select Update Settings.

Step 2: Configure DHCPv6

\J

Note: This step is optional if you configure a static IPv6 address and a default route to the Airwall Gateway's
overlay IPv6 address on each IPv6 protected device.

On the Airwall Gateway, configure your DHCP settings for DHCPv6:

1. Next to DHCP settings, select Configure.

2. Enter your DNS servers and Domain. The rest should be filled in for you.



DHCP settings

DHCP configuration

DHCPV6 stateless

Prefix
2001:db8:3c4d:15::1/64

DNS server 1

2001:4860:4860::8888

Domain (optional)

example.com|

3. Select Apply.

DNS server 2
2001:4860:4860::8844

Apply Cancel

Step 3: Discover devices, or create a /64 network object
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You can wait for automatic device discovery to detect IPv6 devices and accept them, or you can create an IPv6
network object if you do not need to set policy for individual devices. If you choose to discover and accept individual
IPv6 devices, be aware that the devices may have IPv6 privacy extensions enabled that cause the device to obtain a

new IPv6 address frequently (approximately every 15 minutes).

To create a IPv6 network object device on the Airwall Gateway for your local /64 network:

1. Go to Local devices.
2. Select Add device.

3. Under Overlay device IP, enter the static IPv6 IP address you set up on the Overlay port group:

Add device

Overlay device IP @
2001:db8:3c4d:15::1/64

x

4. Fill in other device details, and then select Create.

Step 4: Repeat for one or more Airwall Gateways

Repeat steps 1-3 above for additional Airwall Gateways.
Step 5: Set up trust between IPv6 devices

Add the IPv6 network objects (or discovered IPv6 devices) to an overlay, and set up trust between them. See Create

an overlay network on page 418 and Add and remove device trust on page 427.

IPv6 Overlay

Devices Visualization Timeline
Remove from network

Trust Device name

(® @ & |pv6 Internet

O] & IPv6 Network Object

Result

IPv6-capable devices connected to these Airwall Gateways can now:

Airwalls

Overlay IP MAC address

@ ::/0

2001:db8:3c4d:15::/64

IZ)EJELN Disabled
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e Obtain an IPv6 address
* Use the Airwall Gateway as their IPv6 default gateway
* Communicate with each other

Note: Some devices may require special configuration to enable IPv6 or IPv6 auto configuration.

Set the Wi-Fi network for an Airwall Gateway
You can set the Wi-Fi network for an Airwall Gateway to use.

1. Configure the Wi-Fi network on your Conductor. For details, see Configure Wi-Fi Settings on page 241.
2. In the Conductor, open an Airwall Gateway with wireless capabilities.

3. On the right, open Actions, and select Assign Wi-Fi network.

Actions ~

@ Tags

& Detect and onboard devices
& Enable MAC lockdown

& Enable transparent mode

N Disable network communications

= Replace...

©§ Update firmware...
& Install hotfix...

© Revoke

O Reboot

= Assign Wi-Fi network...

®@_Check online
& Blink

4. Under Assigned Wi-Fi network, select the Wi-Fi network you want this Airwall Gateway to use.

Select Wi-Fi Network .

Assigned Wi-Fi network:

TemperedGuest v

Apply Cancel

If you're having problems connecting, try some of the troubleshooting suggestions in Troubleshoot Initial Airwall
Gateway connections on page 491 or Measure wireless signal strength - WiFi and cellular on page 497.

You can also set the Wi-Fi network directly on the Airwall Gateway:

* Airshell setup-ui command — For more information, see Configure an Airwall Gateway with the airsh Setup
Wizard on page 274.

» Diagnostic mode — For more information, see Put an Airwall Gateway into diagnostic mode on page 478.
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Configure an authenticated Airwall Agent or Server session
An authenticated Airwall Agent or Server session requires users to authenticate before the Airwall Agent or Server
can communicate in an overlay network. The authentication is based on a user’s Conductor login credentials.

Note: Authenticated Airwall Agent or Server sessions expire after 15 minutes of inactivity, or within 24
hours of user log in.

\J

To configure authenticated Airwall Agent or Server sessions:

Go to Airwalls and select an Airwall Agent or Server.

Select Edit Settings.

Under Airwall agent authentication, check Require authenticated Airwall session

Select Update Settings.

Point your web browser to a secure (HTTPS) web URL using one of the remote device IP addresses.

A o

In the HTTPS login page, enter the Airwall Agent or Server Conductor username and password.

Note: If the Airwall Agent or Server is a member of two or more overlay networks, select the overlay
networks in which the Airwall Agent or Server will participate.

0
>

Once authenticated, the Airwall Agent or Server participates in the selected overlay network.

Note: To activate an Airwall Agent or Server in a different overlay network, you must reboot the Airwall
Agent or Server, re-authenticate, and select the new overlay network.

.
>

Configure Advanced Airwall Edge Service Options

Add or Replace a Signed Certificate on an Airwall Gateway for Conductor Communication
By default, the Airwall Gateways come with a Tempered factory-installed certificate. You can add your own custom
CA certificate to use for Conductor communication.

Supported Versions 2.2.10 Airwall Gateways and Conductor
Supported on these Airwall Edge Services Airwall Gateways

Note: When you are in the process of replacing a certificate, the Airwall Gateway uses the existing certificate
until the replacement is complete.

\J

Note: For HA-paired Airwall Gateways, you can have a custom certificate on one or both.

Before you Begin

Before you can upload or replace a signed certificate, you need to have a CA certificate chain installed so that the
Conductor can verify the certificates. For more information, see Install a Custom CA Certificate Chain on page
239.

Requesting and copying a CSR (Certificate Signing Request) for the Airwall Gateway

Once you have installed CA certificates (see Install a Custom CA Certificate Chain on page 239), you can generate
a Certificate Signing Request (CSR) to create a certificate (for example, with a PKI Registration Authority) for
Airwall Gateway to Conductor Communication:

1. In Conductor, open the Airwall Gateway to which you want to add a custom CA certificate.

2. Go to Airwall gateway > PKI.

Note: If the PKI tab is not visible, either the Conductor does not have custom CA certificate chain

uploaded and you need to Install a Custom CA Certificate Chain on page 239, or the Airwall version is
not 2.2.10 or later.

3. Select Get certificate.

0
>
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Overview PKI
Certificates + New certificate
Common hame Purpose Validity

No certificates
If you are replacing a certificate, open the Actions menu on the existing certificate and select Replace certificate.

Certificates

Common name Purpose Validity

HS5-126.20.91 Conductor communication 04/19/2012-09/24/2040 =
& Edit
[ Delete

& Download CSR

= Replace certificate

4. If you are adding a new certificate, under Distinguished Name, enter the Identity (Distinguished Name) for the
certificate. For example, /C=US/O=Tempered/0U=Dev/CN=cond.example.com

New Conductor communication certificate x

Distinguished Name

{C=US/0=Tempered/OU=Dev/CN=cond.example.com

Ex: /C=US/0=CompanyName/OU=Department/CN=Asset-ID

Cancel

Note: If you are replacing a certificate, the Distinguished name remains the same.

5. Select Request CSR.
6. Under CSR, select either Copy or Download to generate and get the CSR you need to get a signed certificate.
7. Select Cancel to close the dialog, or leave it up while you get the signed certificate.

Getting a signed certificate

Use the CSR to request a new signed certificate. You can generate a new signed certificate using your organization’s
own process, or with a public PKI Registration Authority.

1. Submit the Certificate Signing Request (CSR) you copied or downloaded to your Enterprise PKI Registration
Authority. They use it to create your certificates.

2. When you get the certificates, download or copy them.

Uploading the signed certificate to the Airwall Gateway

In Conductor, open the Airwall Gateway for which you have a custom CA certificate.
Go to Airwall gateway > PKI.

Open the Actions menu on the existing certificate and select Edit

El o o

Under Signed Certificate, paste the custom-CA signed certificate to install the certificate on the Airwall Gateway.
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Edit Conductor communication certificate x

Distinguished Name
/C=US/O=MyCompany/OU=MyDepartment/CN=MyAsset-ID
Ex: /C=US/O=CompanyName/OU=Department/CN=Asset-ID

CSR

Copy @
Download &,

Signed certificate

Save Cancel

5. Select Save.

Set up Port Groups on an Airwall Gateway
The default port groups work for some deployments. You may need to set up underlay or overlay port groups if your
deployment requires it.

Set up Overlay Port Groups
The default port groups work for some deployments. You may need to set up overlay port groups if your deployment
requires it.

Overlay Port Groups are used to connect your Airwall Gateway to your protected networks. Airwall Gateways default
to having a single overlay Port Group, but you may need to configure your overlay port groups when you want to:

* Micro-segment your network for fine grain security control
» Configure IP addresses or Source NAT (SNAT) for routed deployments
» Setup two Airwall Gateways for High Availability

If your Airwall Gateway is only providing relay functionality, it only needs an Underlay Port Group, and does not use
any configured Overlay port group.

You can set up multiple port groups for an overlay, assigned to different physical or VLAN tagged sub-interface ports.
When multiple ports are included in a Port Group, they are bridged. Port groups are also connected to the overlay
through routing and/or bridging.

Airwall

Group

Port
Group
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Get to Know Your Airwall Gateway Ports
Here is how the physical ports are assigned on most Airwall Gateways:

* Port 1 — Connects to the initial underlay network, and is assigned to the underlay Port Group.
* Port 2 & Up — Connect to overlay networks, and are assigned to an overlay Port Group.

Underlay Port Overlay Ports

TPot1 | Pot2  Pord | Pord
H F & ﬂﬂirwal\

Basic Airwall Gateway Deployment

The most basic Airwall Gateway deployment design is to put Airwall Gateways inline in front of protected devices.
If you don’t want to, or can’t, change IP addresses, you replicate the default gateway of the router on the overlay Port
Group. (If these devices are using DHCP, see Protected devices with static routing on page 409 to configure DHCP
on the overlay port group.)

Before —

Bldg 1 Bldg 2

The underlay IP address can be any address on the network. DHCP is common, or you can configure a static IP if
needed. The overlay IP address is the same as the default gateway on the router.

After

10.0.0.0/24

Set up an Overlay Port Group

By default, an Airwall Gateway has two port groups. One underlay port group assigned to Port 1 and one overlay port
group assigned to the remaining ports. On virtual and cloud Airwall Gateways, you may be able to configure more
ports if supported by the virtual or cloud platform.

1. In the Conductor, go to the Airwall Gateway on which you want to set Port Groups, open the Ports tab, and select
Edit Settings.

2. Select an Overlay port group you want to use, or add a new port group by clicking the + to the right of Port
groups, and select Overlay group.
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Pors fing A8 e E Lpdate settings Cancal

Ports
Port 1 Port 2 Port3 Part 4 interfaces Assigned IP address MAC MTU VLAN +
E E E Ii‘ Port 1 o 1000224 00:50:56:00:60:0e
- L

Port groups + . r______,--""

| b Undersy group [ (Undertay Port Group 1)
»  Cwerlay group [ (Overay Port Group 1)
b | ¥ Salect one it group 4)

Unateriay' group
Owveray group

Disabled group J

HA group

3. Click the arrow on the left of your Overlay group header to expand the settings for that Port Group.

> | Overaygroup & (Qverlay port group) o

Mame Interfaces

Qwerlay port group

IP addresses + Type IP address (CIDR) @ Gateway
Static : Pva = o
Enable source NAT @ Enable MAC masquerading @ Routed traffic only @

Static routes +
None

4. Enter a name for the group, and under Interfaces, select the ports or other interfaces for the group.

5. Under IP addresses, click the + to add IP addresses. For example, 10.0.1.1/24 (be sure to include the prefix
length). Your protected devices will use this address as their gateway to reach the rest of your overlay network.

6. Select the network options that apply for your implementation:

a) Enable Source NAT — Check this box to rewrite the source IP address of traffic arriving from other port
groups or tunnels with the overlay IP address of this port group. You must also configure an overlay IP
address. Use this option when your local protected devices do not use this Airwall Gateway as their default
gateway. This setting enables connections, permitted by policy, from remote overlay devices to local protected
devices. When you enable Source NAT, local protected devices cannot initiate connections to remote overlay
devices.

b) Enable MAC masquerading — Check this box to rewrite the source MAC address of all traffic arriving
from other port groups or tunnels with the Airwall’s MAC address. Use this option if the network you are
connected to doesn’t permit foreign MAC addresses. Note: Checking the Routed traffic only box enables MAC
masquerading by default.

c) Enable spanning tree protocol — Leave this box checked to enable spanning tree protocol on the overlay
bridge to avoid potential bridge loops. Only clear this box if this port group is free of any bridge loops, and
you do not wish to run STP. One example is if this port group is connected to a Cisco switch running BPDU
guard. A recommended alternative is to configure the port group with only a single port and use routed traffic
only mode to make bridge loops impossible.

d) Routed traffic only — Check this box to permit only routed bypass traffic. You must also configure an overlay
IP address. Local protected devices should use this overlay IP as a gateway (either their default gateway or a
static route) or Source NAT to allow incoming connections. Typically, you check Routed traffic only, unless
you specifically need to bridge traffic. For example, if you have IP addresses in the same subnet on both sides
of the tunnel, you are bridging traffic, so clear this box.

This setting prevents inadvertently carrying broadcast and multicast traffic sent by protected devices and can
improve performance by using only a single port in the port group.

7. If you are connecting this port group to a router connected to a larger overlay network, you can configure static
routes or even a default gateway.
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8. Select Update Settings.
Add Interfaces to a Port

Each physical or logical port on an Airwall Gateway has a single interface by default, that can be assigned to a port
group. If you are connecting an Airwall Gateway port to a switch using an 802.1q trunk allowing multiple VLAN:Ss,
you need to add additional interfaces. To do this:

1. Up above the Port Groups section, select the Port and then click Edit Settings.

2. Next to VLAN, click the + to add a new VLAN for this overlay.

3. Enter the VLAN tag to match the VLAN config on the switch.

Ports

Port 1 Port2  Port3 Ford Interfaces Assigned IP address MAC MTU VLAN +
=Port 4 00:50:56:12:19:d2

= Port 4. (new)

Note: If you disable the VLAN parent interface, the child interfaces are also disabled.

Ports o

>

Port1 Port2  Port3 Interfaces  Assigned IP address MAC Defaultgateway  MTU VLAN
C C i Port 1 v 105707724, 10.5.707/32 48:06:63:0:06: 105701 1500
L] ] an @

Port groups
I » [OEEETE underlay Port Group 1  port1 ]
» [CEETIET) Overiay 522 (Disabled) Pror2 )
[ Port 2:188

] LD-186 (Disabled)

Do I need a gateway?

You only need a gateway if the Airwall Gateway needs to know how to reach additional networks from this port. The
Airwall Gateway is the gateway for its protected devices. In general, using static routes (for example, 10.0.0.0/8) for
your corporate network is preferable to using a default gateway (which is a 0.0.0.0/0 route), particularly if you have a
bypass destination of 0.0.0.0/0 set up, since that will cause a conflict.

Set up an Underlay Port Group

By default, an Airwall Gateway has two port groups. One underlay port group assigned to Port 1 and one overlay port
group assigned to the remaining ports. On virtual and cloud Airwall Gateways, you may be able to add additional
ports by creating new virtual network adapters on the hypervisor. Some hardware models allow you to add new ports
by inserting port expansion modules.

All non-cellular ports allow adding VLAN sub interfaces.

You may want multiple underlay port groups on wireless Airwall Gateways. You can configure one port group for the
wireless port and one for a wired port and assign different priorities to the two port groups. This allows the Airwall
Gateway to automatically fail over to whichever port is available based on the assigned priorities.

It can also be useful to have multiple wired underlay port groups to allow an Airwall Gateway to communicate on
separate networks at the same time. For example on a relay Airwall Gateway, you could configure one underlay port
group on a DMZ and the other on the corporate network (multi-homing).

1. In the Conductor, go to the Airwall Gateway on which you want to configure port groups, go to Ports > Port
configuration, and select Edit Settings.

2. Select an Underlay port group you want to use, or add a new port group by clicking the + to the right of Port
groups, and select Underlay group.
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Update settings Cancel

Port3  Portd Interfaces  Assigned IP address MAC MTU VLAN +
= E Port 1 - 1000224 00:50:56:00:60:00

Port groups + r-—""""-"

b Underay group [ (Underay Port Group 1)

oup () (Overlay Port Group 1)

3. Click the arrow on the left of your Underlay group header to expand the settings for that Port Group.

¥ Underlay group % (Underlay Port Group 1) ort1 RU]

Name Interfaces Prierity @ Failover group @

Underlay Port Group 1] @ 4 0 Failover group 1
IP addresses + Type IP address Gateway DNS servers
DHCP s Pvd # @

Underlay IP (NAT) @
% Publish IPs to Airwall Conductor

Enable bypass

4. Enter a name for the group, and under Interfaces, select the port interfaces for the group.

5. Under Priority, set the priority for this underlay port group. 0 is the highest priority. The Airwall Gateway will
always try to use the underlay port with the lowest priority value if the network is available.

6. (Optional) Under Failover group, select the Failover group. Failover groups allow traffic monitoring for a given
traffic type (Conductor traffic or data plane traffic). The failover groups define how to monitor the availability of
the port groups contained in the failover group, and when port groups should fail over to another port group. Only
a single port group is used at a time. Failover groups are configured separately on the Failover settings tab.

You can select Stand-alone to make the port group permanently available independent of any other underlay
port group.

7. Under IP addresses, click the + to add an IP address. You can choose between DHCP or static address
configuration. The Underlay Port Group IP address may be already configured if you configured its initial IP
address when setting up the Airwall Gateway.

8. Under Underlay IP (NAT), If this Airwall has a public IP, you can add it here. Remote Airwall Edge Services will
then attempt to connect to the public IP instead of the IP configured on the underlay port group.

9. Check Publish IPs to Airwall Conductor to advertise the IP address of this underlay port group to remote
Airwall Edge Services to build secure tunnels. In a hub and spoke Airwall deployment you may want to leave
this unchecked on the spoke Airwall Gateways if tunnels are always established from the spoke to the hub. This
configuration reduces network traffic related to IP address advertising.

10. Check Enable bypass to allow traffic from protected devices behind this Airwall Gateway to reach destinations
on the underlay network. Traffic to these destinations can be configured just like normal overlay traffic using the
policy editor. You can configure bypass destinations on the Devices tab. Clear this box to disable bypass traffic
over this underlay. You can only enable bypass on a single underlay port group on each Airwall Gateway.

11. If you have enabled bypass, you can choose to Enable source NAT. This option replaces the source IP of packets
leaving the Airwall Gateway with the IP of the port group, and may be required to allow routing between the IP
addresses on the device network and the bypass destinations.

12. If your network requires it, you can add additional static routes as needed.

13. Select Update Settings.

Replicate Port Settings
For minimal disruption and less room for error, you can replicate the port configuration between two Airwall
Gateways when setting up an Airwall Gateway HA pairing, or when replacing an Airwall Gateway.
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Follow these links for more information on how it works in each situation:

» Configure High Availability Airwall Gateways (v2.2.8 and later) on page 399
* Replace an Airwall Gateway on page 132

Configure an Underlay Port Failover Group

Starting in v2.2.8, a failover group is created and set by default. For earlier and updated Airwalls, you may need to
create and set it yourself.

On an Airwall Gateway, go to Ports > Failover settings.

Next to Failover Groups, click the plus sign (+) to create a new Failover group.

Name your group, and if needed, change the default settings for the Failover group.

Go to Ports > Port configuration, and select Edit Settings.

Nk =

Under Failover group, select the new group you created.
6. Select Update Settings.

Best Practices for Underlay Port Failover Groups
Set your underlay failover settings to a Failover group as a best practice.

Find your version below for guidelines, and for detailed instructions, see Configure an Underlay Port Failover Group
on page 391.

Best Practice for v2.2.8 and later

In v2.2.8 and later, Underlay failover settings are set to an auto-created failover group, “Failover Group 1,” by default.
You can create additional groups or edit the default group settings to adjust failover behavior for your underlay port
groups. Stand-alone is still available, but it is deprecated and not recommended. See Configure an Underlay Port
Failover Group on page 391.

CAUTION: Do not enable HIP on multiple underlay port groups connected to the same network or networks
that egress through the same NAT gateway. If you do this, and then connect to a relay or other Airwall Edge
Service outside, the NAT gateway can cause the HIP tunnel to flap between states through the NAT gateway.

Best Practice for v2.2.1 to v2.2.5

In v2.2.1 to v2.2.5, underlay failover settings are set to Stand-alone by default. Configure an Underlay Port Failover
Group on page 391 and then change the Port Group failover setting from Stand-alone to the new Failover Group
you created. See Configure an Underlay Port Failover Group on page 391.

Manage Failover between Underlay Port Groups
Set up your Airwall Gateways with multiple wired and wireless underlay port groups and configure which port group
to use based on simple network criteria.

Supported roles ¢ System Administrator

* Network administrator with permissions to edit
Airwall settings

Managing the Active Network with Failover Groups

You can assign one or more failover groups to underlay port groups on an Airwall Gateway. Failover groups
continuously monitor health indicators on the networks of their assigned port groups and manage which one is active
based on both the current network health indicators and a relative priority assigned to each port group within the
failover group.

The health criteria that a failover group monitors on the network are:

* Wired interface link status — If the failover group detects that a port is missing a link, or the layer 3
configuration is bad (for example, has no IP address), the port group is considered failed and is not selected.

* Cellular modem status — If there are error conditions on the cellular modem, the failover group sets the
corresponding cellular port group as failed.
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* Active monitoring of selected destinations — You can specify destinations to have the failover group actively
check if they are responding. It will ping these destinations and monitor their response. If the pings are successful,
the corresponding underlay port group is considered functional. See Ping Settings below.

* Passive monitoring — The Airwall Gateway uses the currently active Conductor connection as a secondary
indicator to determine network health if no active monitor is running.

Based on these monitoring criteria, the failover group scores each assigned port group and selects the one with the

highest score. If more than one port group gets the highest score, the failover group selects the port group that has the
highest priority.

Set Failover group settings for the Airwall Gateway

1. Go to Airwalls and select an Airwall Gateway.

2. Go to Ports > Failover settings.

3. Under Failover settings, set the common settings to be used by all port failover groups on the Airwall Gateway:
Failover settings

Reboot if no links are available @)
Min. wait time after failure (secs) 600

Min. wait time after reboot

1800
(secs)

Enable cellular link auto-repair

° a

* Reboot if no links are available — Enable to reboot the Airwall Gateway if none of the failover groups have

any healthy networks, in an attempt to restore the network. The following additional settings also apply to the
reboot:

* Min. wait time after failure — Specify how many seconds to wait after detecting that all port groups have
failed before rebooting. Default: 600 seconds

* Min. wait time after reboot — Specify how many seconds to wait before the next reboot if the network
remains unavailable after a reboot. Set this to a higher value than the initial wait time to prevent constant
reboot loops if the network is unavailable for extended time periods. Default: 1800 seconds

* Enable cellular link auto-repair — Enable on cellular Airwall Gateways only to attempt to restore a failed

cellular modem after detecting that the cellular network is not responding (by re-initializing the modem
drivers).

@ Note: For these settings to take effect, you need to set up at least one failover group on this Airwall
Gateway.

Create a Port Failover Group

1. Under Failover group, select the + (plus sign) to create a new failover group. The Conductor creates a new
failover group with default values. You can click on the name to edit it.

2. Under General settings > Assigned underlay port group, assign underlay port groups to this failover group:
General settings

Assigned underlay port groups: @
Assign port groups

Underlay Cell =+ @

Underlay-wired = @

Ll X Cancel

a) Click on this setting to edit it.
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b) Next to Assign port groups, select the + (plus sign) to add one of the unassigned underlay port groups to this
failover group.

¢) Select the arrows to choose a different port group, and arrange them from top to bottom in priority order.
d) Select OK to save your settings.
3. Still under General settings, select the traffic types:

a) Allowed traffic types — Click on this setting to edit it. Select one or more underlay traffic types for the failover
group to manage. Select OK to save:

* HIP — Encrypted overlay traffic between Airwall peers

@ CAUTION: Do not enable HIP on multiple underlay port groups connected to the same network
or networks that egress through the same NAT gateway. If you do this, and then connect to a relay
or other Airwall Edge Service outside, the NAT gateway can cause the HIP tunnel to flap between
states through the NAT gateway.
* Conductor — TLS-encrypted traffic between the Airwall Gateway and the Conductor

* Bypass — Bypass traffic leaving the overlay to the underlay. Selecting Bypass is only useful if you have set
up at least one bypass port group on the Airwall Gateway.
b) Select OK to save your settings.

4. Under Ping settings, configure any destinations you want to ping to actively monitor the network, along with the
ping settings.

Ping settings

Ping rate (seconds) Ping failure count Enable pings on active link
60 2

Ping timeout (seconds) Ping TTL

5 255

Ping destinations
# Airwall Conductor

Other underlay IPs or hostnames
(comma-separated)

8888

] All pings must be successful @

el | X Cancel

» Ping rate — Set the rate at which the failover group sends out pings, in seconds.

* Ping failure count — The number of successive ping failures required to consider the ping monitor failed. If
the pings are unreliable, you can set a higher number to help stabilize the network selection.

* Enable pings on active link — Disable to suspend pings for the port group that is currently active. The failover
group then does only passive monitoring to detect status changes on the port group.

* Ping timeout — The time to wait for ping replies before setting the ping as failed, in seconds.

* Ping TTL — The time-to-live counter. You usually do not need to change this setting. If you want to speed up
the time to failure and know the maximum number of hops to the ping destination, you can set the Ping TTL
to a lower value.

* Ping destinations —

* Check Airwall Conductor to ping the Conductor configured on this Airwall Gateway. Note that checking
this option includes any additional Conductors configured on the Airwall Gateway as well as the High-
availability (HA)-peer Conductor if Conductor HA is configured.

* Other underlay IPs or hostnames — Add any IP addresses and hostnames to ping, separating them with
commas.

» All pings must be successful — Leave this box clear so that only a single ping to any of the IPs must be
successful for the ping monitor to be successful (recommended). Check to require that all specified IPs and
hostnames must respond to be considered successful.
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5. Select OK to save your settings.
Managed and unmanaged port groups

By default, when you first create an underlay port group, it is unmanaged, meaning it won’t be automatically assigned
to any failover group. If a port group is unmanaged, the Airwall Gateway does not monitor health indicators and
won’t fail over. The Conductor may still use unmanaged ports for any type of traffic, but if an unmanaged port fails,
the Airwall Gateway relies on the underlay networking to recover.

Cellular Airwall Gateways automatically create and assign a failover group when initialized or factory reset. This
failover group is configured with cellular and wired ports, and assigns the wired port a higher priority than the
cellular. Wired-only Airwall Gateways do not create a default failover group and any wired port groups are left
unmanaged.

Local Bypass

With local bypass you can separate traffic (split tunnel) going through your Airwall Gateway, where you selectively
encrypt and tunnel some traffic, while allowing other traffic to pass through the Airwall Gateway unchanged. This
ability also allows protected devices to securely communicate with devices or network locations that are not protected
by Airwall Edge Services.

For example, some devices need to communicate with software update servers on the Internet. You can configure the
software update servers as a bypass destination and establish trust between the bypass destination and the protected
devices. This gives the devices the ability to communicate with the bypass destination, while requiring all other access
to pass through encrypted tunnels from other Airwall Gateways.

This configuration of local bypass permits traffic between the secure overlay network and an insecure underlay
network, where the Airwall Gateway acts similarly to a SNAT (Source Network Address Translation) gateway.
Connections initiated from the underlay network are still blocked, but connections initiated from a protected device to
a permitted bypass destination are allowed.

You set up a bypass destination to:

» permit traffic to exit your secure overlay to destinations not protected by an Airwall Edge Service.
» protect all your traffic with Airwall Edge Services as an intermediate step during migration.
» allow local devices to continue to access a protected device.

Prerequisites

* Any other network traffic that you want to send to remote Airwall Gateways must support being routed between
subnets, and cannot include broadcast or multicast protocols.

» Devices protected by the Airwall Gateway must either use DHCP, or must be reconfigured to use the new subnet.
* You can set many types of network destinations as bypass destinations. For example:

* Active Directory Servers

» Software Update Servers

* Equipment control systems, such as for HVAC installations
» The Internet, to bypass to everything on the Internet

Before you begin
Before you begin, you need to:

» Have the IP address or hostname of the device or destination for which you want to create a local bypass.

» Ifyouneed or want to use a fully qualified domain name (FQDN) instead of IP for your bypass destination, you
need to enable bypass DNS. See Enable DNS lookup for bypass destinations on page 398.

Enabling bypass on the Airwall Gateway

Set up a bypass port on the Airwall Gateway that protects devices that need access to the bypass destination.

1. On the Airwalls page, in the Ports tab, go to the Underlay Port Group, and select Edit Settings.
2. Check Enable bypass.
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3. Ifyou are setting up an L3 or combined L2 and L3 bypass (recommended), also check Enable source NAT and
Routed traffic only.

Creating a bypass destination

Pm Note: The bypass destination can be shared between all Airwall Gateways on the Conductor that support
bypass and have bypass enabled. If you have already set up a bypass destination, you can skip this step.
1. In the Conductor, go to the Devices page.
2. On the Devices tab, click New bypass destination.
3. Enter the bypass destination:
* Under IP address, enter the IP for the destination of the local bypass device. For example, to create a bypass
destination for the Internet, enter 0.0.0.0/0.

* Or, if you have enabled DNS for bypass destinations, under Hostname, enter a fully-qualified domain name
(FQDN) instead of an IP address. For example, google.com. For more information, see Enable DNS lookup for
bypass destinations on page 398.

Ignore the MAC options.
Optional: Add a description and tags to help identify the bypass destination.
Click Create.

Set trust between the bypass destination and protected devices, see Create an overlay network and Add and
remove device trust.

A

Note: If you intend to add trust to a DNS bypass location, you must first add trust to a DNS server bypass
destination.

.0
8. To view and edit bypasses, click Devices > Show all devices > Bypass destinations.

Backhaul Bypass

Set up backhaul bypass to allow any v3.0 or later Airwall Gateway to reach bypass destinations by tunneling traffic
using designated bypass egress Airwall Gateways. Optionally, you can use a regional backhaul bypass pool for
Airwall Gateways that support backhaul bypass and are not gateways themselves. See Region Bypass.

Supported roles + System Administrators

* Network Administrators with the “Can view and edit
bypass destinations” permission

Supported versions + Airwall Gateways and Conductor v3.0 and later.

» For region bypass both the Conductor and the Airwall
Gateways must be v3.2.3 or later.

You can use backhaul bypass for any bypass destination including destinations using hostnames.

Pm Note:
/

Backhaul bypass can use relays just like normal overlay traffic. The Airwall Relay does not require any
special configuration.

*  You can set up backhaul Airwall Gateways with multiple bypass-enabled underlay port groups and use
link manager to fail over between them. See Manage Failover between Underlay Port Groups on page
391.

Prerequisites

* As a best practice, enable source NAT (SNAT) and routed-only mode on the bypass port group.
*  When using hostname bypass destinations, they must meet these requirements:

* The DNS server used by the overlay device must be on the Conductor-configured allow-list for bypass DNS.

» The traffic path to resolve hosts must follow the same path on the overlay as the traffic to the actual bypass
destination. This means that the DNS server itself must be a bypass destination and the overlay devices using it
must have policy to it.


https://webhelp.tempered.io/content/topics/create_overlays.html
https://webhelp.tempered.io/content/topics/dev_trust_setup.html
https://webhelp.tempered.io/content/topics/dev_trust_setup.html
https://usc-word-edit.officeapps.live.com/we/wordeditorframe.aspx?ui=en%2DGB&rs=en%2DUS&wopisrc=https%3A%2F%2Ftemperednetworks.sharepoint.com%2Fsites%2FTechDocsTeam%2F_vti_bin%2Fwopi.ashx%2Ffiles%2F756bf4796bf34a40a861ad39780652ca&wdenableroaming=1&mscc=1&hid=0A1B9BA0-C06A-3000-46EB-F87A46E9F86A&wdorigin=ItemsView&wdhostclicktime=1677713460786&jsapi=1&jsapiver=v1&newsession=1&corrid=4eee062c-84b6-4df0-a903-5295a5347fd8&usid=4eee062c-84b6-4df0-a903-5295a5347fd8&sftc=1&cac=1&mtf=1&sfp=1&instantedit=1&wopicomplete=1&wdredirectionreason=Unified_SingleFlush&rct=Normal&ctp=LeastProtected&_Region_Bypass
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Configuring an Airwall Gateway as a bypass egress gateway

Configuring an Airwall Gateway as a bypass egress gateway allows other Airwall Gateways to use it to access bypass
destinations.

Note: Before you begin, you must set up one or more Airwall Gateways with local bypass, including creating
bypass destinations, creating an overlay with devices and the bypass destination, and adding trust. See Local
Bypass on page 394.

\J

1. Go to the Airwalls page and open an Airwall Gateway.

2. In Bypass settings, click the edit icon 4 f Bypass settings reads Bypass is disabled, go to the Port tab, click
Edit Settings, select an underlay port, and click Bypass enabled.

Bypass settings Local bypass £

3. Check Allow Airwall to act as a bypass gateway.

Bypass settings
This Airwall uses local bypass @

@Allow Airwall to act as a bypass gateway @

X Concel

4. Click OK.

5. Optional: Set up a bypass Airwall Gateway to be the default for your Airwall secure network. The default is
used for all v3.0 Airwall Gateways that do not have a local bypass set up and do have trust set up to the bypass
destination on an overlay. You can assign a bypass gateway using Bulk Configuration of Airwall Edge Services on
page 378.

Pm Note: If you want to use FQDNs for your DNS servers, check that the DNS resolver has access through
the same tunnel as backhaul bypass. For example, backhaul to your corporate office and use the DNS
resolver there. This access allows the egress gateway to learn the DNS FQDNSs. Also, note that some
common DNS over HTTPs (DoH) or DNS over TLS (DoT) settings (for example, on Google Chrome) can
prevent hostname based policies from working.

Selecting a specific bypass egress Airwall Gateway
Once you set up a bypass egress Airwall Gateway, you can set up other Airwall Gateways to use it to reach bypass
destinations.

1. Go to the Airwalls page and open the Airwall Gateway that you want to reach a bypass destination through a
bypass egress Airwall Gateway.

Go to the Airwall Gateway tab and click the edit icon 4 in Bypass settings.

s Bypass is disabled &

U

Note: You must not have bypass enabled on any of the underlay port groups. If Bypass settings reads
Local bypass, go to the Ports tab and uncheck Bypass enabled in all underlay port groups.

.0
3. From the dropdown menu, select Use specific bypass gateway.

Bypass settings
Use bypass gateway @

Do not use bypass gateway ~

Do not use bypass gateway  OK
Use specific bypass gateway S

X Cance

4. In the additional dropdown menu, select the required bypass egress gateway and click OK.
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Bypass settings
Use bypass gateway @
Use specific bypass gateway v
Select one... \L\x)

U8l X Cance

Note: You can also set this option in bulk. See Bulk Configuration of Airwall Edge Services on page
378, and choose the bypass gateway option:

v Select an option...
Location

Airwall agent DNS list
Overlay device IP (CIDR)

Airwall traffic stats reporting interval

Airwall tunnel stats reporting interval

Device activity reporting interval

Health data reporting interval
Advanced

Auto-connect enabled

Bypass gateway

5. In an Overlay, add trust from this Airwall Gateway's local devices to the bypass destination.
Region bypass

Use a region bypass to group and load balance bypass Airwall Gateways by region. A region bypass is configured by
creating a region tag. Add the region tag (or tags) to one or more bypass egress gateways and to the Airwall Gateways
you want to use with the region bypass egress gateways. To create a tag in the Conductor, complete the following
steps:

1.
Select the Tags icon .
2. Click New tag.

3. Give the tag a name and fill in the required information. See Create a Tag on page 100.

4. Seclect Region tag.



| Deploy Airwall™ | 398

Us-1

Name o us1
Us-1
Who can use this tag? @

System administrators v

Tag background color @
Yellow v
[0 use custom cotor
Tag text color @
Black v
[0 use custom cotor
Tag priority @
5
Expire tag usage after this duration (if > 0) @
0

[J Auto-remove tag if unused @

q}\\:legion tag @

Create Cancel

5. Select Create.

Note the region tag icon 2 for easy identification.
6. Go to the Airwall tab and select the Airwall you want to use with the region bypass egress gateway.
7. Select Actions > Tags and choose the region tag from the drop down menu.

Edit tags for AW-1

Tags @
& UsS1 F

Save Cancel

8. In Bypass Settings, click the edit icon and then select Use regional bypass gateway pool from the drop down
menu.

9. Return to the Airwall list and find the bypass egress gateway you want to use.

Note: To be a bypass egress gateway, the Bypass Settings must be set to Acting as a bypass egress
gateway.

10. Select Actions > Tags and choose the same region tag you choose for the Airwall from the drop down menu.

Enable DNS lookup for bypass destinations
If you want or need to use a fully-qualified domain name (FQDN) when specifying a bypass destination, you can
enable DNS lookup for bypass. An FQDN may be necessary if the bypass destination IP is not static.
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Supported Versions 2.2.10 and later Conductors
Required Role System administrators
1. Go to Settings > Bypass DNS.

2. Select Edit Settings.
3. Toggle Enable bypass DNS lookup to On.

DNS settings for bypass destinations x

Enable bypass DNS lookup

 Allow Airwall DNS servers @

Allowed DNS server IPs (comma-separated list of DNS server IPs)

Minimum TTL @

10 minutes +

Update = Cancel

4. To automatically allow the DNS servers configured on an Airwall Gateway underlay port (instead of listing them
under Allowed DNS server IPs), check Allow Airwall DNS servers. Note this means the DNS servers being
used could be different per Airwall Gateway.

5. Set trust to the DNS server on the overlay.
Note: The traffic path to resolve hosts must follow the same path on the overlay as the traffic to the actual

bypass destination. This requirement means that the DNS server must itself be a bypass destination and
the overlay devices using it must have policy to it.

\J

6. Under Allowed DNS server IPs, enter trusted DNS server IPs that you want bypass destinations to have access to
for DNS lookup. Separate IPs with commas.

7. Under Minimum TTL, change the minimum amount of time to accept traffic from resolved IP addresses.
8. Select Update.

You can now use an FQDN when specifying a bypass destination. See step 4 under Local Bypass on page 394.

Airwall Edge Service High Availability (HA)

High Availability (HA) Airwall Gateways provide hardware redundancy in a hot-standby mode. Airwall Gateways
installed in an HA configuration maintain a heartbeat on a dedicated Ethernet link where only the current primary is
participating in overlay network communications. If the primary fails to send heartbeat messages to the secondary, the
secondary takes over overlay network communications for the HA pair.

Configure High Availability Airwall Gateways (v2.2.8 and later)

Configuring high-availability (HA) Airwall Gateways in v2.2.8 and later. For v2.2-v2.2.5, see Configure High
Availability for Airwall Gateways (v2.2-v2.2.5) on page 404.

The high-availability architecture for Airwall Gateways distinguishes between the following Airwall Gateway roles:

* Primary vs. secondary: These roles are assigned when the HA pairing is created. The Primary Airwall Gateway
is the one that is added to the overlay in the Conductor. The secondary Airwall Gateway has no configuration on
its own with the exception of identity-related information and port configuration. The primary and secondary role
assignment can’t be changed during the lifetime of the HA pairing.

* Active vs. standby: At any given time only one Airwall Gateway is active and participating in overlay network
communications. The active Airwall Gateway maintains a heartbeat on a dedicated Ethernet link. If the active
Airwall Gateway fails to send heartbeat messages to the standby, the standby takes over the overlay network
communications for the HA pair.

Before You Begin
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Before you configure a High-availability (HA) pair, you must:

» Have a Conductor set up and running.

» Configure and connect the physical or virtual v2.2.8 or later Airwall Gateways you wish to configure for high
availability. You need two physical or two virtual Airwall Gateways. See Set up physical Airwall Gateways on
page 275 for more information.

» Connect both Airwall Gateways to the same underlay and overlay network.

Note: Cloud Airwall Gateways do not support HA.

Create a High-availability Airwall Gateway pairing
High availability Airwall Gateway pairing is supported in v2.2 and later.

To configure High-availability Airwall Gateways, you need to:

1. For virtual Airwall Gateways only — Add an ethernet port
2. Connect the Airwall Gateways

3. Pair the Airwall Gateways for High Availability

4. Make sure the Overlay Port Group settings match

Thes